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ABSTRACT 

 
Big data is an extremely large data set with a diverse and complicated production of 

organized and unstructured data. The management of storing, analyzing, and finding 

meaningful outcomes from processing data is usually aided by the characteristics of big data. 

Big data analytics is the practice of analyzing a huge amount of structured and unstructured 

data in order to uncover relevant trends. Big data privacy entails creating a suitable 

framework for using sensitive data while also guarantee that sensitive data is not breached 

or manipulated with. Because big data is far larger in scale and velocity than typical big data 

systems, the privacy procedure for standard database systems cannot be applied to big data 

systems. The research develops a framework for privacy protection of big data when it is 

shared on multiple servers for analyzing and is capable of gripping the volume, velocity, and 

diversity of big data while it is utilized for analytics. 

Through its decentralized system architecture, block chain technology ensures data 

protection and privacy. Due to the block chain consensus process and encryption, data 

recorded in the block chain is tempered proof and cannot be readily changed, and a massive 

amount of computing power will be necessary. Through its connected chain, block chain’s 

transaction ledger offers data auditing. Data auditing is possible thanks to block chain’s 

transaction ledger. All valid data transfers are recorded and put into the block chain ledger, 

which assures data quality through a variety of verification processes. Block chain is also 

used in the big data mining process, where data is collected from many networks and 

organizations with the purpose of demonstrating data with an exponential growth in risk 

factors. A block chain platform can also assist data scientists in monetizing their labour by 

allowing them to trade analytic results stored on the network. 

With current research, the goal is to give a solution to privacy preservation of big data with 

data security, new models and algorithms must be delivered to big data repositories 

addressing developing distributed settings such as clouds, social networks, and so on. 

Companies must employ a data sharing plan that ensures data security while also protecting 

individual privacy when data is utilized for data analysis. This research created the 

ChainPPDM architecture for privacy-preserving large data utilizing block chain and The 

Inter Planetary File System (IPFS). This study uses a data mining scenario in which several 

parties are involved in analyzing and identifying patterns from huge data to explain 

ChainPPDM. We used data from healthcare and online food delivery firms to test and 

validate our solution. 
k
Keywards: ChainPPDM, IPFS, Block-chain, Privacy Preservation, Big Data



 

ix 
 

TABLE OF CONTENTS 
 

 Abstract xii 

 Acknowledgment  xiii 

 List of Abbreviations xiv 

 List of Figures xvii 

 List of Tables xx 

 List of Appendices xxi 

Chapter 1  Introduction  

  1.1  Introduction 1 

  1.2  Motivation 5 

  1.3  Definition of the Problem 6 

  1.4  Objective and Scope of work 6 

  1.5  Original contribution by the thesis 7 

  1.6  Achievements with respect to objective 8 

 1.7  Thesis organisation 8 

Chapter 2 Background and Literature Review  

  2.1  Overview 10 

  2.2  Existing Method of Privacy-Preservation of Big data 10 

    2.2.1 Data Anonymization 10 

  2.2.2 K-Anonymity 12 

  2.2.3 L-Diversity 12 

    2.2.4 T – Closeness 13 

  2.2.5 Privacy and Security 13 

  2.3  Life Cycle of Big Data 14 

  2.4  Basics of Privacy Preservation Technique 19 

    2.4.1 Big Data Collection process 23 

    2.4.2 Big Data Storage process 24 

    2.4.3 Big Data Processing 26 

  2.5  Big Data Mining 28 

    2.5.1 Data Provider 28 

    2.5.2 Data Collector 28 

    2.5.3 Data Miner 29 

    2.5.4 Decision Maker 29 

  2.6  Blockchain 30 



 

x 
 

  2.7  Data Storage 30 

  2.8  Data Encryption Technologies 31 

  2.9  Data Transfer Protocol 32 

  2.10  Data Analysis and Finding Pattern 33 

  2.11  Literature reviews 34 

 2.12  Summary and Discussion 82 

Chapter 3 System Description of Blockchain in Big Data  

  3.1  Overview 84 

  3.2  Types of Blockchain 84 

    3.2.1 Public blockchains 84 

    3.2.2 Private blockchains 85 

    3.2.3 Hybrid blockchains 85 

  3.3   Blockchain Platforms 85 

  3.4  Blockchain Storage Systems 85 

    3.4.1 Off-Chain 85 

    3.4.2 On-Chain 86 

  3.5  Hyperledger Fabric: A Permissioned Blockchain 86 

  3.6  Hyperledger Fabric network 88 

  3.7  Interplanetary File System (IPFS) 91 

  3.8  Analysis of Blockchain 93 

  3.9  Summary 94 

Chapter 4 Blockchain Technology & IPFS: ChainPPDM  

  4.1 ChainPPDM Hyperledger Fabric 95 

  4.2 RAFT protocols 96 

  4.3 Concept of Data Mining 96 

  4.4  Blockchain Based Privacy-Preservation of Big Data 98 

  4.5 Scenario for ChainPPDM 100 

    4.5.1 Medical Health Data Privacy for Data Mining 100 

    4.5.2 Online Food delivery company 100 

  4.6  ChainPPDM's architecture 102 

  4.7  Proposed ChainPPDM Method 103 

  4.8 Implementation of ChainPPDM 104 

  4.9 Components of ChainPPDM and its technologies 105 

   4.9.1  User registration 105 



 

xi 
 

    4.9.2 Blockchain Account Registration 
 

107 

    4.9.3 Data set preparation 108 

    4.9.4 Data Mining process 120 

  4.10 Summary 120 

Chapter 5 Experimental Results and outcomes  

  5.1  Technology Comparison for Evaluation 121 

  5.2  Evaluation Tools 121 

   5.2.1 Hyperledger Caliper (HC) 121 

   5.2.2 JMeter 122 

   5.3 Result and analysis of ChainPPDM 122 

    5.3.1  Storage Analysis 122 

   5.3.2  Latency and Throughput Analysis Using HC 124 

  5.3.2  Read-Write Operation Analysis using JMeter 126 

  5.4 Summary 128 

Chapter 6  Conclusion and Future work  

  6.1  Conclusion 129 

  6.2  Future work 131 

   References 133 

  Appendix- I 142 

 



 

 

xvii 
 

List of Figures 
 

 

Figure 

No. 

Caption Page 

No. 

1.1 Parts of Data Mining 5 

1.2 Parts of ChainPPDM 7 

1.3 Technological parts too be used 8 

2.1 The nine stages of the Big Data analytics lifecycle [24] 15 

2.2 Metadata is added to data from internal and external sources [24] 17 

2.3 Comments and user IDs are extracted from an XML document [24] 17 

2.4 The user ID and coordinates of a user are extracted from a single JSON 

field [24] 

18 

2.5 Data validation can be used to examine interconnected datasets in order 

to fill in missing valid data [24] 

18 

2.6 Distribution of sales data across different sites [25] 20 

2.7 Vertical distribution of personal identifying data 21 

2.8 Parallel Processing [27] 27 

2.9 Data sharing between existing DB structure and Processing node [36] 35 

2.10 A high-level depiction of the proposed EduCTX platform [37] 36 

2.11 Overview of the architecture of the EduRSS [38] 38 

2.12 The description of sharing process [38] 39 

2.13 System design of proposed framework [39] 40 

2.14 System Manager architecture [40] 43 

2.15 Overview of model [41] 45 

2.16 MoD service in the telemedicine system [43] 49 

2.17 Structure of Docchain [44] 50 

2.18 Storage model of Secnet [45] 51 

2.19 Architecture for emergency access for PHR [46] 52 

2.20 Example of Data flow [47] 54 

2.21 Meta Key mechanism for block chain-based cloud storage [48] 55 

2.22 Structure of smart contracts in CrowdBC and data reference [49] 56 

2.23 DR Blockchain based network [52] 59 

2.24 Framework of BSDS-FA [53] 60 



 

 

xviii 
 

2.25 DSCSCB system framework [54] 61 

2.26 Micro grid framework with blockchain [55] 62 

2.27 Cross-border data sharing platform architecture [56] 64 

2.28 System architecture of Trust Access [57] 66 

2.29 Bucketization procedure. A set of n input vectors are clustered in 

mbuckets, according to their hash [58] 

67 

2.30 The architecture of the proposed model [59] 68 

2.31 Working mechanism of IIoT based method [60] 69 

2.32 MIoT-Edge-Manager authentication procedure [61] 70 

2.33 The hierarchical CAB framework in cloud storage system [63] 71 

2.34 Blockchain based System Procedure [65] 73 

2.35 Local and global chain-based System Procedure [69] 75 

2.36 System Architecture [70] 76 

2.37 Blockchain-Enabled Federated Learning Diagram [71] 77 

2.38 Federated Learning Diagram [72] 79 

2.39 Overview of the BCOSN ’s architecture [75] 82 

3.1 Fabric Certificate Authority 89 

3.2 Architecture of the consortium 89 

3.3 Connects the components of the network 90 

3.4 Multiple peer nodes on channels within the network 90 

3.5 Multiple peer nodes on channels within the network with leading peer 91 

3.6 Inter Planetary File System 93 

4.1 Flowgraph of PBFT algorithm 96 

4.2 Centralize Data Mining Process 97 

4.3 Member in Data Mining Process 98 

4.4 Blockchain utilization in healthcare system 99 

4.5 Existing method of privacy-preservation of big data 99 

4.6 Blockchain Solution for Privacy-Preservation 100 

4.7 Centralization of PPDM for Healthcare provider 101 

4.8 Centralization Data Mining Process 102 

4.9 Architecture of ChainPPDM 103 

4.10 ChainPPDM – Proposed Method 104 

4.11 Process of User Registration 106 



 

 

xix 
 

4.12 Screenshot of Host setup process 107 

4.13 Screenshot of Channel Creation process 108 

4.14 Screenshot of Blockchain Account Registration - Anchor Peers 108 

4.15 Different Data set for different network 109 

4.16 Process of Data set Preparation 110 

4.17 Hyperledger-fabric with private state [77] 112 

4.18 Process configuration of Private data state 113 

4.19 Data File Preparation 115 

4.20 One Block Processing steps 116 

4.21 Preparation for upload of Non sensitive Data 117 

4.22 ECC curve  118 

5.1 Storage capacity used by different system 122 

5.2 On-Chain Storage of chainPPDM with other method (BlockBDM and 

PBMS) 

123 

5.3 Read Latency(second) plot using HC tool 124 

5.4 Read Throughput (second) plot using HC tool 124 

5.5 Write Latency(second) plot using HC tool 125 

5.6 Write Throughput (second) plot using HC tool 126 

5.7 Read operation Throughput (ms) plot using JMeter tool 126 

5.8 Write operation Throughput (ms) plot using JMeter tool 127 

5.9 ChainPPDM Vs Centralization System 128 

 

 



 
 

xx 
 

List of Tables 
 

 
 

Table 

No. 

Caption Page 

No. 

2.1 Base Dataset 11 

2.2 Anonymous Dataset 11 

2.3 2-Anonymized Dataset (Using Suppression) 12 

2.4 2-Anonymized Dataset (Using Generalization), 3-Diverse Dataset 13 

4.1 Technology used for implementation 101 

4.2 Evaluation Tools 101 

5.1 Comparative analysis  121 

 

 



 

 

xiv 
 

List of Abbreviations 
 

ABE Attribute-Based Encryption 

AI Artificial Intelligence 

API Application Programming Interface 

AutoML Automated Machine Learning 

BCOSN BlockChain based decentralized OSN 

BC-SABE BlockChain-aided Searchable Attribute-Based Encryption 

BI Business Intelligence 

BIoE Blockchain based Internet of Edge 

BNA Business Network Archive 

BS Base Stations 

BSDS-FA Blockchain Based Secure Data Sharing Platform with Fine-Grained Access 

Control 

CB Consortium Blockchain 

CP-ABE Ciphertext-Policy Attribute-Based Encryption 

CPABE Ciphertext-Policy Attribute-Based Encryption 

CRM Customer relationship management 

CSP Cloud Service Provider 

DC Data Consumer 

DDoS Distributed Denial of Service 

DFS Distributed File Systems 

DHT Distributed Hash Table 

DML Distributed Machine Learning 

DNS The Domain Name System 

DO Data Owner 

DOB Date Of Birth 

DOSNs Distributed OSNs 

DPOS Delegated Proof of Stake  

DR Demand Response 

DU Data User 

EACMS Emergency Access Control Management System 

ECC Elliptic Curve Cryptography 

ECTS European Credit Transfer and Accumulation System 



 

 

xv 
 

EduRSS Educational Records Secure Storage and Sharing Scheme 

EHR Electronic Health Record 

EOS Enterprise Operation System 

ERP Enterprise Resource Planning 

ETL Extract, Transform and Load 

FL-Block Federated Learning- Block 

GDPR General Data Protection Regulation 

GMs Group Managers 

GPS The Global Positioning System 

HABE Hierarchical Attribute-Based Encryption 

HDFS Hadoop Distributed File System 

HECS Home Energy Consumption Scheduler 

HEIs Higher Education Institutions 

HTTP The Hypertext Transfer Protocol 

HTTPS Hypertext Transfer Protocol Secure 

ICT Information And Communication Technologies 

IIoT Industrial Internet of Things 

IOT The Internet of things  

IP Internet Protocol 

IPFS Inter-Planetary File System 

JSON JavaScript Object Notation 

KDD Knowledge Discovery from Data 

KGC Key Generation Center 

KPI Key Performance Indicator 

KSABE Keyword-Based Searchable Attribute-Based Encryption 

LSH Locality Sensitive Hashing 

MA-CPABE A Multi-Authority Ciphertext Policy Attribute Based Encryption 

MDSBA Multidimensional Sensitivity-Based Anonymization 

MoD Medical-On-Demand 

NSGA-II Genetic Algorithm for Nondominant Sequencing with Elite Strategy 

NSGA-III 
Genetic Algorithm using reference-point-based Nondominated Sorting 

Approach 

NSGA-C Nondominated Sorting Genetic Algorithm with Clustering 



 

 

xvi 
 

OpenSSL Open Secure Sockets Layer 

OSNs Online Social Networks 

P2P Peer-to-Peer 

PBC Primary biliary cholangitis 

PDC The Professional Darts Corporation 

PHRs Personal Health Records 

PII The Personal Identifiable Information 

PKG Private Key Generator 

PoW Proof-of-Work 

PPDM Privacy-Preserving Data Mining 

REST Representational state transfer 

RSA Rivest–Shamir–Adleman 

RSUs Road Side Unites 

RS Recommender Systems 

SecNet Secure Network 

SHealth Smart-Health 

SRM  Storage Resource Management 

UDP User Datagram Protocol 

USB Universal Serial Bus 

VANET Vehicular Ad-Hoc Network 

VoIP Voice over Internet Protocol 

XML Extensible Markup Language 

 

 



Introduction 
 

xxi 
 

List of Appendices  
 

 
 

Sr. No. Appendix  Caption 

 

1 

 

Appendix-1 

 

List of Publications 

 

 



Introduction 
 

1  

CHAPTER - 1 

Introduction 

 

1.1 Introduction 

Big Data has rapidly developed into an emerging research topic in many areas that attracts attention 

from academia and industry around the world. Many organizations demand efficient solution to 

store, process, analyze and search huge amount of information [1]. 

Big data, because it can mine new knowledge for economic growth and technical innovation, has 

recently received considerable attention, and many research efforts have been directed to big data 

processing due to its high volume, velocity, and variety (referred to as “3V”) challenges. Many 

efforts on big data are focused on the 3V challenges today. However, the flourishing of big data 

relies not only on the promised solutions for 3V challenges, but also on the security and privacy 

challenges in big data analytics. It is likely that if the security and privacy challenges are not well 

addressed, the concept of big data cannot be widely accepted. For example, when big data is 

exploited in the healthcare context, it could save the health care industry up to US$450 billion. 

Nevertheless, as patients’ data are very sensitive, privacy issues become a major concern when 

exploiting big data in healthcare. Similarly, when big data is exploited in smart grid, a utility 

company can collect customers’ data every 15 minutes in a residential area to structure conservation 

programs that analyze existing usage to forecast future use [2]. 

The big-data approach has become important within various business operations and sales judgment 

tactics. Contrarily, numerous privacy problems limit the progress of their analysis technologies. 

There are many valuable discoveries reported from big-data. However, most of them are restricted 

in accessibility and are only used within an organization because of privacy issues. It is essential to 

proceed with big-data analysis after considering the privacy issues [3]. 

Data security is commonly known as the confidentiality, availability, and integrity of the data, 

ensuring that data isn't being used by the unauthorized users. A data security plan includes collecting 

only the required information, keeping it safe, and destroying any information that is no longer 

needed. Data privacy is defined as the appropriate use of data. When companies and merchants use 

data or information that is provided to them, the data should be used according to the agreed 

purposes without disclosing the consumer information [4]. 

Hence, the most desirable strategy is the one which enables data sharing in secure environment, 

such that it preserves the individual privacy requirement while at the same time the data are still 

practically useful for analysis [5]. 

The personal identifiable information (PII), such as address, age, etc., is generalized or suppressed 
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into groups. However, these groups are not always truly “undistinguishable”. This is because the 

users’ contact lists are stored on the server side, and a server-side authentication of users is always 

needed when building up connections. As a result, the social network topology is completely 

exposed to the service provider [6]. 

Privacy-preserving big data management and analytics is gaining the momentum within the 

research community, and several current research efforts aim to provide solutions to the challenges 

that emerge when models, techniques and algorithms must be delivered on top of massive, 

distributed big data repositories, especially with regards to emerging distributed settings such as 

clouds and social networks [7]. 

Among several privacy-preservation strategies three relevant approaches are: 

• data anonymization. 

• privacy-preserving data publishing. 

• differential privacy. 

Data anonymization consists in meaningfully erasing/masking critical stream attributes that may 

breach the privacy of the target streams. Well-known approaches in the static case are: k-

anonymization, l-diversity, t-closeness [7]. 

A straightforward approach to conducting machine learning is to first collect and store the data in 

one central server, and then process them altogether. However, in many applications, large-scale 

data is typically generated by multiple parties and stored in a geographically distributed manner. 

Sending such substantial amounts of data from multiple data holders to a central server would incur 

significant communication overhead and raise critical data privacy and security concerns [8]. 

Utility-oriented pattern mining and analytics have shown a powerful ability to explore these 

ubiquitous data, which may be collected from various fields and applications, such as market basket 

analysis, retail, clickstream analysis, medical analysis, and bioinformatics. However, analysis of 

these data with sensitive private information raises privacy concerns. Data privacy and security are 

the key problems in data management and analytics. Transforming the data may reduce its utility, 

resulting in inaccurate or even infeasible extraction of knowledge through data mining. This is the 

paradigm known as Privacy-Preserving Data Mining (PPDM). PPDM methodologies are designed 

to guarantee a certain level of privacy, while maximizing the utility of data, such that data mining 

can still be performed on the transformed data efficiently. PPDM conducts data mining operations 

under the condition of preserving data privacy [9]. 

Data mining and knowledge discovery from databases are researches in which unknown 

associations automatically discovered from huge amounts of data.  Advances in data collection, data 

distribution and related technologies caused researchers to investigate current data mining 

algorithms from a new point of view [10]. 
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While big data creates enormous values for economic growth and technical innovation, we are 

already aware that the deluge of data also raises new privacy concerns. Thus, privacy requirements 

in big data architecture should be identified as deeply as possible to balance the benefits of big data 

and individual privacy preservation. Privacy requirements in big data collection: As big data 

collection takes place pervasively, eavesdropping is possible, and the data could be incidentally 

leaked. Therefore, if the collected data is personal and sensitive, we must resort to physical 

protection methods as well as information security techniques to ensure data privacy before it is 

securely stored. Privacy requirements in big data storage; compared to eavesdropping an 

individual’s data during the big data collection phase, compromising a big data storage system is 

more harmful. It can disclose more individual personal information once it is successful. Therefore, 

we need to ensure the confidentiality of stored data in both physical and cyber ways. Privacy 

requirements in big data processing: The key component of big data analytics is big data processing, 

as it indeed mines new knowledge for economic growth and technical innovation. Because big data 

processing efficiency is an important measure for the success of big data, the privacy requirements 

of big data processing become more challenging. We never sacrifice big efficiency for big privacy, 

and should not only protect individual privacy but also ensure efficiency at the same time. In 

addition, since inter big data processing runs over multiple organizations’ data, big data sharing is 

essential, and ensuring privacy in big data sharing becomes one of the most challenging issues in 

big data processing. Therefore, it is desirable to design efficient and privacy-preserving algorithms 

for big data sharing and processing [2]. 

Data mining is the principal process of discovering knowledge. However, since data mining enables 

efficiently discover valuable, non-obvious information from large volumes of data, it may result in 

an extraction of sensitive information. The transformation methods on the original data in order to 

preserve privacy is classified as randomization methods, anonymization and distributed methods. 

The analytics and comparison of privacy preserving in clustering and association rule mining are 

given as well [11]. 

Original data, so that the original data is distorted but retain some attributes, to ensure that the data 

after the perturbation can still be used to analyze normally, the disadvantage is the protection of 

random numbers is high, the ability to query the data after perturbation is poor. Data encryption-

based methods are through the privacy or sensitive data encryption method to achieve privacy 

preserving, to ensure data confidentiality and integrity, the disadvantage is due to encryption and 

decryption overhead, not suitable for big datasets protection. Data anonymity-based methods are to 

hide or delete the data owner's identity information and sensitive attributes to achieve privacy 

preserving, the disadvantage is that it is not possible to defend against background knowledge 

attack. The ideal privacy preserving solution is to maximize the preserving of privacy or sensitive 
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data, but without affecting the, making privacy preserving and data utility to achieve a balanced 

[12]. 

The most famous method of data anonymity is the k-anonymity model. In 1998, [13] proposed the 

k-anonymity method, which can effectively prevent link attack. That is, when an attacker grasps 

public data, he learns privacy information by matching certain attributes in published records. It 

requires that the records in the data set be divided into several equivalence classes, and each 

equivalent class may have the same values as the attributes of the privacy information, each 

equivalence class has at least K records, Thus, the probability of link attack is no greater than 1/k. 

After years of development, scholars have made many improvements to the k-anonymity method, 

such as (a, k)-anonymity and (p, a)-sensitive k-anonymity proposed by foreign scholars. A method 

of k- anonymity supporting multiple constraints proposed by Chinese scholars. However, there are 

some drawbacks to the k-anonymity model. When all records in a group have the same sensitive 

attribute value, the attacker can easily obtain privacy information. In order to solve the problem of 

k-anonymity mode, [14] proposed the l-diversity model in 2006. It effectively solves the problems 

existing in the k-anonymity model. But the model is unable to resist similarity attacks. That is, the 

proportion of a sensitive attribute value is too large. In this case, an attacker has high probability to 

obtain individual privacy. Subsequently, scholar [15] proposed the t-closeness model. It requires 

that the difference value between the distribution of sensitive attribute values in equivalence classes 

and the distribution of attribute across the entire data table is not more than t. This can prevent 

similarity attacks, and further solve the problems existing in the l-diversity model. T-closeness 

model is considered as the best anonymous model of privacy protection [16]. 

The term ''data mining'' is frequently regarded as an equivalent word for another term ''Knowledge 

Discovery from Data'' (KDD) which highlights the objective of the mining procedure. In light of 

the stage division in KDD process, we can recognize four unique sorts of users, to be specific four 

user parts, in a regular data mining situation: 

• Data Provider: The user who possesses a few information that are wanted by the data mining 

assignment. 

• Data Collector: The user who gathers information from data providers and afterward 

distribute the information to the data miner. 

• Data Miner: The user who performs data mining assignments on the data. 

• Decision Maker: The user who makes decisions based on the data mining brings about 

request to accomplish certain objectives [17]. 
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Figure 1.1 Parts of Data Mining 

 

Blockchain is a continuously increasing list of records, which are linked and secured using 

cryptography. It offers a novel way for book keeping in a fully distributed manner, which makes 

blockchain potential to innovate other areas where there is a lack of trust between involved parties 

[1], one such area is the sharing economy [2]. Blockchain has been successfully applied in the 

sharing economy to address centralized problem, such as single point failure and malicious 

behaviors [18]. 

 

1.2 Motivation 

Based on the old decade, the collection of data by individuals, businesses and government agencies 

has increased tremendously. While it is beneficial to share data for the purpose of mining and 

analysis, data sharing might risk the privacy of the individuals involved in the data. Privacy-

reserving data publishing [19] provides techniques that utilize several privacy models for the 

purpose of publishing useful information while preserving data privacy. Unlike differential privacy 

[20], other privacy models such as k-anonymity [21],[78], l-diversity [14] and t- closeness [15] do 

not fully protect against attacks that are based on the prior knowledge of the adversary about 

individuals in data. Such attacks include table-linkage attacks, attribute-linkage attacks, and 

probabilistic attacks. On the other hand, differential privacy overcomes such attacks and makes no 

assumptions about the background knowledge an adversary may have, and does not reveal the 

participation of an individual in the published data [22]. In this thesis, our goal is to achieve 

differential privacy guarantee on the published data. 

Due to the widespread of mobile computing and the advances in location-acquisition techniques, an 

Data 
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Data 
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immense amount of data concerning the mobility of moving objects have been generated. The 

movement data of an object might include specific information about the locations it visited, the 

time those locations were visited, or both. In general, the origin of movement data can be the 

mobility of either people, vehicles, animals or natural phenomena [23]. Furthermore, movement 

data can be broadly classified into sequential and trajectory data. Sequential data contains a set of 

sequences, where each sequence lists in chronological order the locations visited by a moving 

object. On the other hand, the movement of an object in a trajectory data is represented as a sequence 

of doublets (l; t) representing the location l that was visited at timestamp t. In this thesis, we consider 

the problem of Inter Planetary File System (IPFS) for Privacy Preservation of Big Data. 

 

1.3 Definition of the Problem 

Because of the rapid advancement of information technology, businesses, institutions, and 

governments are accelerating the development of electronic personnel information management 

systems. The system collects and stores the data of hundreds of thousands, if not millions, of people. 

Because so much data is required for the growth of big data, if it is ampere with or leaked, it will 

result in irreversible damage. In the data mining process, Privacy Preservation in Data Mining 

(PPDM) is a new topic of research. Its ultimate objective is to enable the extraction of useful 

knowledge from vast amounts of data and the provision of reliable data mining findings while 

preventing the exposure or inference of sensitive information [81],[85]. In Data Mining, there are 

three techniques for preserving privacy: Data and Consent, Anonymization and Differential 

Privacy. 

 
 

1.4 Objective and Scope of work 

Objective of work 
• Proposes a blockchain-based solution for preserving the privacy of large data for data mining 

operations.  

• Examined the blockchain's flaws and offered a better solution.  

• To transport enormous amounts of data in Big Data, we developed an IPFS network. As a 

result, before transferring data, encrypt large data and store it on the IPFS network.  

Scope of work 
• We presented ChainPPDM, a permission-based decentralized architecture with a unique 

onchain and off-chain data storage model that can effectively tackle the problem of data 

redundancy and limited storage space while also speeding up the data analysis process.  
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• Created a prototype system that allows users to query, add, change, and monitor sensitive 

data, as well as verify the feasibility of using blockchain to handle sensitive data and 

investigate the possibilities of integrating blockchain with big data for data mining.  

• Data storage techniques (off-chain and on-chain). 

1.5 Original contribution by the thesis 

We developed a prototype system based on virtual machine for ChainPPDM using Hyperledger 

fabric to verify that our system of separating and storing data is truly effectively appropriate to such 

Privacy Preservation of Big Data using blockchain systems as data mining.  

 

The system runs on an Ubuntu 20.04 (64-bit) virtual machine, Intel(R) Core (TM) i7-4790 CPU @ 

3.60 GHz processor and 8 GB RAM, and uses the HDFS simulation central database. 

 

Figure 1.2 Parts of ChainPPDM 

 

New on-chain and off-chain methods for preserving large data privacy are presented by 

ChainPPDM. However, we feel that big data analysis is faster than using a database system. When 

mining data or looking for trends, authors should keep big data in mind. Data privacy is the most 

important concern. ChainPPDM used the HDFS big data system for data analysis with a blockchain 

system for user privacy. Customers who made orders online are tracked by online food delivery 

company. The customers database at the online food delivery company contains both sensitive and 

confidential information, such as the customers’ address, area, and city. Non-sensitive data is stored 

in HDFS, whereas ChainPPDM is kept private in a Hyperledger Fabric collection. ChainPPDM 

uses IPFS to transmit data from the data collector database to the data miner warehouse. 

 

ChainPPDM

IPFS

Bigdata

Blockchain
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Figure 1.3 Technological parts too be used 

 

1.6 Achievements with respect to objective 

Based on observation of our proposed method is secured and does efficient management of   data 

privacy. According to the experimental results, we concluded that storage capacity in our  proposed 

systems are high compare to other methods like BlockDBM and PBMS, ChainPPDM supports  

Hyperledger Fabric 2.0 with text data type and off-chain storage using IPFS and HDFC, data  

storage size higher in ChainPPDM based On-chain method,  read latency is higher and read 

throughput is lower than BlockDBM and PBMS respectively, write  latency is higher and read 

throughput is lower than BlockDBM and PBMS respectively    

 

1.7 Thesis organization 

Chapter 1 

In this chapter, an overview of the work carried out is mentioned which includes, motivation, 

background of Data mining, big data, original contribution by the thesis, objectives and scope of 

the research, conditions and constraints along with organization of thesis. Basics of ChainPPDM, 

Inter-Planetary File System (IPFS) for Privacy Preservation of Big Data. Define configuration of 

system are also well described in this chapter. 

Chapter 2 

The chapter deals with review of state-of-the-art of the research work in the areas of louvered fin 

and louvered fin compact heat exchanger. Concise literature review is presented which is essential 

for any research work to identify the research gaps and to frame the objectives. 

 

ECC

SHA-256

IPFS
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Chapter 3 

In this chapter 3, we discussed about Block chain in Big Data, Block chain types i.e public, private 

and hybrid block chain. Where to use all these types of block chain, Block chain Platforms, Block 

chain Storage Systems. Big Data has been around for a while and block chain technology currently 

rides the hype wave. For accessing private data from the network, smart contracts on the block 

chain are used. In addition, the IPFS network is utilized to solve the problem of data transfer 

between users who are using data from big data Storage 

Chapter 4 

In Chapter 4. Block chain Based Privacy-Preservation of Big Data was discussed. The various 

protocols enable parties to share data in a confidential, non-restrictive, and accurate   manner 

ChainPPDM, a privacy-preserving protocol based on block chain and IPFS, was to be protected 

from unauthorized access. Introduced concept of data mining and how health medical data works 

for data mining. We proposed method of chainPPDM with implementation and also discussed the 

components of chain PPDM. 

Chapter 5 

In Chapter 5, we discussed Experimental results of proposed method and existing method of 

ChainPPDM block chain-based strategies. We have taken results from different evolution tools and 

done the analysis of storage, latency, throughput analysis using HC. 

Chapter 6 

We  discussed  about  the  conclusion  and  overall  summary  with  future  work  in  Chapter  6.  The 

potential of ChainPPDM is also explain based on outcomes of our research work
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CHAPTER 2 

Background and Literature Review  

2.1 Overview 

The content related to the work is studied in depth to carry out prior art search. Several titles from 

the different publication sectors such as journals, articles, books, patents are used to fulfillment of 

this work. Chronological development of the content was observed based on past studies. Many 

researchers investigated and studied blockchain and inter-planetary file system (IPFS) for privacy 

preservation of big data and compare their results with other type of inter-planetary file system. The 

objective of literature survey is to obtain observations of different researchers to examined the 

blockchain's flaws and offered a better solution. understand a prototype system that allows users to 

query, add, change, and monitor sensitive data, as well as verify the feasibility of using blockchain 

to handle sensitive data and investigate the possibilities of integrating blockchain with big data for 

data mining. Learning objectives and achievements from the reviewed articles are included in this 

chapter under different sections such as Sensitive Data and Non-Sensitive Data, Big Data 

Processing, blockchain and Data Encryption Technologies.  

 

2.2  Existing Method of Privacy-Preservation of Big data 

Privacy in big data has raised serious concerns bringing into notice the need for efficient privacy 

preservation methods. In this section we discuss three privacy preservation methods: data 

anonymization, notice and consent and differential privacy. Also, we look into how these methods 

can be applied to big data and their limitations when applied to big data. 

 

2.2.1 Data Anonymization 

Data anonymization is the process of changing data that will be used or published in a way that 

prevents the identification of key information [3]. It is also sometimes referred as data de-

identification. In this method key pieces of confidential data are obscured in a way that maintains 

data privacy [13]. Organizations release data publically by anonymizing it. Anonymization in this 

case generally refers to hiding identifier attributes (attributes that uniquely identify individuals) like 

full name, license number, voter id etc. The main problem with data anonymization is that data may 

look anonymous but re-identification can be done easily by linking it to other external data [4], it 

has been shown that reidentification of anonymous medical records can be done using external voter 

list data. The attributes like gender, date of birth, zip code that can be combined with external data 

to re-identify individuals are called quasi-identifier attributes.   
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Table 2.1 Base Dataset 

 

 

 

 

 

 

 

 

 

 

For example, Table 2.1 represents the data set that needs to be analyzed for obtaining income trends 

without disclosing individual identity. Table 2.2 represents data made anonymous by removing 

identifier attribute Voter ID. This table may look anonymous but can be linked with external data 

of to re-identify individuals. 

 

Table 2.2 Anonymous Dataset 

 

      

 

 

 

 

 

 

 

 

 

In the literature, mainly 3 privacy-preserving methods based on data anonymization are discussed: 

K-Anonymity [14], L-Diversity [14], T-Closeness [15]. 

 

 

Age Sex City Income (Rs.) 

35 F Gandhinagar 1,00,000 

32 M Ahmedabad 25,500 

25 M Baroda 50,000 

26 F Ahmedabad 29,000 

30 M Gandhinagar 45,000 

31 F Gandhinagar 34,000 

27 M Baroda 12,000 

26 M Baroda 18,000 

Voter ID Age Sex City Income (Rs.) 

 35 F Gandhinagar 1,00,000 

 32 M Ahmedabad 25,500 

 25 M Baroda 50,000 

 26 F Ahmedabad 29,000 

 30 M Gandhinagar 45,000 

 31 F Gandhinagar 34,000 

 27 M Baroda 12,000 

 26 M Baroda 18,000 
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2.2.2. K-Anonymity 

A dataset is called k-anonymized if for any tuple with given attributes in the dataset there are at 

least k-1 other records that match those attributes [14],[15]. K-anonymity can be achieved by using 

suppression and generalization [14]. In suppression, quasi-identifiers are replaced or obscured by 

some constant values like 0,* etc. In generalization, quasi- identifiers are replaced by more general 

values from levels up the hierarchy. For example, in Table 2.2, Voter ID and name are identifier 

attributes. Age, DOB, City are quasi-identifiers. Income is a sensitive attribute.  

 

Table 2.3 2-Anonymized Dataset (Using Suppression) 

 

 

 

 

 

 

 

 

 

 

 

Table 2.3 shows 2-anonymized version of table 2.2 using suppression. Here, age attribute has been 

suppressed and k = 2. K-anonymous data can still be vulnerable to attacks like unsorted matching 

attack, temporal attack, and complementary release attack [4]. Therefore, we move towards L-

diversity method of data anonymization [79],[80]. 

 

2.2.3. L-Diversity  

L-diversity technique of data anonymization tries to bring diversity in the sensitive attribute of data. 

It ensures that each equivalence class of quasi-identifiers has at least L different values of sensitive 

attribute [3]. In Table 1 income is a sensitive attribute. For data to be L diverse there should be at 

least L different values of income associated with each equivalence class. Table 2.4 shows 3- 

diverse version of table 1 since each equivalence class has at least 3 different values for sensitive 

attribute income. The problem with this method is that it depends upon the range of sensitive 

attribute. If we want to make data L diverse whereas sensitive attribute has less than L different 

values, fictitious data is to be inserted. This fictitious data will enhance the security but may result 

in problems during analysis. Also, L-diversity method is prone to skewness and similarity attack 

Age Sex City Income (Rs.) 

2* F Gandhinagar 1,00,000 

3* M Ahmedabad 25,500 

3* M Baroda 50,000 

2* F Ahmedabad 29,000 

2* M Gandhinagar 45,000 

2* F Gandhinagar 34,000 

3* M Baroda 12,000 

3* M Baroda 18,000 
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and thus can’t prevent attribute disclosure [13], [15]. 

 

Table 2.4 2-Anonymized Dataset (Using Generalization), 3-Diverse Dataset 

 

 

 

 

 

 

 

 

 

 

 

2.2.4. T–Closeness  

An equivalence class is said to have t-closeness if the distance between the distribution of a sensitive 

attribute in this class and the distribution of the attribute in the whole table is no more than a 

threshold t. A table is said to have t-closeness if all equivalence classes have t-closeness [15]. The 

main advantage of t-closeness is that it prevents attribute disclosure. Data anonymization can be 

applied to big data but the problem lies in the fact that as size and variety of data increases, the 

chances of re-identification also increase. Thus, anonymization has a limited potential in the field 

of big data privacy 

 

2.2.5 Privacy and Security  

Notice and Consent The most common privacy preservation method for web services is notice and 

consent. Every time an individual accesses a new application or service, a notice stating privacy 

concerns is displayed [86]. The consumer needs to consent the notice before using the service. This 

method empowers an individual to ensure his privacy rights. It puts the burden of privacy 

preservation on the individual. When applied to big data, this method poses numerous challenges 

[6]. In most of the cases uses of big data are unexpected or unknown at the time when notice and 

consent is given. This requires the notice to change every time big data is used for a different 

purpose. Also, big data is collected and processed so rapidly that it creates burden on consumers to 

consent the notice. A method by which notice and consent can be modified for big data is the use 

of third parties offering a choice of different privacy profiles.  

 

Age Sex City Income (Rs.) 

25 person GNR 1,00,000 

25 Person GNR 25,500 

25 Person GNR 50,000 

27 Person GNR 29,000 

27 person GNR 45,000 

27 Person GNR 34,000 

33 Person GNR 12,000 

33 person GNR 18,000 
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2.3 Life Cycle of Big Data 

Big Data analysis differs from traditional data analysis primarily due to the volume, velocity and 

variety characteristics of the data being processes. To address the distinct requirements for 

performing analysis on Big Data, a step-by-step methodology is needed to organize the activities 

and tasks involved with acquiring, processing, analyzing and repurposing data [96]. The upcoming 

sections explore a specific data analytics lifecycle that organizes and manages the tasks and 

activities associated with the analysis of Big Data. From a Big Data adoption and planning 

perspective, it is important that in addition to the lifecycle, consideration be made for issues of 

training, education, tooling and staffing of a data analytics team. 

The Big Data analytics lifecycle can be divided into the following nine stages, as shown in figure 

2.1: 

1. Business Case Evaluation 

2. Data Identification 

3. Data Acquisition & Filtering 

4. Data Extraction 

5. Data Validation & Cleansing 

6. Data Aggregation & Representation 

7. Data Analysis 

8. Data Visualization 

9. Utilization of Analysis Results 

 

1. Business Case Evaluation 

Each Big Data analytics lifecycle must begin with a well-defined business case that presents 

a clear understanding of the justification, motivation and goals of carrying out the analysis. 

The Business Case Evaluation stage shown in figure 2.1 requires that a business case be 

created, assessed and approved prior to proceeding with the actual hands-on analysis tasks.  

An evaluation of a Big Data analytics business case helps decision-makers understand the 

business resources that will need to be utilized and which business challenges the analysis 

will tackle. The further identification of KPIs during this stage can help determine assessment 

criteria and guidance for the evaluation of the analytic results. If KPIs are not readily 

available, efforts should be made to make the goals of the analysis project SMART, which 

stands for specific, measurable, attainable relevant and timely. 
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Figure 2.1 The nine stages of the Big Data analytics lifecycle [24]. 

 

Based on business requirements that are documented in the business case, it can be determined 

whether the business problems being addressed are really Big Data problems. In order to 

qualify as a Big Data problem, a business problem needs to be directly related to one or more 

of the Big Data characteristics of volume, velocity or variety. 

2. Data Identification 

The Data Identification stage shown in figure 2.1 is dedicated to identifying the datasets 

required for the analysis project and their sources. Identifying a wider variety of data sources 

may increase the probability of finding hidden patterns and correlations. For example, to 

provide insight, it can be beneficial to identify as many types of related data sources as 

possible, especially when it is unclear exactly what to look for. Depending on the business 

scope of the analysis project and nature of the business problems being addressed, the required 

datasets and their sources can be internal and/or external to the enterprise. 

In the case of internal datasets, a list of available datasets from internal sources, such as data 

marts and operational systems, are typically compiled and matched against a pre-defined 

dataset specification. 

In the case of external datasets, a list of possible third-party data providers, such as data 

markets and publicly available datasets, are compiled. Some forms of external data may be 

javascript:popUp('/content/images/chap3_9780134291079/elementLinks/03fig08_alt.jpg')
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embedded within blogs or other types of content-based web sites, in which case they may 

need to be harvested via automated tools. 

 

3. Data Acquisition and Filtering 

During the Data Acquisition and Filtering stage, shown in figure 2.1, the data is gathered from 

all of the data sources that were identified during the previous stage. The acquired data is then 

subjected to automated filtering for the removal of corrupt data or data that has been deemed 

to have no value to the analysis objectives. 

Depending on the type of data source, data may come as a collection of files, such as data 

purchased from a third-party data provider, or may require API integration, such as with 

Twitter. In many cases, especially where external, unstructured data is concerned, some or 

most of the acquired data may be irrelevant (noise) and can be discarded as part of the filtering 

process. 

Data classified as ‘corrupt’ can include records with missing or nonsensical values or invalid 

data types. Data that is filtered out for one analysis may possibly be valuable for a different 

type of analysis. Therefore, it is advisable to store a verbatim copy of the original dataset 

before proceeding with the filtering. To minimize the required storage space, the verbatim 

copy can be compressed. 

Both internal and external data needs to be persisted once it gets generated or enters the 

enterprise boundary. For batch analytics, this data is persisted to disk prior to analysis. In the 

case of real time analytics, the data is analyzed first and then persisted to disk. 

As evidenced in figure 2.2, metadata can be added via automation to data from both internal 

and external data sources to improve the classification and querying. Examples of appended 

metadata include dataset size and structure, source information, date and time of creation or 

collection and language-specific information. It is vital that metadata be machine-readable 

and passed forward along subsequent analysis stages. This helps maintain data provenance 

throughout the Big Data analytics lifecycle, which helps to establish and preserve data 

accuracy and quality. 
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Figure 2.2 Metadata is added to data from internal and external sources [24]. 

4. Data Extraction 

Some of the data identified as input for the analysis may arrive in a format incompatible with 

the Big Data solution. The need to address disparate types of data is more likely with data 

from external sources. In Data Extraction lifecycle stage, has been dedicated to extracting 

disparate data and transforming it into a format that the underlying Big Data solution can use 

for the purpose of the data analysis 

The extent of extraction and transformation required depends on the types of analytics and 

capabilities of the Big Data solution. For example, extracting the required fields from 

delimited textual data, such as with webserver log files, may not be necessary if the underlying 

Big Data solution can already directly process those files. 

Similarly, extracting text for text analytics, which requires scans of whole documents, is 

simplified if the underlying Big Data solution can directly read the document in its native 

format. 

Figure 2.3 illustrates the extraction of comments and a user ID embedded within an XML 

document without the need for further transformation. 

 

Figure 2.3 Comments and user IDs are extracted from an XML document [24]. 
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Figure 2.4 demonstrates the extraction of the latitude and longitude coordinates of a user from 

a single JSON field. 

 

Figure 2.4 The user ID and coordinates of a user are extracted from a single JSON field [24]. 

 

5. Data Validation and Cleansing 

Invalid data can skew and falsify analysis results. Unlike traditional enterprise data, where 

the data structure is pre-defined and data is pre-validated, data input into Big Data analyses 

can be unstructured without any indication of validity. Its complexity can further make it 

difficult to arrive at a set of suitable validation constraints. The Data Validation and Cleansing 

stage shown in figure 2.1 is dedicated to establishing often complex validation rules and 

removing any known invalid data. 

Big Data solutions often receive redundant data across different datasets. This redundancy 

can be exploited to explore interconnected datasets in order to assemble validation parameters 

and fill in missing valid data. For example, as illustrated in figure 2.5: 

• The first value in Dataset B is validated against its corresponding value in Dataset A. 

• The second value in Dataset B is not validated against its corresponding value in Dataset 

A. 

• If a value is missing, it is inserted from Dataset A. 

 

Figure 2.5  Data validation can be used to examine interconnected datasets in order to fill in 

missing valid data [24]. 
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6. Data Aggregation and Representation 

Data may be spread across multiple datasets, requiring that datasets be joined together via 

common fields, for example date or ID. In other cases, the same data fields may appear in 

multiple datasets, such as date of birth. Either way, a method of data reconciliation is required 

or the dataset representing the correct value needs to be determined. 

The Data Aggregation and Representation stage, shown in figure 2.1, is dedicated to 

integrating multiple datasets together to arrive at a unified view. 

7. Data Analysis 

The Data Analysis stage shown in figure 2.1 is dedicated to carrying out the actual analysis 

task, which typically involves one or more types of analytics. This stage can be iterative in 

nature, especially if the data analysis is exploratory, in which case analysis is repeated until 

the appropriate pattern or correlation is uncovered. The exploratory analysis approach will be 

explained shortly, along with confirmatory analysis. 

8. Data Visualization 

The ability to analyze massive amounts of data and find useful insights carries little value if 

the only ones that can interpret the results are the analysts. 

The Data Visualization stage, shown in figure 2.1, is dedicated to using data visualization 

techniques and tools to graphically communicate the analysis results for effective 

interpretation by business users. 

9. Utilization of Analysis Results 

Subsequent to analysis results being made available to business users to support business 

decision-making, such as via dashboards, there may be further opportunities to utilize the 

analysis results. The Utilization of Analysis Results stage, shown in figure 2.1, is dedicated 

to determining how and where processed analysis data can be further leveraged. 

 

2.4 Basics of Privacy Preservation Technique 

Many privacy preserving techniques have been developed, but most of them are based on 

anonymization of data [83],[88]. A list of privacy preservation techniques includes: 

A. Randomization 

B. Data distribution 

C. Cryptographic techniques 

D. Multidimensional sensitivity-based anonymization (MDSBA) 

A. Randomization technique 

Randomization is the process of adding noise to the data, generally done by probability 

distribution[21]. Randomization is applied in surveys, sentiment analysis, etc. Randomization does 
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not need knowledge of other records in the data. It can be applied during data collection and pre-

processing time. There is no anonymization overhead in randomization. However, applying 

randomization on large datasets is not possible because of time complexity and data utility, which 

has been proved in our experiment described below. 

We have loaded 10,000 records from an employee database into the Hadoop Distributed File System 

and processed them by executing a MapReduce job. We have experimented to classify the 

employees based on their salary and age groups. In order to apply randomization, we added noise 

in the form of 5,000 records which are randomly added to make a database of 15,000 records. The 

following observations were made after running the MapReduce job. 

• More Mappers and Reducers were used as data volume increased. 

• Results before and after randomization were significantly different. 

• Some of the records, which are outliers, remain unaffected with randomization  

• vulnerable to an adversary attack. 

• Privacy preservation at the cost of data utility is not appreciated, and hence randomization  

• may not be suitable for privacy preservation, especially attribute disclosure. 

B. Data distribution technique 

In this technique, the data is distributed across many sites. Distribution of the data can be done in 

two ways: horizontal distribution of data and vertical distribution of data. 

When data is distributed across many sites with the same attributes, then the distribution is said to 

be a horizontal distribution, which is described in figure. 2.6. 

 

                           Figure 2.6 Distribution of sales data across different sites [25] 

 

Horizontal distribution of data can be applied only when some aggregate functions or operations 

are to be applied on the data without actually sharing the data. For example, if a retail store wants 

to analyze their sales across various branches, they may employ some analytics which does 

computations on aggregate data. However, as part of data analysis the data holder may need to share 

the data with a third-party analyst, which may lead to a privacy breach. Classification and clustering 
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algorithms can be applied on distributed data, but that application does not ensure privacy. If the 

data is distributed across different sites which belong to different organizations, then the results of 

aggregate functions may help one party in detecting the data held with other parties. In such 

situations we expect all participating sites to be honest with each other [21]. 

When personal identifying information is distributed across different sites under the custodianship 

of different organizations, then the distribution is called vertical distribution, as shown in figure 2.7. 

For example, in crime investigations, the police officials would like to know details of a particular 

criminal, including health, professional, financial, and personal information. All this information 

may not be available at one site. Such a distribution is called a vertical distribution, where each site 

holds few sets of attributes of a person. When some form of analytics has to be performed, data has 

to be pooled in from all these sites, which opens up the possibility of a privacy breach. 

 

Figure 2.7 Vertical distribution of personal identifying data 

 

in order to perform data analytics on vertically distributed data, where the attributes are distributed 

across different sites under the custodianship of different parties, it is highly difficult to ensure 

privacy if the datasets are shared. For example, as part of a police investigation, the investigating 

officer wants to access some information about the accused from his employer, health department, 

or bank to gain more insights about the character of the person. In this process some of the personal 

and sensitive information of the accused may be disclosed to the investigating officer, potentially 

leading to personal embarrassment or abuse. Anonymization cannot be applied when entire records 

are not needed for analytics. Distribution of data will not ensure privacy preservation but it closely 

overlaps with cryptographic techniques. 

C. Cryptographic techniques 

The data holder may encrypt the data before releasing the same for analytics. But encrypting large 

scale data using conventional encryption techniques is highly difficult and must be applied only at 

time of data collection [89]. Differential privacy techniques have already been applied where some 
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aggregate computations on the data are done without actually sharing the inputs. For example, if x 

and y are two data items, then a function F (x, y) will be computed to gain some aggregate 

information from both x and y without actually sharing x and y. This can be applied when x and y 

are held with different parties, as in the case of vertical distribution. However, if the data is at a 

single location under the custodianship of a single organization, then differential privacy cannot be 

employed. Another similar technique called secure multiparty computation has been used, but it 

proves to be inadequate in privacy preservation. Data utility will be less if encryption is applied 

during data analytics. Thus encryption is not only difficult to implement; it also reduces data utility 

[22]. 

D. Multidimensional sensitivity-based anonymization (MDSBA) 

Bottom-up generalization [23] and top-down generalization [24] are the conventional methods of 

anonymization applied to well represented, structured data records. However, applying the same 

techniques to large scale data sets is very difficult, leading to issues of scalability and information 

loss. Multidimensional sensitivity-based anonymization is an improved version of anonymization 

proved to be more effective than conventional anonymization techniques. 

Multidimensional sensitivity-based anonymization is an improved anonymization [25] technique 

such that it can be applied on large data sets with reduced loss of information and predefined quasi-

identifiers. As part of this technique, an Apache Map Reduce [26] framework has been used to 

handle large data sets. In the conventional Hadoop Distributed File System, the data will be divided 

into blocks of either 64 MB or 128 MB each and distributed across different nodes without 

considering the data inside the blocks. As part of the MDSBA [27] technique, the data is split into 

different packets based on the probability distribution of the quasi-identifiers by making use of 

filters in the Apache Pig scripting language. 

MDSBA makes use of bottom-up generalization but on a set of attributes with certain class values 

where class represents a sensitive attribute. Data distribution is made effective when compared to a 

conventional method of blocks. Data anonymization can be done using four quasi-identifiers using 

Apache Pig. 

Since the data is vertically partitioned into different groups, it can protect from background 

knowledge attack if the packet contains only a few attributes. This method also makes it difficult to 

map the data with external sources to disclose any personal identifying information. 

In this method, the implementation is done using Apache Pig, a scripting language, hence 

development effort is less. However, code efficiency of Apache Pig is relatively lower when 

compared to a MapReduce job because ultimately every Apache Pig script has to be converted into 

a MapReduce job. MDSBA is more appropriate for large scale data but only when the data is at rest 

[28], MDSBA cannot be applied to streaming data. 
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2.4.1   Big Data Collection process 

Big data has become one of the more valuable assets held by enterprises, and virtually every large 

organization is making investments in big data initiatives. 

Big data collection entails structured, semi-structured and unstructured data generated by people 

and computers. Big data's value doesn't lie in its quantity, but rather in its role in making decisions, 

generating insights and supporting automation -- all critical to business success in the 21st century. 

Common methods of collecting big data 

Data collection is far from new, of course, since information gathering has been an ingrained 

practice for millennia. Moreover, researchers for centuries have been confounded in their attempts 

to manage and analyze overwhelming amounts of data. Today the volume, variety and velocity of 

data are so much greater that it warrants the title big data. The world now generates an estimated 

2.5 quintillion bytes of data every day, according to general consensus statistics. This data comes 

in the following three forms: 

• Structured data is highly organized and exists in predefined formats like credit card numbers 

and GPS coordinates. 

• Unstructured data exists in the form it was generated, such as social media posts. 

• Semi-structured data is a mix of structured and unstructured data like email addresses and 

text, respectively. 

In big data collection, the range of a company's sources generating data need to be identified, some 

common sources include the following: 

• Operational systems producing transactional data such as point-of-sale software; 

• Endpoint devices within IoT ecosystems; 

• Second- and third-party sources such as marketing firms; 

• Social media posts from existing and prospective customers; and 

• Multiple additional sources like smartphone locational data. 

No enterprise can collect and use all the data being created. So, business leaders need to build a big 

data collection program that identifies the data they need for their existing and future business use 

cases. Some experts believe enterprises should collect as much data as they can acquire to pilot 

innovative use cases, while others advise organizations to be more selective to avoid running up 

costs, complexity and compliance issues without getting any business value in return. 

 

Steps in the data collection process 

Identifying useful data sources is just the start of the big data collection process. From there, an 

organization must build a pipeline that moves data from generation to enterprise locations where 

https://searchdatamanagement.techtarget.com/ehandbook/Enterprise-data-lakes-hold-the-key-to-actionable-insights
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the data will be stored for organizational use. Most commonly, this data ingestion process involves 

three overarching steps -- extract, transform and load (ETL): 

• extraction -- data is taken from its originating location; 

• transformation -- data is cleansed and normalized for business use; and 

• loading -- data is moved into a database, data warehouse or data lake to be accessed for 

use. 

Data management teams face additional considerations and requirements at each of these steps, 

such as how to ensure the data they've identified for use is reliable and how to prepare it for use. 

 

2.4.2 Big Data Storage process 

Now that we’ve covered ‘What is Big Data?’ and ‘the different types of Big Data’ in our previous 

topic, it’s time to get a little deeper. Don’t worry, we won’t get into the hard technical stuff, but we 

will give  a greater understanding of how enterprises handle large scale (big) data storage. The next 

step in the big data solutions framework is understanding big data storage methods on an enterprise 

level. This means being able to store and manage virtually unbounded volumes of data [25]. 

As a result of current and future data storage technologies, big data storage has become a commodity 

business. Companies like Google and Amazon have gigantic data storage centers that are able to 

store and process data with minimal latency to handle their massive user bases. All of this means 

that  traditional USB-stick or external hard drive is not going to cut it when talking about Big Data. 

Despite the advancements that improve the performance and scalability of storage technologies, 

there is still significant space for improvement. The potential for big data storage technologies can 

pose many benefits for using and further developing the technology. 

Advanced data storage capabilities have the potential to transform businesses, organizations and 

societies across every industry. Big data is a key enabler for advanced analytics. Valuable insights 

can be extracted from data that provide businesses with opportunities to benefit from better decision 

making, improved accuracy, revenue, amongst other things. Big data analytics results in a 

competitive advantage over companies who do not adopt a data driven business model. 

In the last century, the need for being able to store and process information has risen exponentially. 

Since governments started keeping better track of citizen records and documents, the need for 

proper data storage and processing systems became evident. However, the introduction of the 

Internet-of-things and the internet has multiplied this need by a factor of a thousand. The 

exponential increase of data generation meant that enterprises needed to scale-up their big data 

capabilities, including storage. When it comes to Big Data, it’s not just the big enterprises that have 

to handle it because even small businesses collect a lot of information from sources like emails, 

social media interactions, sales, and a variety of other sources. No matter the size of the company 
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or what industry they are in, the data must be stored somewhere before it can be sorted and processed 

for analyzing. 

In essence, the key requirements of big data storage are that it can handle very large amounts of 

data and continue to scale to keep up with growth. The ideal big data storage system would allow 

the storage of an essentially infinite amount of data. It would be able to handle both high rates of 

random write and read access, have flexibility and efficiently deal with a range of different data 

models, support both structured and unstructured data, and only work with encrypted data for 

privacy protection. Encryption and protection of data is another crucial aspect for any businesses. 

It can be mistaken that data is private and secure within an organization. However, cyber-attacks 

and hacks happen frequently, in depth of the cybersecurity section of the Cybiant Knowledge Centre 

[26]. 

There are currently two well-established big data storage methods; first is a warehouse Storage, 

which is similar to a warehouse for storing physical goods, a data warehouse is a large building 

facility which its primary function is to store and process data on an enterprise level. It is an 

important tool for big data analytics. These large data warehouses support the various reporting, 

business intelligence (BI), analytics, data mining, research, cyber monitoring, and other related 

activities. These warehouses are usually optimized to retain and process large amounts of data at all 

times while feeding them in and out through online servers where users can access their data without 

delay. 

Data warehouse tools make it possible to manage data more efficiently as it enables being able to 

find, access, visualize and analyses data to make better business decisions and achieve more 

desirable business results. Additionally, they are built with the consideration of exponential data 

growth in mind. There is no risk of the warehouses being cluttered up by the increasing amount of 

data that is being stored. The greatest benefit of data warehouses is the ability to translate raw data 

into information and insight. Data warehouses offer an effective way to support queries, analytics, 

reporting, as well as providing forecasts and trends based the collected data. Design and data 

cleansing must be supported by the right storage. Normally, data warehouses depend on large 

storage capacities that are robust, have lower costs, and perform well. 

Although it is an entire topic on its own, we’ll explain it briefly. Hadoop is a software framework 

meant for distributed storage and processing of big data to handle massive amounts of data and 

computation. Hadoop revolutionizes big data analytics for enterprise storage.  

The other method of storing massive amounts of data is cloud storage, which is something more 

people are familiar with. With cloud storage, data and information are stored electronically online 

where it can be accessed from anywhere, negating the need for direct attached access to a hard drive 

or computer.  
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The cloud provides not only readily-available infrastructure, but also the ability to scale this 

infrastructure quickly to manage large increases in traffic or usage. The cloud also provides easy 

accessibility and usability. Cloud storage has greatly improved productivity and efficiency of 

businesses as employees are able to instantaneously share, access, and edit files remotely. 

 

2.4.3   Big Data Processing 

In order to clean, standardize and transform the data from different sources, data processing needs 

to touch every record in the coming data. Once a record is clean and finalized, the job is done. This 

is fundamentally different from data access - the latter leads to repetitive retrieval and access of the 

same information with different users and/or applications. When data volume is small, the speed of 

data processing is less of a challenge than compared to data access, and therefore usually happens 

inside the same database where the finalized data reside. As the data volume grows, it was found 

that data processing has to be handled outside of databases in order to bypass all the overhead and 

limitations caused by the database system which clearly was not designed for big data processing 

in the first place, ETL and then Hadoop started to play a critical role in the data warehousing and 

big data eras respectively [27]. 

The challenge of big data processing is that the amount of data to be processed is always at the level 

of what hard disk can hold but much more than the amount of computing memory that is available 

at a given time. The fundamental way of efficient data processing is to break data into smaller pieces 

and process them in parallel. In another word, scalability is achieved by first enabling parallel 

processing in the programming such that when data volume increases, the number of parallel 

processes will increase, while each process continues to process similar amount of data as before; 

second by adding more servers with more processors, memory and disks as the number of parallel 

processes increases. 

Parallel processing of big data was first realized by data partitioning technique in database systems 

and ETL tools. Once a dataset is partitioned logically, each partition can be processed in parallel. 

Hadoop HDFS (Highly Distributed File Systems) adapts the same principle in the most scalable 

way. What HDFS does is partition the data into data blocks with each block of a constant size. The 

blocks are then distributed to different server nodes and recorded by the meta-data store in the so-

called Names node. When a data process kicks off, the number of processes is determined by the 

number of data blocks and available resources (e.g., processors and memory) on each server node. 

This means HDFS enables massive parallel processing as long as have enough processors and 

memory from multiple servers. 
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Figure 2.8 Parallel Processing [27] 

 

Currently Spark has become one of the most popular fast engines for large-scale data processing in 

memory. While memory has indeed become cheaper, it is still more expensive than hard drives. In 

the big data space, the amount of big data to be processed is always much bigger than the amount 

of memory available. First of all, Spark leverages the total amount of memory in a distributed 

environment with multiple data nodes. The amount of memory is, however, still not enough and 

can be costly if any organization tries to fit big data into a Spark cluster. Let’s consider what type 

of processing Spark is good for. Data processing always starts with reading data from disk to 

memory, and at the end writing the results to disks. If each record only needs to be processed once 

before writing to disk, which is the case for a typical batch processing, Spark won’t yield advantage 

compared to Hadoop. On the other hand, Spark can hold the data in memory for multiple steps for 

data transformation while Hadoop cannot. This means Spark offers advantages when processing 

iteratively on the same piece of data multiple times, which is exactly what’s needed in analytics and 

machine learning. Now consider the following: since there could be tens or hundreds of such 

analytics processes running at the same time, how to make processing scale in a cost-effective way? 

Clearly, simply relying on processing in memory cannot be the full answer, and distributed storage 

of big data, such as Hadoop, is still an indispensable part of the big data solution complementary to 

Spark computing. Another hot topic in data processing area is Stream processing. It offers great 

advantage in reducing processing speed because at a given point of time it only needs to process 

small amount of data whenever the data arrives. However, it is not as versatile as batch processing 

in 2 aspects: the first is that the input data needs to come in a “stream” mode, and the second is that 

certain processing logic that requires aggregation across time periods still need to be processed in 

batch afterwards. 
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Lastly Cloud solutions provide the opportunity to scale the distributed processing system in a more 

dynamic fashion based on data volume, hence, the number of parallel processes. This is hard to 

achieve on premise within an enterprise because new servers need to be planned, budgeted and 

purchased. If the capacity is not planned well, the big data processing could be either limited by the 

amount of hardware, or extra purchase leads to wasted resources without being used. 

 

2.5 Big Data Mining 

Big data mining is a form of analysis that involves taking vast quantities of data (big data) and 

turning that into meaningful information. This approach is most commonly used as part of a 

business intelligence strategy that aims to create targeted insights for an organization, including 

data about systems, processes, and anything else that involves consistent data collection over a 

prolonged period of time [28]. 

Big data, by its nature, usually takes far longer to collect, and is often stored in an unstructured 

format - so some structuring is required before it can be fully analyzed. Animated people in and 

around a rocket ship - Building a data-driven enterprise of the future - whitepaper from Credera. 

Mining usually involves searching through a database, refining and then extracting that data to then 

be ordered into a meaningful structure, usually based on common features or types, using an 

algorithm. As big data mining is essentially data mining on a much larger scale, it also needs far 

more computing power to do effectively [90],[95]. In some cases, only specialized equipment, such 

as research computers, are up to the task. However, the core principles of data mining remain the 

same, regardless of the size of the data set. 

 

2.5.1 Data Provider 

The major concern of a data provider is whether he can control the sensitivity of the data he provides 

to others. On one hand, the provider should be able to make his very private data, namely the data 

containing information that he does not want anyone else to know, inaccessible to the data collector. 

On the other hand, if the provider has to provide some data to the data collector, he wants to hide 

his sensitive information as much as possible and get enough compensations for the possible loss 

in privacy.   

 

2.5.2 Data Collector 

Data collection is the process of gathering and measuring data, information or any variables of 

interest in a standardized and established manner that enables the collector to answer or test 

hypothesis and evaluate outcomes of the particular collection. This is an integral, usually initial, 
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component of any research done in any field of study such as the physical and social sciences, 

business, humanities and others. 

Data collection is the process of collecting, measuring and analyzing different types of information 

using a set of standard validated techniques. The main objective of data collection is to gather 

information-rich and reliable data, and analyze them to make critical business decisions. Once the 

data is collected, it goes through a rigorous process of data cleaning and data processing to make 

this data truly useful for businesses. 

 

2.5.3 Data Miner 

Data mining involves exploring and analyzing large amounts of data to find patterns for big data. 

The techniques came out of the fields of statistics and artificial intelligence (AI), with a bit of 

database management thrown into the mix. 

Generally, the goal of the data mining is either classification or prediction. In classification, the idea 

is to sort data into groups. For example, a marketer might be interested in the characteristics of those 

who responded versus who didn’t respond to a promotion. 

These are two classes. In prediction, the idea is to predict the value of a continuous variable. For 

example, a marketer might be interested in predicting those who will respond to a promotion. 

 

2.5.4   Decision Maker 

decision support systems supported internal business decisions based on data generated by 

transactions processing systems such as ERPs [29]. Further evolution led to addition of similar 

systems on supply and demand side (SRM and CRM).  These systems helped to integrate internal 

operations of the firm with their business partners such as suppliers and customers. All these 

systems used well defined structured data in relational databases. Internal operational and tactical 

decisions were made from these decision support systems (such as how to price the products for 

optimizing sales, status inquiry of orders, inventory planning, cost analysis, outstanding balance 

payments according to their due dates etc.). This information helped in accuracy and speed of 

internal decisions. Traditional data sources provided inputs to data warehouse and data mining 

operations. Overall Architecture included core transaction database, data warehouse which stores 

extracted data, classifies that data into smaller databases.  Further data mining tools provide business 

intelligence from these datasets. Data mining from accumulated data helped to analyze and identify 

patterns, correlations or association rules. 

Business analytics is emerging as a potential tool for enterprises to improve their business 

performance in terms of customer service, customer retention and acquisition.  Predictive analytics 

helps us to predict what can happen based on certain available information.  This gives a competitive 

https://www.simplilearn.com/what-is-data-collection-article
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advantage for a firm to plan ahead. Patterns from data, correlations and associations are helpful for 

improving sales performance, identifying right customers for products or segmenting markets. 

Analytics has applications in every domain where data can be collected. Supply chain analytics are 

available in the areas of inventory optimization, procurement planning, demand forecasting, fleet 

and route sizing and optimization [31].   

Social media data provides competitive intelligence, new product ideas and reviews of existing 

product – crucial information helpful to decide next strategies [32]. Big data discovery can provide 

startling and highly actionable findings [32],[33].  Main goal of data science is to improve ability 

of managers to make better business decisions [34]. leading companies such as Amazon, Wal-Mart, 

Google or Netflix have mastered the art of using data and analytics as a tool for predictions, 

simulations or sometimes for just getting insights. Amazon and Wal-Mart use analytics for decision 

making in all aspects of conducting their business right from generating demand to managing their 

supply chains efficiently. 

 

2.6 Blockchain 

In 2008 [35], an individual or group of individuals - released a paper that described bitcoin, a first 

of its kind, peer-to-peer cryptocurrency system, with blockchain as an underlying technology. 

A blockchain is, in the simplest of terms, a database that records a time-stamped series of immutable 

records called blocks that are linked through cryptography. The blockchain has no central authority 

and is managed by a cluster of nodes not owned by a single entity. 

For organizations, blockchain holds the guarantee of transactional transparency the capacity to 

make secure, real-time communication networks with partners around the globe to help everything 

from supply chains to payment systems to healthcare services and medicinal services information 

sharing. 

These are the core blockchain architecture components: 

•  Node - user or computer within the system that holds a copy of the ledger. 

•  Transaction - the smallest building block of a blockchain system that stores information in   

the form of append-only. Transactions in blockchain are immutable. 

•  Block - a block is a kind of data structure that combines multiple transactions and distribute 

them over nodes. 

•  Chain - a sequence of blocks in a specific order 

 

2.7 Data Storage 

The solution to make cloud storage faster and more secure is using blockchain. Blockchain is a 

database or ledger that is shared across a network. This ledger is encrypted such that only authorized 
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parties can access the data. Since the data is shared, the records cannot be tampered. Thus, the data 

will not be held by a single entity. It provides many areas of application and here we see how it will 

serve as a better alternative to cloud storage. 

By decentralizing data storage, we greatly improve the security of the data. Any attack or outage at 

a single point will not have a devastating effect because other nodes in other locations will continue 

to function. Instead of uploading the data on a centralized cloud,  distribute across a network over 

the world. The cloud is shared, making it impossible to tamper and encrypted in a manner that only 

the owner can view the file. This is useful to make important records safe and decentralized. 

To achieve this, we first break the data into small chunks. Then these chunks are encrypted and 

uploaded onto the blockchain. They are distributed in a manner that all chunks are available even if 

part of the network is down. This is also known as redundancy. The system ensures adequate level 

of redundancy. 

The first step is file shading. The file is divided into many small pieces. The shards can be sent and 

recalled parallel, making file transfer quicker. Shading would require a small percentage of nodes 

to see and process every transaction, instead of all nodes as blockchains are designed today. No 

entity has the entire file. Only the uploader knows where all the shards are located. A cryptographic 

hash table is used to locate all the shards for a file. The uploader is the sole owner of the private key 

required to discover all the shards. To take security further, the individual shards are encrypted as 

well. Thus, even the chunks of data cannot be read by the nodes in the network. 

The shards are stored together by using a technique known as swarming. A swarm is a large group 

of nodes which store and manage data. 

 

2.8 Data Encryption Technologies 

Encryption is all about transforming intelligible numbers or text sounds or images into jumbled 

messages that are not easy to decipher. 

Encryption is the process of transforming data from a readable format into an encrypted format that 

can only be read by authorized users who can convert the encoded data back to original data and 

access the original data. The process of converting an original message into an encoded format by 

the sender is known as encryption and the process of converting the encoded message back to its 

original format is known as decryption 

As the risk of cybersecurity threats is increasing day by day, it is important to know at least the 

basic encryption technique by the users using the internet to safeguard their security at the very least 

[82],[89]. 

The data encryption techniques can be divided into three types. These are as follows- 
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• Symmetric Encryption Techniques - It is also called private key cryptography. In this 

method, both sender and receiver have access to the same key and the receiver uses the same 

key to decrypt the message sent by the sender. So, the recipient should have a key before 

the message is decoded.  

• Asymmetric Encryption Techniques - It is also known as public-key cryptography. In this 

method, two keys are used that is, the public key and the private key. The public key, as the 

name suggests, is publicly available. The most interesting part of this new system is that the 

text can be encoded with a public key but the same key cannot be used to decode the text. 

To decode it use the corresponding private key. No other users’ private keys or public keys 

will be able to decode the text. With this system, the data transfer is highly secure. 

• Hashing - Hashing is the process of converting an input of any length into a fixed-size string 

of text, using a mathematical function. Hashing is a method of storing and retrieving data 

from hash tables. Hashing can be used to verify a document. 

 

2.9 Data Transfer Protocol 

There are two prevailing types of data transfer protocol in the Internet Protocol (IP) suite, User 

Datagram Protocol (UDP) and Transmission Control Protocol (TCP). The key difference between 

them is that TCP rigorously checks for errors and guarantees in-order-delivery of traffic while UDP 

does not and relies on higher layer protocols for error and flow management. 

UDP comes in handy whenever an unacknowledged transfer is required between data sending and 

receiving applications. UDP is typically used for broadcast and multicast traffic, real-time traffic 

(VoIP, IP Video, etc.) or for stateless communications such as DNS. UDP is pretty fast but doesn’t 

guarantee delivery or ordering. 

Then there’s TCP which is a connection-oriented protocol used to establish and maintain a 

connection until application programs at each end have finished exchanging data. TCP segments 

data into packets and provides a reliable data-transfer service. It’s used for bulk data transfer and 

for interactive data applications. TCP dominates most IP networks nowadays (90% of all traffic). 

The growing load on IP networks is putting a lot of pressure of TCP traffic to “deliver the goods” 

or packets so to speak. Unlike UDP, TCP gets impacted by loss, latency and incorrect 

configurations. TCP performance is something that simply cannot be overlooked if end-user quality 

of experience is to be maintained in this day and age of heavy data traffic. Exactly knowing one’s 

data transfer protocol or troubleshooting TCP issues in and out should be every service provider’s 

mantra. The Inter Planetary File System (IPFS) is a protocol and peer-to-peer network for storing 

and sharing data in a distributed file system. IPFS uses content-addressing to uniquely identify each 

file in a global namespace connecting all computing devices [4]. 
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IPFS allows users to host and receive content in a manner similar to BitTorrent. As opposed to a 

centrally located server, IPFS is built around a decentralized system [5] of user-operators who hold 

a portion of the overall data, creating a resilient system of file storage and sharing. Any user in the 

network can serve a file by its content address, and other peers in the network can find and request 

that content from any node who has it using a distributed hash table (DHT). 

In contrast to BitTorrent, IPFS aims to create a single global network. This means that if Alice and 

Bob publish a block of data with the same hash, the peers downloading the content from Alice will 

exchange data with the ones downloading it from Bob [6]. IPFS aims to replace protocols used for 

static webpage delivery by using gateways which are accessible with HTTP [7]. Users may choose 

not to install an IPFS client on their device and instead use a public gateway. A list of these gateways 

is maintained on the IPFS GitHub page [8]. 

IPFS was launched in an alpha version in February 2015, and by October of the same year was 

described by TechCrunch as ‘quickly spreading by word of mouth’ [1]. 

The Catalan independence referendum, taking place in September–October 2017, was deemed 

illegal by the Constitutional Court of Spain and many related websites were blocked. Subsequently, 

[14] the Catalan Pirate Party mirrored the website on IPFS to bypass the High Court of Justice of 

Catalonia order of blocking. 

Phishing attacks have also been distributed through Cloudflare's IPFS gateway since July 2018. The 

phishing scam HTML is stored on IPFS, and displayed via Cloudflare's gateway. The connection 

shows as secure via a Cloudflare SSL certificate [16]. The IPStorm botnet, first detected in June 

2019, uses IPFS, so it can hide its command-and-control amongst the flow of legitimate data on the 

IPFS network [17]. Security researchers had worked out previously the theoretical possibility of 

using IPFS as a botnet command-and-control system. 

 

2.10     Data Analysis and Finding Pattern 

The need for instruments like data analysis patterns becomes more apparent when we want to 

introduce novices to the research field. In these circumstances, we encounter the following issues. 

Studies do not report entirely or sufficiently about their data analysis protocols. This implies that 

analyses are biased or not verifiable. Consequently, secondary studies like mapping studies and 

systematic literature reviews that are mandated to synthesize published research lose their power. 

Data analysis patterns provide software engineers with a verifiable protocol to compare, unify, and 

extract knowledge from existing studies. 

Methods and data are not commonly shared. It is customary to develop ad-hoc scripts and keep 

them private or use tools as black-box statistical machines. In either case, we cannot access the 
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statistical algorithm, verify, and re-use it. Data analysis patterns are packaged to be easily inspected, 

automated, and shared [97]. 

Tool driven research has some known risks. Anyone can easily download statistical tools from the 

Internet and perform sophisticated statistical analyses. The Turin award Butler Lampson [2] warns 

not to abuse of statistical tools: “For one unfamiliar with the niceties of statistical analysis it is 

difficult to view with any feeling other than awe the elaborate edifice which the authors have erected 

to protect their data from the cutting winds of statistical insignificance.” A catalog of data analysis 

patterns helps guide researchers in the selection of appropriate analysis instruments. 

Analysis can be easily biased by the human factor. Reviewing papers on machine learning for defect 

prediction, Shepperd et al [3] analyzed more than 600 samples from the highest quality studies on 

defect prediction to determine what factors influence predictive performance and find that “it 

matters more who does the work than what is done.” This incredible result urges the use of data 

analysis patterns to make a solution independent from the researchers who conceived it. 

Big data can be analyzed for insights that lead to better decisions and strategic business moves. As 

data sets grow bigger and more complex, it is important to extract valuable insight from data. Due 

to the use of unstructured big data in businesses, big data analytics tools and methods are in high 

demand. The use of data analytics by businesses is increasing every year. 

 

2.11    Literature reviews 

Q.Xia et al.[36] describes the dissemination of patients' medical records results in diverse risks to 

patients' privacy as malicious activities on these records cause severe damage to the reputation, 

finances, and so on of all parties related directly or indirectly to the data. Current methods to 

effectively manage and protect medical records have been proved to be insufficient. In this paper, 

author propose MeDShare, a system that addresses the issue of medical data sharing among medical 

big data custodians in a trust-less environment. The system is blockchain-based and provides data 

provenance, auditing, and control for shared medical data in cloud repositories among big data 

entities. MeDShare monitors entities that access data for malicious use from a data custodian 

system. In MeDShare, data transitions and sharing from one entity to the other, along with all 

actions performed on the MeDShare system, are recorded in a tamper-proof manner. The design 

employs smart contracts and an access control mechanism to effectively track the behavior of the 

data and revoke access to offending entities on detection of violation of permissions on data. The 

performance of MeDShare is comparable to current cutting-edge solutions to data sharing among 

cloud service providers. By implementing MeDShare, cloud service providers and other data 

guardians will be able to achieve data provenance and auditing while sharing medical data with 

entities such as research and medical institutions with minimal risk to data privacy. 
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      A user sends a request for data access to a system. The data request is signed by the user using a 

“pre-generated”' requestor private key. First of all, the request is received by the query system an 

entry point for recording and processing requests. The query system forwards the request to the data 

structuring and provenance layer by the triggers since triggers translate the query (request) into a 

structure that can be understood by the data structuring and provenance layer. The authenticator 

receives the request and verifies the legitimacy by verifying the signature using the requestors public 

key which was generated and shared before the request was sent. If the signature is valid, the process 

is accepted else dropped for invalid requests. 

 

Figure 2.9 Data sharing between existing DB structure and Processing node [36]. 

 

Figure 2.9 describes data sharing between an existing database infrastructure and a processing node. 

For a verified request, the existing database infrastructure creates a duplicate of the requested data 

and assigns the data to the consensus node. The consensus node receives the duplicated data and 

creates a package out of it. The package contains a payload and a uniqueID of the node responsible 

for processing the data along with a unique ID for the duplicated data received. The processing and 

consensus node responsible for processing the data varies the received data with the form by 

comparing the data type with the request. The data is ranked on a scale of being highly or lowly 

sensitive by outlining the identiers and quasi identiers. For a highly sensitive dataset, there is the 

need for further anonymisation. These actions performed on the data are recorded on a form 

transitioning into a state of being a block through processing. The result of the processed data is 

made available to a second processing and consensus node to validate the work done by the first 

processing node. Assuming validation of the processed dataset is accurate; the processing node 

returns the data to the first node [36]. 

 

M. Turkanović et al. [37] explain blockchain technology enables the creation of a decentralized 

environment where transactions and data are not under the control of any third-party organization. 
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Any transaction ever completed is recorded in a public ledger in a verifiable and permanent way. 

Based on blockchain technology, authors describe a global higher education credit platform, named 

EduCTX. This platform is based on the concept of the European Credit Transfer and Accumulation 

System (ECTS). It constitutes a globally trusted, decentralized higher education credit and grading 

system that can offer a globally unified viewpoint for students and higher education institutions 

(HEIs), as well as for other potential stakeholders such as companies, institutions and organizations. 

As a proof of concept, they present a prototype implementation of the environment, based on the 

open-source Ark Blockchain Platform. Based on a globally distributed peer-to-peer network, 

EduCTX will process, manage and control ECTX tokens, which represent credits that students gain 

for completed courses such as ECTS. HEIs are the peers of the blockchain network. The platform 

is a first step towards a more transparent and technologically advanced form of higher education 

systems. The EduCTX platform represents the basis of the EduCTX initiative which anticipates that 

various HEIs would join forces in order to create a globally efficient, simplified and ubiquitous 

environment in order to avoid language and administrative barriers. So, invite and encourage HEIs 

to join the EduCTX initiative and the EduCTX blockchain network. 

An abstract depiction of the platform on a higher level is presented in figure. 2.10. The EduCTX 

blockchain platform is envisioned for processing, managing and controlling ECTX tokens as 

academic credits and resting on a globally distributed P2P network, where peers of the blockchain 

network are HEI and users of the platform are students and organizations (e.g. companies as 

potential employers). 

 

Figure 2.10 A high-level depiction of the proposed EduCTX platform [37] 
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The ECTX tokens represent an equivalent to student’s credit value for completed courses, as with 

the ECTS credits European students gain (see section European Credit Transfer and Accumulation 

System). Each student will hold a dedicated EduCTX blockchain wallet, where he/she will collect 

ECTX tokens, i.e. the value of credits assigned by the HEI for his/her completed courses. Every 

time a student completes a course, his/her home HEI will transfer the appropriate number of ECTX 

tokens to his/her blockchain address.  

The transfer information is stored on the blockchain, where the following data is stored: (1) the 

sender is identified as the related HEI with its official name, (2) the receiver – student is 

anonymously presented, (3) token - course credit value, and (4) course identification. Furthermore, 

using his/her blockchain address, the student as the receiver of ECTX tokens, will be able to globally 

prove his/her completed courses, without any administrative, script or language obstacles by simply 

presenting his/her blockchain address. For the sake of security, students will be assigned a 2-2 multi 

signature address by their home HEI, thus they will not be able to transfer any of the gained ECTX 

tokens to other addresses (see section Multi signature protocol). The process of assigning students 

with ECTX tokens and their ability to prove the possession of those will be handled through a simple 

to use EduCTX blockchain API client, thus making the use of the EduCTX platform as intuitive as 

possible. 

      When a student enrolls in the HEI (member of the EduCTX blockchain network), it issues a student 

ID and generates a new blockchain address for the student, containing a public and private key. 

Additionally, the HEI generates a new 2-2 multi signature blockchain address with its public key 

and newly generated student’s public key. This multi signature address in combination with student 

ID is stored in the HEI’s database. The HEI transfers 0.1 ECTX token to the student’s 2-2 multi 

signature blockchain address and over a private channel provides the student with the information 

needed for the blockchain multi signature wallet setup. The information provided includes (1) 

instructions to set up an EduCTX blockchain wallet, (2) the student’s blockchain address containing 

public and private keys, (3) the HEI’s public key and (4) the redeem script. With the received 

information the student set ups his/her blockchain wallet and a single address using the public and 

private keys received from the HEI administration. He/she also sets up a 2-2 multi signature 

blockchain address using his/her public key and HEI’s public key. The wallet data should be safely 

stored. Using his/her 2-2 multi signature wallet, the student generates and signs a transaction of 0.1 

ECTX token to the HEI’s blockchain address. Afterwards, the HEI signs the transaction using its 

private key. The transaction is processed through the blockchain network. When the transaction is 

confirmed, the HEI stores the information in its database, confirming the student’s successful wallet 

creation. 
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H. Li and D. Han [38] shows accurate and complete educational records are a valuable asset for 

people. In recent years, educational records have been digitized. However, there are still two key 

challenges that have not been resolved. One is to achieve secure and privacy-preserving storage of 

educational records, while another concern how to realize the sharing of educational records and 

ensure the security of the sharing process. Authors propose EduRSS, a blockchain-based storage 

and sharing scheme for educational records is proposed, which combines blockchain, storage 

servers, and cryptography techniques to create a reliable and safe environment. The blockchain 

technology is used to ensure the security and reliability of data storage, while the smart contracts 

on the blockchain are used to regulate the process of storage and sharing. More precisely, the off-

chain storage servers store the original educational records in encrypted form, while the hash 

information of the records is stored on the blockchain. The off-chain records are anchored 

periodically with the hash information on the blockchain to ensure the security of data storage. 

 

Figure 2.11 Overview of the architecture of the EduRSS [38] 

An architectural overview of the proposed scheme can be found in figure 2.11. Figure 2.12 shows 

the steps involved in the sharing process. Moreover, to track the sharing status of records, a smart 

contract is employed named RSSC. Important intermediate information in the sharing process is 

stored in RSSC to coordinate the behaviors of all involved nodes. Without loss of generality, 

assuming such a scenario, EDI(A) shares a record RD(A) with EDI(B) as described in figure 2.12, 

the sharing process can be divided into four phases: Initialization, Confirmation, Transmission and 

Storage [38]. Cryptography techniques are utilized to handle records encryption and messages 

digital signature. To assess the effectiveness of EduRSS, we designed and tested a proof of concept 

of this scheme. The relative security analysis shows that EduRSS is safe and has a lower 

computational cost than that of the CP-ABE and the MA-CPABE schemes 
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Figure 2.12 The description of sharing process [38] 

 

A. Shahnaz et al. [39] explain about scalability in simpler terms refers to the ability of an 

information system to perform it functions well in such situations when the storage volume of the 

system increases or decreases. In case of blockchain technology scalability is an issue that needs 

some permanent solution. As data size or volume is increasing on the blockchain. System used the 

off-chain storage mechanism as the patient's data stored on the blockchain contains the basic 

information of patient along with the IPFS hash, i.e., the off-chain scaling solution used in our 

proposed system framework. This solves the scalability issue mentioned as now huge volume of 

patient medical record is not stored on the blockchain. As, the data size being stored on the 

blockchain has now decreased the transactions could also be performed faster. As mentioned earlier, 

IPFS uses cryptographic hash which is stored in the decentralized manner using peer-to-peer 

network. This also ensures that while solving the scalability problem the security of the framework 

is not compromised. 

Figure 2.13, the framework or system has three entities or modules. These modules when combined 

together would keep our system working. These entities or modules have further concepts that need 

to be understood they are explained as follows [39]. 
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Figure 2.13 System design of proposed framework [39] 

 

The framework consists of users that could be patients, doctors, administration and nursing staff. 

They were given granular access as they should have varying level of authority on the system. 

1) User Layer 

A user of a system is defined as an individual who makes effective use of the system and its 

resources. A user has various roles and features on the system, making him identifiable on the 

system. The users of this system could be patients, doctors and administrative staff etc. The main 

task of these users would be to interact with the system and perform basic tasks such as create, read, 

update and delete the medical records. The users using this system would be accessing the system’s 

functionality by a browser which in technical terms we refer as DApp browser, as it is containing 

the GUI (Graphical User Interface) of the DApp, i.e., our proposed system framework. The GUI 

contains all the functions that could be accessed by a particular user. The user according to the 

assigned role could use this GUI for interacting with the other layer of the system, i.e., block chain 

layer [39]. 

2) Blockchain Layer 

The next layer on the system is the blockchain layer; this layer contains the code or mechanism for 

interaction of user with the DApp which is functioning on the blockchain. This layer contains three 

elements inside it. They are: 

• Blockchain Assets: In Ethereum blockchain, transaction is the process by which external 

user can update the state of the record or information stored on the Ethereum blockchain 

network. These transactions are treated as assets by the Ethereum blockchain as they are 

piece of information that user can send to another user or to simply store it for using it later. 

• Governance Rules: Blockchain technology in general follows some consensus rules for its 

transactions to be done and computed. For this purpose, it needs some consensus algorithms 

to keep the blockchain temper-proof and secure. Ethereum blockchain uses Proof of Work 

(PoW) consensus algorithm, the reason behind using it is also for ensuring that governance 
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of blockchain is maintained in a trusted manner which is through consent from all the trusted 

nodes attached to the blockchain network [39]. 

• Network: Ethereum blockchain uses the peer-to-peer network. In this network all the 

nodes are connected as peers. 

The system includes following transactions 

• Add records would create patient’s medical records in the DApp. It contains the fields of 

ID, name, co-morbid, blood group, and IPFS hash. The patient’s basic medical records are 

stored along with the IPFS hash that contains the file uploaded containing the lab results or 

other medical records of patient. Update records would update the medical records of 

patient. This can only change the basic information of the patient not the IPFS hash. IPFS 

hash is non-updateable to ensure security of records. 

• View records would let the user view the medical records of a patient stored in DApp. The 

view records function is used both by doctors and patients. The patient can view his records 

by the system authenticating that patient views only his own medical records. For this 

purpose, system uses the public account address of the patient to ensure that only the relevant 

medical records are shown to the patient. 

• Delete records would make the user be able to delete record of any patient. The user here 

would be the doctors they are given this right to delete any patient’s record stored on the 

blockchain. 

• Grant access for each of the above-mentioned transactions, certain user would need to have 

access to them [39]. 

3) System Implementation 

The system was implemented by using the Ethereum and its dependencies, also explores system 

implementation to get an insight on the system various functions. 

4) Smart Contracts 

Smart contracts are an important part of DApps as they are used for performing basic operations. 

Following contracts are included in this framework 

• Patient Records 

• Roles 

These contracts are used for giving access to the users on the DApp and performing CRUD 

operations on the records of patient. The Patient Records smart contract is made purely for 

implementing the functionality of the proposed framework [39]. 

      In this work discussed how blockchain technology can be useful for healthcare sector and how can 

it be used for electronic health records. Despite the advancement in healthcare sector and 

technological innovation in EHR systems they still faced some issues that were addressed by this 
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novel technology, i.e., blockchain. A framework is a combination of secure record storage along 

with the granular access rules for those records. It creates such a system that is easier for the users 

to use and understand. Also, the framework proposes measures to ensure the system tackles the 

problem of data storage as it utilizes the off-chain storage mechanism of IPFS. And the role-based 

access also benefits the system as the medical records are only available to the trusted and related 

individuals. This also solves the problem of information asymmetry of EHR system. For the future 

plan to implement the payment module in the existing framework. For this they need to have certain 

considerations as to decide how much a patient would pay for consultation by the doctor on this 

decentralized system functioning on the blockchain, also need to define certain policies and rules 

that comply with the principles of the healthcare sector. 

 

L. Jiang and X. Zhang [40] shows Electronic Health Record (EHR) has recorded the process of 

occurrence, development, and treatment of diseases. So, it has high medical value. Owing to the 

private and sensitive nature of medical data for patients, the data sharing and privacy preservation 

are critical issues in EHR. Blockchain technology may be a promising solution for the problems 

above since it holds the features of decentralization and tamper resistance. In the paper, author 

propose a medical data sharing and protection scheme based on the hospital’s private blockchain to 

improve the electronic health system of the hospital. Firstly, the scheme can satisfy various security 

properties such as decentralization, openness, and tamper resistance. A reliable mechanism is 

created for the doctors to store medical data or access the historical data of patients while meeting 

privacy preservation. Furthermore, a symptoms-matching mechanism is given between patients. It 

allows patients who get the same symptoms to conduct mutual authentication and create a session 

key for their future communication about the illness. In this scheme implemented by using PBC and 

OpenSSL libraries.  
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Figure 2.14 System Manager architecture [40] 

 

As shown in figure 2.14, the system manager (SM), the hospital HOi, and the user USi;j are the 

three kinds of participants in the network. SM is played by the health management department that 

is a trusted third party and responsible for generating the master key and system parameters. 

Hospital HOi first registers with SM and then generates its private key and public key. If a user 

USi;j sees a doctor in the hospital HOi, he/she must register with HOi and set his/her private key 

and public key. 

When the diagnosis has finished, the doctor will broadcast the results in the blockchain. If they have 

passed the verification by the server, the medical results of USi;j will be stored in the blockchain of 

HOi. If a doctor in any hospital wants to query the historical records of the patient USi;j, he/she and 

the patient should apply to the SM simultaneously. SM will compute the conversion key and 

generate the ciphertext of the historical records re-encrypted by the doctor’s public key. Then SM 

sends the ciphertext to the doctor. Finally, any two patients USi;j and USi+1;j+1could conduct a 

mutual authentication and set a session key for their future session. Includes the following six 

phases, i.e., the initialization phase, the hospital join phase, the user join phase, the data join 

blockchain phase, the data search and sharing phase, and patient’s session phase. 

Finally, the security and performance evaluation of the proposed scheme is given the features of 

blockchain technology such as the decentralization and tamper resistance make it very suitable for 

the protection and sharing of medical data. In this paper, a lightweight medical data sharing scheme 

based on blockchain is proposed and implemented. Proxy re encryption technology is used to help 
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the doctors to access historical records of patients. It can ensure the security scheme since the 

inquired information is transmitted in the ciphertext form. Besides, an improved DPOS mechanism 

act as the consensus mechanism that is lightweight and reliable. Finally, the symptoms-matching 

mechanism that allows two patients with the same symptoms can make communication about their 

illness. The analysis results satisfy many requirements and has a low computational and 

communication cost. 

 

X. Liu et al. [41] describes blockchain as a trustworthy and secure decentralized and distributed 

network has been       emerged for many applications such as in banking, finance, insurance, 

healthcare and business. Recently, many communities in blockchain networks want to deploy 

machine learning models to get meaningful knowledge from geographically distributed large-scale 

data owned by each participant. To run a learning model without data centralization, distributed 

machine learning (DML) for blockchain networks has been studied. While several works have been 

proposed, privacy and security have not been sufficiently addressed, there are vulnerabilities in the 

architecture and limitations in terms of efficiency. In this paper, a privacy-preserving DML model 

for a permissioned blockchain to resolve the privacy, security, and performance issues in a 

systematic way. They develop a differentially private stochastic gradient descent method and an 

error-based aggregation rule as core primitives. Their model can treat any type of differentially 

private learning algorithm where non-deterministic functions should be defined. The error-based 

aggregation rule is effective to prevent attacks by an adversarial node that tries to deteriorate the 

accuracy of DML models. The results show that model provides stronger resilience against 

adversarial attacks than other aggregation rules under a differentially private scenario. Finally, show 

that model has high usability because it has low computational complexity and low transaction 

latency. 

See the overview of the model in figure 2.15. For simplification of description a network 

establishment process in the initial step considers the DML process on the blockchain network, not 

how the network has been composed. 
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Figure 2.15 Overview of model [41] 

 

It is assumed that peers as participants who have approved identities (e.g., X.509 certificate) can 

join in the permission network by a network organization. As shown in figure 2.15, all participants 

in the network have a shared ledger and their local database. Also, any participant can be an 

endorsing peer in the network with an endorsement policy. model consists of the following three 

processes, which fits well in the simulate-order-execute-based permissioned blockchain such as [6] 

as it is: 

Simulation phase: All participants compute a local gradient locally. Then, the number of 𝑚 

endorsing peers, which is a semi-trusted party, simulates a local gradient by each locally. The 

simulation results are presented as a set of endorsements, which has the error rate for each local 

gradient. Then, the client application collects endorsements for all 𝐾 local gradients. Finally, the 

collected endorsements are broadcast to the OS from the client application, describe the simulation 

phase with differentially private scenario. 

Ordering phase: After receiving the collected endorsements, the OS, which is a trusted party, 

computes a global weight by proposed error-based aggregation rule. The error-based aggregation 

rule is more accurate than the previous aggregation rule and has low computational overhead by 

experiments later. Intuitively, this means a rule by which a certain number of nearest learning.  The 

connection between multiple orderers, because it is also a network establishment process in the 

initial step. Results can be aggregated using low errors saved to the immutable ledger as a log. Next, 

the OS makes a block that is composed of the global weight for the current round with simulation 

results. Finally, the OS broadcasts the block to all participants [41]. 
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Execution phase: Each participant updates the current block to the shared ledger that is viewed by 

all participants. Typically, the original transaction has double-spending problem in the block if it 

was not checked a sequence correctly after making a block. However, skip this process because the 

gradients in the learning process have no sequence with each other under synchronous 

environments. Also, provide an error-based auditing process at any time to any participant who 

wants to audit.  

      Authors developed a privacy-preserving DML on a permissioned blockchain with DP. In particular, 

they proposed a new DML model based on the simulate-order-execute architecture of Hyperledger 

Fabric, which is one of the most popular, practical, and usable permissioned blockchain systems. 

As the main primitive, a new aggregation method based on errors to compute global weights, called 

an error-based aggregation rule. The experiments show that error-based aggregation rule has higher 

utility other majority-based aggregation rules in two scenarios of adversarial attacks on the 

aggregation process in the DML model. In particular our error-based aggregation rule has high 

utility in a differentially private scenario. The model has lower time complexity than other 

aggregation rules and larger time savings than permission less blockchain based DML systems. 

 

H. Kim et al. [42] sharing of personal health records can help to improve the accuracy of the doctor’s 

diagnosis and to promote the progress of medical research. Currently, to reduce the maintenance 

cost of data, personal health records are usually outsourced to a third party such as the cloud service 

provider. In this case, patients may lose direct control over their personal health records and the 

semi-trusted cloud service provider may tamper with or reveal personal health records. Therefore, 

ensuring the privacy and integrity of personal health records and realizing the fine-grained access 

control are crucial issues when personal health records are shared. As a distributed architecture with 

decentralized and tamper-proof features, blockchain provides a new way to protect the personal 

health records sharing system. In this paper, they propose a new personal health record sharing 

scheme with data integrity verifiable based on blockchain. Aiming at the problems of privacy 

disclosure, limited keyword search ability and loss of control rights in the process of personal health 

record sharing, the new scheme uses searchable symmetric encryption and attribute-based 

encryption techniques to achieve privacy protection, keyword search and fine-grained access 

control. Compared with the existing similar schemes, the new scheme allows patients to distribute 

attribute private key for users, avoiding many security problems caused by the existing of attribute 

authority in the scheme. Furthermore, the new scheme uses blockchain to manage keys in the 

scheme, avoiding the single point failure problem of centralized key management. In particular, the 

new scheme stores the hash values of encrypted personal health records in blockchain, and the 

related index set is stored in smart contract, which can further improve the efficiency of data 
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integrity verification. Finally, performance evaluation and security analysis indicate the scheme is 

secure and feasible for practical use. 

      Authors represents a new personal health record sharing scheme. In the scheme, the patient 

generates and distributes the attribute private key for the user, enabling the scheme to achieve fine-

grained access control without relying on any third party. In addition, because of the blockchain has 

the characteristics of decentralization and tamper-proof, the use of the blockchain to maintain keys 

in the scheme makes the management and distribution of keys more secure. Furthermore, the hash 

values of encrypted personal health records are stored on the blockchain and the related index set is 

stored in the smart contract, so that the personal health records receiver can conveniently and 

quickly verify the integrity of encrypted personal health records received from the cloud server. 

      Although scheme solves some of the problems in the existing personal health records sharing 

schemes. However, how to verify whether the cloud server performs file update and file delete 

operations according to the patient’s requirements during the personal health record management 

stage still needs further research. 

 

S. Wang et al. [43] worked on telemedicine offers a medical-on-demand (MoD) service from a 

distance. This technology is designed to overcome distance barriers and improve the process of 

accessing medical services in distant rural communities. With the development of cloud computing, 

the MoD services in the telemedicine system are provided by the Cloud Service Provider (CSP). 

This CSP connects the patient and the medical staff in different places with both convenience and 

fidelity. Meanwhile, the outsourcing healthcare data on public cloud platforms bring some new 

challenges on the security. Although attribute-based encryption (ABE) algorithm realizes flexible 

and fine-grained access control, a large number of patients subscribe or unsubscribe the different 

medical services frequently in the cloud, which takes a huge cost for membership management. 

Authors shows an ABE scheme is presented to achieve the dynamic authentication and 

authorization with higher flexibility and efficiency for the MoD services in telemedicine system. 

On the one hand, when the patient alters his ordered service, it requires no updating on the 

parameters for those whose statuses remain unchanged. They construct an independent-update key 

policy ABE scheme in the distributed telemedicine system that aims to updates patient's keys 

separately and there are multiple authorities to manage this system altogether which is more similar 

to the real situation. On the other hand, by using blockchain and distributed database technologies, 

the private healthcare data stored in public cloud is protected in integrity, which avoids the 

misdiagnosis accident from the inaccurate electronic health records distorted by a malicious user or 

authority from the inner cloud. Finally, analyzed the collusion attack in multiple authorities and 

formally prove the security of this protocol in a standard model. After comparing and simulating, 
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the results of the work show a better performance. 

In this work, taking the telemedicine system in cloud computing into consideration, a blockchain-

based multi-authority KP-ABE with independent-update, which is suitable for being applied in the 

distributed telemedicine system. The contributions are as follows. 

(a) First of all, user in this system can dynamically join and leave freely, and he/she updates or 

revokes access policy on-demand while other users will not be influenced, which enjoys the 

forward security. 

(b) Secondly, adopt the mode of multi-authority co-management for meeting the requirements 

of the distributed telemedicine system. Furthermore, it shares one pseudorandom function 

seed privately in every two authorities. Besides that, in every user's private key, it contains 

each authority's private key to resist (N-1) corrupted authorities at most in the collusion 

attack.  

(c) Thirdly, provided that the Decisional Bilinear Diffie-Hellman (DBDH) assumption holds, 

the security of this scheme is proven in the standard model. Moreover, the comparisons 

demonstrate that our protocol has a better performance.  

(d) Fourthly, this scheme employs the blockchain technology on the medical data transmitted 

between the doctor and the patient, which provides the integrity and traceability of those 

sensitive data. 

This MoD service in the telemedicine system consists of four participants as shown in figure 2.16, 

namely Multi-Authority (MA), Cloud Service Provider (CSP), Doctor and Patient. Specifically, the 

Multi-Authority in this system is the different organizations, such as Hospital, Bank, Medical 

Insurance Center, etc. They are responsible for managing the Doctor and Patient, including 

registration and revocation, key and parameters distribution. Moreover, these authorities outsource 

the MoD services to the CSP. As a storage platform, CSP is responsible for operating the various 

MoD services, storing the EHRs, diagnosis and other related healthcare data. Doctor accesses the 

patient's EHRs from CSP, and makes accurate diagnosis depending on these data. After that, it 

uploads the diagnosis into CSP for Patient's consideration. 
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Figure 2.16 MoD service in the telemedicine system [43] 

  

      Authors reported based on blockchain technology, put forward an independent-update ABE scheme 

with multiple authorities, which is applied in the MoD service of the telemedicine system. The 

patient in this protocol is allowed to enroll and leave freely, and he/she can also change their access 

policies on-demand, while any other unrelated patients are unnecessary to renew his private key in 

registration and updating. In addition, by employing the blockchain technique, the EHRs of the 

patient are stored in the chain to avoid being tampered by unauthorized user or authority. All the 

advantages make this proposal more efficient and flexible for MoD services in telemedicine system. 

Finally, the scheme enables to resist collusion attack in malicious authorities and also is given the 

formally proof on the security of this scheme in the CCA-DM model. In the comparisons, it analyzes 

the performance with other related works in different phases and simulates the cost of encryption 

and decryption.  

R. Guo et al. [44] proposed health chain, a blockchain-based privacy preserving scheme for health 

data. In health chain, users can periodically upload the health data collected by IoT devices and 

publish them as a transaction. Doctors or artificial intelligence (AI) health analyzers can diagnose 

anytime and anywhere based on the IoT data and publishes the diagnosis as a transaction. In fact, 

with the explosive growth of the Internet of Things (IoT) devices, there will be large-scale health 

data and these health data will continue to increase. It is not appropriate to record users’ complete 

data on the blockchain, as resource requirements for each node on the blockchain will be extremely 

high. Otherwise, the blockchain will be too complex to maintain, search and verify. Considering 

the limited storage capacity of each blockchain node, we introduce Inter Planetary File System 

(IPFS), which is a content-addressable, distributed file system to store data with high integrity and 
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resiliency. There is no central server in IPFS, and data are distributed and stored in different IPFS 

nodes all over Internet. Thus, IPFS has no single point of failure. IPFS can efficiently distribute 

large amounts of data without duplication [47]. Each file uploaded to the IPFS system has a unique 

hash string through which the file can be retrieved. In our proposed Health chain, users’ complete 

health data is stored in IPFS storage system. Only hash string of health data, stored in blockchain, 

is used to verify data’s integrity and map to the complete data in IPFS storage. In this way, Health 

chain supports large-scale health data and has good scalability. 

 

Figure 2.17 Structure of Docchain [44] 

 

Docchain is composed of Dblocks. Similarly, to Ublock, as shown in figure 2.17, each Dblock can 

be divided into two main parts: block header and block body. The block header contains an index 

Index, a timestamp Gtime, a hash of the previous block pre hash, a nonce, and the root of the merkle 

tree diagroot. The merkle tree, as the block body in a Dblock, contains hash values of diagnosis 

transactions. 

The main contributions have been summarized as follows: 

1) A blockchain-based smart healthcare system for large-scale health data privacy preserving, 

named Health chain. In Health chain, users are enabled to upload IoT data and read doctors’ 

diagnoses, and meanwhile, doctors are allowed to read users’ IoT data and upload 

diagnose. In addition, all IoT data and diagnoses cannot be tampered with or denied, which 

can avoid medical disputes. 

2) Health chain separates transactions for publishing data from transactions for fine-grained 

access control, and meanwhile data is encrypted and stored in IPFS (Inter-Planetary File 

System), which can efficiently reduce communication overhead and computation overhead 

while ensuring privacy preserving. 

3) Furthermore, by uploading updated transactions about security keys, Health chain can 

allow users to dynamically revoke doctors and update keys at any time. In this paper, they 

proposed a privacy-preserving scheme (Health chain) for fine-grained access control of 
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largescale health data based on blockchain. In this paper introduced two blockchains to 

ensure that both users’ health data and doctors’ diagnoses cannot be tampered to avoid 

medical disputes. They decoupled the encrypted data and the corresponding keys to 

achieve flexible key management. In addition, users can revoke the doctors at any time to 

ensure the privacy of the user. 

The security analysis presents that our proposal can meet our expected security requirements. 

Performance evaluation shows Health chain is efficient and feasible in practice. 

 

J. Xu et al. [45] represented Data is the input for various artificial intelligence (AI) algorithms to 

mine valuable features, yet data in internet is scattered everywhere and controlled by different 

stakeholders who cannot believe in each other, and usage of the data in complex cyberspace is 

difficult to authorize or to validate. As a result, it is very difficult to enable data sharing in 

cyberspace for the real big data, as well as a real powerful AI. In this work, describe the SecNet, an 

architecture that can enable secure data storing, computing, and sharing in the large-scale Internet 

environment, aiming at a more secure cyberspace with real big data and thus enhanced AI with 

plenty of data source, by integrating three key components: 1) blockchain-based data sharing with 

ownership guarantee, which enables trusted data sharing in the large-scale environment to form real 

big data; 2) AI-based secure computing platform to produce more intelligent security rules, which 

helps to construct a more trusted cyberspace; 3) trusted value-exchange mechanism for purchasing 

security service, providing a way for participants to gain economic rewards when giving out their 

data or service, which promotes the data sharing and thus achieves better performance of AI. 

Moreover, we discuss the typical use scenario of SecNet as well as its potentially alternative way 

to deploy, as well as analyze its effectiveness from the aspect of network security and economic 

revenue. The data storage in SecNet is provided by PDC, and the security of data is the responsibility 

of the PDC's owner. In this way, data is under control of its owner, and any interaction with data 

can be monitored locally in PDC. 

 

Figure 2.18 Storage model of Secnet [45] 
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      However, if the SecNet users wants to store their data in a secure cloud, provided by a big company 

which has great reputation and ability to guarantee data security, rather than storing in their own 

PDCs, the philosophy of Inter Planetary File System (IPFS) may be a choice to replace the Data 

Storage module of PDC with distributed file system where data objects are exchanged within one 

Git repository as shown in figure 2.18.  

 

K. Wang et al. [46] explain about Personal health records (PHRs) are private and vital assets for 

every patient. There have been introduced many works on various aspects of managing and 

organizing the PHR so far. However, there is an uncertain remaining issue for the role of PHR in 

emergencies. In a traditional emergency access system, the patient cannot give consent to 

emergency staff for accessing his/her PHR. Moreover, there is no secured record management of 

patient's PHR, which reveals highly confidential personal information, such as what happened, 

when, and who has access to such information. An emergency access control management system 

(EACMS) based on permissioned blockchain hyper-ledger fabric and hyper-ledger composer. In 

this system, defined some rules using the smart contracts for emergency condition and time duration 

for the emergency access PHR data items that patient can assign some limitations for controlling 

the PHR permissions. Analyzed the performance of framework by implementing it through the 

hyper-ledger composer based on the response time, privacy, security and accessibility. The 

experiments confirm that framework provides better efficiency compared with the traditional 

emergency access system. 

 

Figure 2.19 Architecture for emergency access for PHR [46] 

 

The framework operates based on the smart contracts of the ledger which makes the system 

protected, effective and auditable. Figure 2.19 shows the architecture of the EACMS for PHR, it 

consists of some actors such as patient, doctor, ED, database for storing (or updating) the PHR data, 

smart contracts, ledger, and API for participant interact the system with different activities. In this 

case, the patient’s rules involve the EMT staff during the emergency condition to access his/her 
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PHR. 

      Here includes three main components a permissioned blockchain, off-chain storage and a patient-

centric user experience accessed through a REST client interface (postman). Hyperledger composer 

used to create the business network archive (BNA) that determines the characteristics and 

capabilities of our system. Hyperledger composer is also utilized to runtime version of the BNA 

onto the HF instance. This paper shows an Emergency Access Control Management System called 

EACMS which provides privacy protection and security policies for the patient's PHR in emergency 

condition. Technically, the EACMS operates based on the Hyperledger composer network which is 

a permissioned based blockchain technology. Hence, the PHR data is only confined to the users 

who are the known members of the blockchain, accepted by admin peer declared by organizations 

of the consortium. The framework considers how to get access to a patient's PHR in an emergency 

condition using blockchain the HF and Hyperledger composer. It initializes some rules for accessing 

the emergency control management of PHR. The EACMS stores patient's data in an immutable and 

transparent ledger, which grips track of all the transactions on the system, that could enhance the 

management of health data. The EACMS through the HF blockchain to evaluate the efficiency of 

our framework. The experimental results confirm that this framework provides the security of 

sensitive patient's PHR data items so that it guarantees time efficiency, privacy, accessibility and 

granular access control management. 

 

A. R. Rajput et al. [47] shows customer service is transforming from traditional manual service 

toward automated service, which utilizes different computational informatics to achieve a higher 

efficient and quality services. Automated customer service requires big data and expertise in data 

analysis as prerequisites. However, many companies, especially small and medium enterprises do 

not have sufficient data and experience due to their limited scale and resources. They need to rely 

on third parties and result in the lack of development of core customer service competency. In order 

to overcome these challenges, an open and automated customer service platform based on Internet 

of things (IoT), blockchain and Automated Machine Learning (AutoML) has been introduced. The 

data is gathered with the use of IoT devices during the customer service. An open but secured 

environment to achieve data trading is ensured by using blockchain. AutoML is adopted to automate 

the data analysis processes for reducing the reliance of costly experts.  
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Figure 2.20 Example of Data flow [47] 

 

Figure 2.20 shows an example illustrating the data flow. Assuming a hotel is using the platform and 

its customers want to ask about tourist attractions near the hotel, they can make a request to the 

service robot or hotel front desk. The back-end customer service system will support the robot and 

front desk by requesting further information, such as customer age, gender, location, etc., and 

provide appropriate feedback. The model of the system is trained by AutoML and the data comes 

from different hotels or related enterprises. The trading of data is stored in blockchain. When the 

customer receives an answer from the robot or front desk, the feedback will also be returned to the 

system as a new data record for the hotel for further reuse. In blockchain, which are hosted by third 

parties, such as data analysis agency. AutoML consists of machine learning models and AutoML 

methods. It aims to obtain well trained models and their corresponding parameter configuration. It 

is a continuous learning process, in which the optimization is performed when there is new data. 

The obtained results will be feedback to the company for providing automated customer service. 

AutoML includes four parts, namely feature selection, deep learning, model selection, and transfer 

learning. Feature extraction aims to obtain better training data features by data compression and 

noise reduction. It facilitates the training and application of machine learning as well as improving 

robustness. Deep learning modules provide a set of deep machine learning methods, such as deep 

neural network, which provide a higher accuracy comparing with traditional machine learning 

methods. It works with model selection to select the optimal methods for analysis. A good selection 

of model can improve the efficiency and effectiveness of the analysis. Transfer learning refers to a 

pre-training model that is reused in another similar task. It helps to reduce the training time and data 

size.  

      Blockchain is another core technology of this platform, it provides a secure and reliable trading of 

customer service data. It stores the encrypted hash of data addresses of the organizations. It consists 

of various technical modules such as consensus, member service, smart contract, transaction, secure 
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runtime, event distribution and asymmetric encryption to support the trading of masked customer 

data. In particular, consensus module provides an important algorithm to achieve rapid certification 

and validation of transactions in blockchain. 

      Member service module refers to the management service of the blockchain member authority. 

Smart contract module provides automatic trading of data between different organizations. 

Transaction rules are built in smart contracts including price of data, requirement of data, 

characteristics and usage of data. Transaction module stores transaction data between different 

organizations in the blockchain. Event distribution module provides decentralization management 

of the blockchain, so that all recorded data are stored in a decentralized manner. This mechanism 

can ensure the transactions are transparent and reduce the risk of data tampering. Asymmetric 

encryption module ensures data security during the transition of data. 

 

Z. Li et al. [48] proposed Meta-key, a data-sharing mechanism that enables users share their 

encrypted data under a blockchain-based decentralized storage architecture. All the data-encryption 

keys are encrypted by the owner’s public key and put onto the blockchain for safe and secure storage 

and easy key-management. Encrypted data are stored in dedicated storage nodes and proxy re-

encryption mechanism is used to ensure secure data-sharing in the untrusted environment. Security 

analysis of our model shows that the proxy re-encryption adopted in this system naturally free from 

collusion-attack due to the specific architecture of Meta-key.  

    1)  Meta-key - In this mechanism, where data decryption keys are stored in a blockchain as 

part of the metadata and protected by user’s private key. This efficiently realizes an easy 

and secure key-management mechanism in a decentralized fashion. 

    2)  Secure proxy re-encryption - Here prove that Meta-key is naturally free from collusion-

attack under untrusted environments, even if the adopted proxy re-encryption scheme for 

secure data-sharing doesn’t hold this property.  

 

Figure 2.21 Meta Key mechanism for block chain-based cloud storage [48] 
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Figure 2.21 shows how Meta-key mechanism works compatibly with blockchain-based cloud-

storage architecture. In a blockchain-based cloud storage, the security of data is both protected by 

encryption and the conceal of the location. These locations are recorded into meta-data that can only 

be read by data-owners; therefore, we need to use new decryption key and location for the shared 

data different from the original copy and only known to the recipient to ensure the level of security 

for both parties after the sharing. Since the data-to be-shared are very likely already encrypted and 

stored in the cloud, asking the data-owner to download, decrypt, re-encrypt (with a new decryption 

key) and upload again (to a different location) is not only very inefficient, but also poses security 

risks because the plain-text needs to be recovered during the sharing process. 

 

D. Li et al. [49] gives crowdsourcing systems which utilize the human intelligence to solve complex 

tasks have gained considerable interest and adoption in recent years. However, the majority of 

existing crowdsourcing systems rely on central servers, which are subject to the weaknesses of 

traditional trust-based model, such as single point of failure. They are also vulnerable to distributed 

denial of service (DDoS) and Sybil attacks due to malicious users’ involvement. In addition, high 

service fees from the crowdsourcing platform may hinder the development of crowdsourcing. How 

to address these potential issues has both research and substantial value. In this paper, describe 

conceptualize a blockchain-based decentralized framework for crowdsourcing named CrowdBC, in 

which a requester’s task can be solved by a crowd of workers without relying on any third trusted 

institution, users’ privacy can be guaranteed and only low transaction fees are required.  

 

Figure 2.22 Structure of smart contracts in CrowdBC and data reference [49] 

 

Figure 2.22 shows the contract structures and relationships. Basically, user (R or W) information is 

divided into two parts: basic information and detailed information. The basic information which 

contains name, address and type are saved in the global URC contract. The latter, including one 
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user’s profile, expertise, reputation and task list, are saved in USC and updated with the task 

processing. Notice that USC is created simultaneously when a user successfully registers in URC. 

Besides, R and W reach the agreement in RWRC which depicts the constraint condition in the task 

processing. Further implement a software prototype on Ethereum public test network with real-

world dataset. Experiment results show the feasibility, usability, and scalability of our proposed 

crowdsourcing system. 

The storage layer is the lowest tier, which is mainly used to store the actual data values of tasks and 

solutions. They do not adopt any particular storage in the framework, instead allowing multiple 

storage providers to coexist, such as S3, IPFS or a distributed Hash-table (e.g., Kademilia). The 

data values are signed by private keys of the owners. Users do not need to believe the data stored 

in the storage layer and they could check the authenticity and integrity of the data values by data’s 

hash and digital signature in the blockchain layer. In addition, worker submits a solution to the 

system and use requester’s public key to encrypt the solution, which means only requester can 

decrypt it. In this way, ensure data security and prevent data from being leaked to irrelevant users. 

In particular, by storing task data outside of the blockchain, CrowdBC allows values of arbitrary 

size and satisfies actual demands for crowdsourcing. 

 

M. Li et al. [50] presented traditional Electronic Health Records (EHRs), medical-related 

information is generally separately controlled by different hospitals and thus it leads to 

inconvenience of information sharing. Cloud based EHRs solve the problem of information sharing 

in the traditional EHRs. However, cloud-based EHRs suffer centralized problem, i.e., cloud service 

center and key-generation center. This paper works on creating a new EHRs paradigm which can 

help in dealing with the centralized problem of cloud-based EHRs. To make use of the emerging 

technology of blockchain to EHRs (denoted as blockchain-based EHRs for convenience). Firstly, 

define the system model of blockchain-based EHRs in the setting of consortium blockchain. In 

addition, authentication issue is very important for EHRs. However, existing authentication 

schemes for blockchain-based EHRs have their own weak points. Therefore, an authentication 

scheme for blockchain-based EHRs. An identity-based signature scheme with multiple authorities 

which can resist collusion attack out of N from N + 1 authority. Furthermore, the scheme is provably 

secure in the random oracle model and has more efficient signing and verification algorithms than 

existing authentication schemes of blockchain-based EHRs.  

 

F. Tang et al. [51] shows with the dramatically increasing deployment of IoT devices, storing and 

protecting the large volume of IoT data has become a significant issue. Traditional cloud-based IoT 

structures impose extremely high computation and storage demands on the cloud servers. 
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Meanwhile, the strong dependencies on the centralized servers bring significant trust issues. To 

mitigate these problems, we propose a distributed data storage scheme employing blockchain and 

certificate less cryptography. This scheme eliminates the traditional centralized servers by 

leveraging the blockchain miners who perform ‘transaction’ verifications and records audit with the 

help of certificateless cryptography. We present a clear definition of the transactions in a non-

cryptocurrency system and illustrate how the transactions are processed. To the best of our 

knowledge, this is the first work designing a secure and accountable IoT storage system using 

blockchain. Additionally, we extend our scheme to enable data trading and elaborate how data 

trading can be efficiently and effectively achieved. 

      They propose a secure scheme for IoT data storage and protection based on blockchain. Edge 

computing is incorporated to help manage data storage and small IoT devices perform 

computations. Certificateless cryptography is adopted to set up a convenient authentication system 

for the blockchain-based IoT applications, and blockchain overcomes the drawback of certificate 

less cryptography by offering a platform for broadcasting the public key of a user. The detailed 

algorithms on how to process transactions in such a system and how to achieve authentication and 

accountability. The tackling the problem of building a secure and accountable storage system for 

largescale IoT data, and the first to combine edge computing, certificateless cryptography, and 

blockchain as a whole to serve IoT applications. 

 

R. Li et al. [52] describes the possibility to use the blockchain technology for load and generation 

aggregation in a new distributed Demand Response (DR) service and customers remuneration 

system. The blockchain technology and the use of smart contracts for DR allow the creation of a 

distributed system in which customers can communicate directly in a transparent secure and 

traceable way with the grid operator to provide their flexibility. The DR problem formulation takes 

into account several aspects, which are periodically executed. First, the blockchain records 

customers’ energy consumption or production then the smart contract starts calculating the baseline 

and the potential support provided by each customer to fulfill the requested load adaptation. 

Customers’ availability for generation and load profile modulation is also taken into account as well 

as their privacy and an updated definition of the roles of grid and market operators in a new 

Demand-Response scenario supported by the blockchain technology. The blockchain used is 

Hyperledger Fabric since it turned to be flexible for smart contracts implementation while 

supporting multi-tenancy. Results show the possibility to successfully apply the blockchain 

technology to this particular topic even considering privacy preserving issues. The blockchain 

technology and smart contracts for creating a reliable and transparent DR remuneration mechanism. 

In this way, an automatic system in which prosumers can communicate with the grid operator to 
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provide their flexibility can be implemented.  

 

Figure 2.23 DR Blockchain based network [52] 

 

Figure 2.23 shows the architecture of the blockchain-based platform for DR, it is possible to adopt 

two different approaches to solve the problem of managing large amounts of data. The first is to 

create different channels for sharing data. One channel for each grid operator-market operator-

customer group in which the consumption data are shared used for the baseline calculation and a 

general channel to which all the customers of the network take part where the data useful for 

calculating remuneration and the remuneration itself are visible. The second is to create a single 

channel and use private data collection. This feature of Fabric allows a defined subset of 

organizations on a channel to support, commit or query private data without having to create a 

separate channel. 

The blockchain technology chosen is the Hyperledger Fabric and it ensures that the same 

information is shared among all customers, with a sufficient degree of data protection and 

computational effort reduction. The grid operator notifies the request to increase/reduce the load in 

a given timeframe. The smart contract then computes the support that each customer can provide to 

fulfill the requested load modification and remunerates customers proportionally to their 

contribution with DR tokens. 

 

M. L. D. Silvestre et al. [53] shows in order to protect the privacy of users in the data sharing process 

of IoT as a blockchain based secure data sharing platform with fine-grained access control (BSDS-

FA). Authors first shows a new hierarchical attribute-based encryption algorithm (HABE), which 

introduces multiple authorization centers and hierarchizes the authorization centers on the basis of 

the traditional attribute-based encryption algorithm. So that in the case of massive data and massive 

users, HABE can also provide users with fine-grained access control while ensuring the security of 

user data. Then, the HABE algorithm combined with smart contract technology is applied to BSDS-

FA so that BSDS-FA can not only prevent illegal users from accessing shared data but also reduce 

the user's decryption overhead. Among them, Validation Contract to review the user permissions 
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so that only users whose attribute set meets the access control have the right to access shared data; 

Decryption Contract was used to perform partial decryption operation on ciphertext of HABE to 

improve user's decryption performance.  

 

 

Figure 2.24 Framework of BSDS-FA [53] 

 

BSDS-FA is designed based on blockchain and HABE which can provide a secure data sharing 

mechanism with trace ability and fine-grained access control. The system framework is shown in 

figure 2.24, including Key Generation Center (KGC), Data Owner (DO), P2P based data distribution 

platform, IPFS Cluster, Fabric Blockchain and Data Consumer (DC). 

Finally, the safety proof of BDSS-FA was carried out and relevant experiments were carried out. 

Here experimental results show that BDSS-FA can provide users with more secure and reliable data 

sharing services while providing ne-grained access control without affecting download 

performance. 

 

H. Xu et al. [54] view of the security risks and centralized structure of traditional intelligent 

transportation system, author propose a novel scheme of secure data sharing and customized 

services based on the consortium blockchain (DSCSCB). The ciphertext policy attribute-based 

proxy re-encryption algorithm has the function of keyword searching by dividing the key into an 

attribute key and a search key, which not only solves the problem that proxy re-encryption algorithm 

cannot retrieve data, but also realizes data sharing and data forwarding. Moreover, the algorithm 

effectively controls the access permission of data, and provides a secure communication 

environment for the vehicular ad-hoc network (VANET). Service sectors, such as insurance 

companies, the traffic police and maintenance suppliers, obtain the corresponding ciphertext and 

then apply the smart contract to provide customized services for the onboard unit after decryption. 

Security analysis and performance evaluation demonstrate that scheme not only meets the 

requirements of data sharing in the security and confidentiality, but also has obvious advantages in 

the overhead of computing and communication. 
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Figure 2.25 DSCSCB system framework [54] 

 

DSCSCB can not only realize secure data sharing but also provide customized services for onboard 

units, the system framework of which is shown in figure 2.25. It mainly includes the onboard unit, 

roadside unit, consortium blockchain, trusted authority, consensus mechanism, smart contract and 

service sector. 

      In summary, the main contributions of this paper are as follows: 1) The decentralization of the 

consortium blockchain to break the data centralized management of traditional intelligent 

transportation, prevent single point collapse and data monopoly and realize the data sharing without 

the third-party intermediary. Service sectors apply smart contracts to provide multidimensional and 

customized services for onboard units, not limited to the single-dimensional service. 2) Attribute-

based proxy re-encryption algorithm has been implemented keyword retrieval and proxy re 

encryption. According to keywords and attribute sets, data access permissions are controlled, which 

prevents collusion attacks and achieves secure and trusted data sharing. 3) Security analysis and 

performance evaluation demonstrate that DSCSCB not only meets the security requirements of data 

sharing, but also has more advantages than other schemes in term of computational overhead and 

communication overhead. Therefore, DSCSCB is suitable for secure data sharing and customized 

services for intelligent transportation. 

This shows a novel scheme of secure data sharing and customized services for intelligent 

transportation based on the consortium blockchain which not only conquers the disadvantage of the 

centralized data management in traditional intelligent transportation, but also ensures the 

confidentiality and security in the data interaction process, and thus effectively resists collusion 

attacks. The attribute-based proxy re-encryption algorithm has the function of key word searching 
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by dividing the key into the attribute key and the search key which not only supports keyword 

retrieval and proxy re-encryption, but also realizes secure data sharing, and then prevents the 

privacy data leakage of the OBU. After that, service sectors can use the smart contract to provide 

convenient and customized services, such as insurance pricing, vehicle maintenance, etc. Security 

analysis and performance evaluation show that obvious advantages in the aspects of security, 

computational overhead, communication overhead and delay. Therefore, it is suitable for secure 

data sharing and customized services in intelligent transportation.  

 

D. Wang and X. Zhang [55] explain about existing work in energy demand side management 

focuses on the interaction between the utility grid and consumers. However, the previous technique 

is not focused on energy trading in local community of a renewable energy generation, distributed 

demand side management and not suitable for real-time environment. This paper presents a 

distributed demand side management system among multiple homes in community microgrid with 

the integration of the internet of things smart meter and in the presence of renewable energy sources. 

The energy consumption game is formulated for minimizing the cost of electricity in the individual 

home and the total cost of energy consumption in the whole community. The smart home users are 

playing game by optimizing their own daily energy consumption of appliances. The multiple 

participants include the self-renewable generation of users, shared community microgrid and 

optional utility company. Each participant applies its best strategy to minimize energy consumption 

cost and users can maintain their own privacy of energy consumption. Moreover, the scheme is 

distributed on blockchain which provides a trusted communication medium between the 

participants. It enforces the autonomous monitoring of smart appliances and the billing of electricity 

consumption via smart contracts. Solidity smart contract is deployed to facilitate the execution of 

transactions without the involvement of third party in the smart community.  

 

 

Figure 2.26 Micro grid framework with blockchain [55] 
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This framework using blockchain technology for the smart community energy systems is shown in 

figure 2.26. Two types of controllers are used in smart community which are community controller 

and local home energy consumption scheduler (HECS) for each home in community. The 

community controller is used to exchange the pricing signal available electricity in community 

microgrid and electricity purchase or sell to utility grid; balance the supply and demand in a smart 

community. Internet of Thing smart meters (IoTs) are used as HECS to exchange the information 

between market participants i. e. consumers/prosumers community microgrid and the utility grid. 

These IoT-SMs are used to control the information in bidirectional control the home appliances and 

act as control center in distributed market. Consumers share their energy consumption profile to the 

energy provider and maintained the privacy. The non-cooperative game is proposed for appliance 

scheduling of each user’s home maintaining the user’s privacy. 

      Comparison of the results show that the approach minimizes the total cost of energy consumption 

as well as each user's energy consumption cost. Distributed demand side management system 

among multiple home users in a community microgrid with the internet of things smart. The 

appliances are scheduled in the smart community by using game theory. The main advantage to use 

the game theory to reduce the cost of electricity of individual homes. Furthermore, the execution of 

smart contract which automatically communicates between the participants. However, the scheme 

apply solidity smart contract is deployed for the settlement of transactions. The adaption of the 

blockchain technology exchange the energy between the participants and create trust among the 

users or organizations. The presented results show that the total cost of energy consumption of the 

whole community as well as each user's individual cost is minimized, and the energy consumption 

profile is improved. Moreover, to design a framework which support the more scalability in terms 

of sharing the energy and reduce the cost. 

 

M. Afzal et al. [56] proposed cross-border data sharing for knowledge generation is a challenging 

research direction since an application may access personal data stored in countries different from 

the one where the application is accessed from. In this article, approaches a cross border data sharing 

platform where a global cloud is built atop multiple security gateways that are set up in different 

countries. Once an application requests access to data from a particular country or region the global 

cloud collects the data stored in local data hubs through that region’s security gateway. While 

transferring the data to the global cloud the security gateway records this transfer information on a 

blockchain maintained by the global cloud. When an application reports any misbehavior (e.g., 

providing wrong data type or incorrect data) against a security gateway the global cloud verifies the 

claim by auditing the blockchain and punishes the misbehaving security gateway if the claim is true. 
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In the case of false misbehavior report the application itself will be punished by the global cloud. 

Thus, the platform provides an accountable data sharing function using blockchain that relies on a 

relaxed trust assumption on the data providers. Here include five algorithms to handle data access 

request data sharing, blockchain transaction, detecting, and punishing misbehaving entities. In the 

algorithms, introduce how the transaction takes place in the platform. Thus, the platform is able to 

handle misbehaving data sender, data receiver or any entity participating in the platform. 

 

Figure 2.27 Cross-border data sharing platform architecture [56]. 

Cross border data sharing process shown in figure 2.27 using this architecture a global cloud is 

hierarchically built atop multiple security gateway systems that are set up in different countries. The 

global cloud organically integrates the data stored in the data hubs and the integrated data are 

provided for various types of applications as knowledge. Security and privacy are controlled by a 

security gateway at the entrance to each region. When using the platform, the application can access 

the data for different countries conduct multiple scale analyses and compare different countries. On 

the other hand, if the application accesses personal data in different countries the platform must 

handle the data in accordance with the regulations governing personal data in both the country 

where the application exists and the country where the security gateway is set up. This platform 

empirically by showing different graphs, which have been generated by a number of experiments 

on blockchain environment. Here delineates how the multilayer of signature (Elliptic Curve Digital 

Signature Algorithm) acts in this platform. Main contributions in this article are as follows. 

1) A framework for accountable cross-border data sharing platform integrating blockchain.  

2) Data providers and applications involved in cross-border data sharing platform are 

accountable. 

3)  Accountability has been achieved by using permissioned blockchain.  

4) The accountability protocol allows any application to report misbehavior through a global 

cloud. The global cloud knows which data provider was reported against using a 
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blockchain verification, and can punish the misbehaving data provider. Similar penalty 

mechanism is also applicable for misbehaving applications.  

5) Global cloud only knows which device is transacting which data. Only this knowledge will 

not compromise the privacy of the data providers because assumed that the data owner 

herself will be kept anonymous to the global cloud utilizing standard anonymization 

techniques. 

6) Signature will allow in the system to attain data integrity. Multilayer signature has been 

utilized in various protocols. Global cloud and security gateway can verify whether the 

data has been sent from the corresponding data provider or not through the signature. 

7) Misbehaving data sender, data receiver, or any entity participating in the platform will be 

handled by the platform. 

8) The platform allows to share data under relaxed trust assumed on the data provider’s/data 

receivers. 

M. S. Rahman et al. [57] developed Ciphertext-policy attribute-based encryption (CP-ABE) is 

widely used in fine-grained access control to realize data security sharing. However, most of the 

existing CP-ABE access control schemes involve intermediary entities, which might suffer from a 

high trust-building cost, single point of failure and so on. Due to the decentralization and 

transparency of blockchain, some blockchain-based access control schemes indicated to address 

these problems, but bring new challenges, such as access policy and attribute privacy leakage. 

In this paper, describe a new trustworthy secure ciphertext-policy and attribute hiding access control 

scheme based on blockchain named Trust Access to achieve trustworthy access while guaranteeing 

the privacy of policy and attribute. For one thing, to make the existing hidden policy CP-ABE more 

efficient and scalable for blockchain, an optimized hidden policy CP-ABE, named HP-CP-ABE, to 

ensure policy privacy while satisfying large universe access requirement. For another thing, used 

ElGamal homomorphic encryption to ensure the attribute privacy during authorization validation. 

Finally, theoretically prove the security of our Trust Access from the aspect of blockchain 

operations and HP-CP-ABE. Comprehensive comparisons and extensive experiments are 

conducted to demonstrate the advantages of our Trust Access. The involvement of an intermediary 

entity would suffer from a high trust-building cost, single point of failure and so on. In this paper, 

also shows the Trust Access based on blockchain, which can achieve a distributed and trustworthy 

access control management. To address the privacy issues of access policy and user attribute in the 

Trust Access, the HP-CP-ABE based on a CP-ABE scheme, which can support a large universe and 

fully hidden access policies the system architecture of our Trust Access depicted by figure 2.28, 

which involves three entities, namely data owner (DO), data user (DU) and consortium blockchain 

(CB). 
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Figure 2.28 System architecture of Trust Access [57] 

 

• DO: A DO is responsible for making access policies, and encrypting the data using HP-CP-ABE. 

To achieve a trustworthy secure access control while improving system efficiency, the DO sends 

the ciphertext address to the CB via a storage transaction. 

• DU: A DU should get the secret key for decrypting the cipher text indexed by the address. To 

protect the attribute privacy, a DU locally matches the set of attributes with the hidden policy and 

encrypts it by ElGamal homomorphic encryption. Proof for access without privacy leakage and then 

broadcast it to the other nodes in the CB for consensus validation. Note that the match and validation 

process are done by a smart contract, which can reduce the human intervention. Once verified, the 

DO generates an access transaction to the CB for consensus validation is authorized the DU can 

obtain the secret key from the DO to decrypt the ciphertext indexed by the address. 

• CB: A CB is a distributed platform to record the storage and access transactions which is formed 

by DOs and DUs. 

In addition, to use ElGamal cryptosystem to protect a user’s full attribute privacy for trustworthy 

access. Theoretical analysis and experimental results indicated that Trust Access is more 

trustworthy, secure, private and scalable than existing schemes. 

 

S. Gao et al. [58] describes information overload is a phenomenon due to the unprecedented 

penetration of information and communication technologies (ICT) in our daily lives. As a result, 

people often end up with more options than they can process to choose from and therefore may opt 

for choices which do not fit best to their preferences. To address these issues, recommender systems 

(RSs) having gained a lot of interest from the research community and industry. However, privacy 

is a big concern in these systems. While decentralized recommenders can protect privacy, they lack 

the needed efficiency to be widely adopted. In this article use blockchain as the backbone of a 

decentralized RS managing to equip it with a broad set of features while simultaneously, preserving 

user’s privacy. New architecture based on decentralized locality sensitive hashing classification as 
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well as a set of recommendation methods according to how data are managed by users. Extensive 

experimental results illustrate the performance and efficiency compared with state-of-the-art 

methods. In addition, a discussion about its benefits and opportunities provides ground for further 

research.  

 

Figure 2.29 Bucketization procedure. A set of n input vectors are clustered in m 

buckets, according to their hash [58] 

 

An overview of the bucketization procedure is depicted in figure 2.29. The bucket number depends 

on data and provided configuration. The number of buckets must be selected carefully depending 

on the hash function and data distribution. The number of stages which defines how many times 

split pi to compute hashes is selected to be one to avoid potential attacks. 

      Authors aim to present an architecture that advances traditional decentralized systems in terms of 

communication and computational costs. Despite the contradictions that one may consider when 

discussing efficiency and blockchain the overhead that blockchains imply is in the transactions and 

their verification. However, the actual overhead of RS is in the computations and the needed 

communications between peers to collect the data in the decentralized setting. To bridge both 

worlds, we exploit the combination of an efficient locality sensitive hashing (LSH) based 

bucketization/clustering with blockchain. Moreover, the addition of permanent decentralized 

storage systems such as Inter Planetary File System (IPFS), minimizes the information that needs 

to be stored and shared in the blockchain. Thus, blockchain enhances decentralized RSs; The hash 

function used to perform an LSH based clustering of profiles can be shared on the blockchain 

,Cluster profiles without communication costs infeasible in the case of classical decentralized RS, 

The information of users is stored off-chain, so that the transaction information is minimal requiring 

only hashes to be shared, computations are only performed between users of the same cluster 

therefore avoiding all-to-all computations, such as in the case of well-known decentralized RSs. In 

this system enhanced by the inherent characteristics of blockchain such as anonymity, security, 

availability and verifiability. The efficiency is unrelated to the underlying consensus mechanisms 

of the blockchain, stems from the fact that with the use of the blockchain, store and cluster the data 
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so that they can then be used appropriately. 

F. Casino and C. Patsakis [59] shows contemporarily, two emerging techniques, blockchain and 

edge computing, are driving a dramatical rapid growth in the field of Internet of Things (IoT). 

Benefits of applying edge computing is an adoptable complementarity for cloud computing; 

blockchain is an alternative for constructing transparent secure environment for data 

storage/governance. Instead of using these two techniques independently in this paper, says a novel 

approach that integrates IoT with edge computing and blockchain which is called Blockchain based 

Internet of Edge (BIoE) model. Designed for a scalable and controllable IoT system sufficiently 

exploits advantages of edge computing and blockchain to establish a privacy preserving mechanism 

while considering other constraints such as energy cost. Experiment evaluations running on 

Ethereum, this model improves privacy protections without lowering down the performance in an 

energy-efficient manner. 

 

Figure 2.30 The architecture of the proposed model [59] 

 

Figure 2.30 presents the architecture that exhibits a high-level structure of BIoE. Blockchain is 

taking a critical role who takes responsibility for information saving and participating in the task 

allocation. A few parameters scan be applied during the decision making, such as edge nodes tasks, 

energy cost or time consumption. 

Main contributions of this work are a privacy-preserving approach that combines blockchain, edge 

computing and IoT. Authors the alias feature in blockchain so that all edge devices in the connected 

environment are changeable and scalable due to the decentralization setting. It is a traceable 

mechanism for solving the task allocation problem in edge computing that utilizes blockchain’s 

characteristics. Each block stores allocation information for the purpose of improving/adjusting 

tolerance errors and explored the implementation of differential privacy technique in a blockchain 

system in order to prevent information on blocks from data mining-based attacks. 
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K. Gai et al. [60] gives the rapid increase in the volume of data generated from connected devices 

in Industrial Internet of Things (IIoT) paradigm, opens up new possibilities for enhancing the 

quality of service for the emerging applications through data sharing. However, security and privacy 

concerns (e.g, data leakage) are major obstacles for data providers to share their data in wireless 

networks. The leakage of private data can lead to serious issues beyond financial loss for the 

providers. In this paper, design a blockchain empowered secure data sharing architecture for 

distributed multiple parties. Then, formulate the data sharing problem into a machine learning 

problem by incorporating privacy-preserved federated learning. The privacy of data is well 

maintained by sharing the data model instead of revealing the actual data. Finally, integrate 

federated learning in the consensus process of permissioned blockchain, so that the computing work 

for consensus can also be used for federated training. Numerical results derived from real-world 

datasets show that the proposed data sharing scheme achieves good accuracy, high efficiency and 

enhanced security.  

 

Figure 2.31 Working mechanism of IIoT based method [60] 

 

Figure 2.31 shows the working mechanism, nearby super node SNreq first searches permissioned 

blockchain to check whether the request has been processed before. If there is a hit, the request will 

be forwarded to the node that has cached the results towards request Req. The cached results are 

then sent to the requester as a reply. Otherwise, for a new data sharing request, the multi-party data 

retrieval process is executed to find the related parties according to the registration records. These 

parties as committee nodes which are responsible for driving the consensus in permissioned 

blockchain. 

It consists of permissioned blockchain module and federated learning module. Permissioned 

blockchain establishes secure connections among all the end IoT devices through its encrypted 

records, which is maintained by the entities equipped with computing and storage resources, named 

super nodes, such as Base Stations (BS) and Road Side Unites (RSUs). Having two types of 
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transactions has been permissioned blockchain: retrieval transactions and data sharing transactions. 

For the privacy concerns and due to storage limitation, use permissioned blockchain only to retrieve 

the related data and manage the accessibility of data, instead of to record the raw data. Moreover, 

permissioned blockchain records all the sharing events of data, which can trace the use of data for 

further audit in this paper, the problem of privacy-preserving data sharing in decentralized multiple 

parties. Due to the constrained resources of edge users and their privacy concerns, share the 

federated data model learned over decentralized multiple parties instead of the original data. The 

data model contains valid information towards the requests and minimized private data of 

participants. 

 

Y. Lu et al. [61] present a secure and efficient data management framework, named ‘Edge Medi 

Chain’, for sharing health data. The Ethereum-based testbed evaluations show the effectiveness of 

Edge Medi Chain in terms of execution time with a reduction of nearly 84.75% for 2000 concurrent 

transactions, higher throughput compared to a traditional blockchain and scalable ledger storage 

with a linear growth rate, by combining off-chain data storage and blockchain technologies in 

system provide a secure framework to fulfil the requirements of a healthcare data sharing ecosystem 

while also taking into account the network storage and computational resources, which meet the 

essence of blockchain and the overall capacity of edge computing. 

 

Figure 2.32 MIoT-Edge-Manager authentication procedure [61] 

 

In this method eases the management of the MIoT devices at scale by taking advantage of the PNs 

and the ENs deployment while also providing the required security needs for a healthcare 

ecosystem. The procedure is illustrated in figure 2.32, which depicts the workflow of authentication 

mechanism between the different components of the system. The first steps of the scheme are 1 and 

2, in which each patient registers with his own MioT devices via an HCA to get the pairs of public 

and private keys as well as the Ethereum accounts associated with the patient and his devices. Then 

comes step 3 and 4, in which the patient retrieves the properties and firmware hash of his devices 
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that sends in a transaction to the local mining pool via his PNusing the Device Registration () 

function defined in the MioT Edge-Manager smart contract. The ENs will verify the information 

provided (step 5 and 6) only then after its validation the patient can start sending his monitored 

health data to the edge-mining pool (step 7, 8, and 9) to be further processed locally. 

 

R. Akkaoui et al. [62] display a novel attribute revocation chain based on blockchain technology to 

achieve attribute revocation in Ciphertext-Policy Attribute-Based Encryption (CP-ABE). 

Meanwhile, Secret Sharing Scheme (SSS) is introduced to assist the data recovery. Specially, for 

the situation that a single ES is hijacked corresponding efficient detection mechanism and key 

updating policy to promise the subsequent security of the whole system. 

 

Y. Pu et al. [63] address the trust problem between data owners and cloud service providers a 

collaborative auditing blockchain framework for cloud data storage. In this framework, all 

consensus nodes substitute for the single third-party auditor to execute auditing delegations and 

record them permanently, thereby preventing entities from deceiving each other. Security analysis 

shows that the framework has advantage of preserving remote data integrity from various attacks. 

Performance analysis demonstrates that the framework is more functional and resource-friendly 

than existing schemes. A hierarchical auditing framework to combine RDA and blockchain, which 

makes all consensus nodes verify data operation records collaboratively and releases data owners 

from verification cost. 

As shown in figure 2.33, the framework contains four entities: private key generator (PKG), data 

owners (DOs), group managers (GMs) and CSPs. The PKG is governed by a fully-trusted authority 

which is responsible for setting public parameters for the whole system and generating key pairs 

for the GM. The DO is assumed to have limited communication, computation and storage resources. 

It generates and sends auditing challenges to the CSP on demand, meanwhile maintaining ACT to 

tracking changes of data blocks. As a member of 

 

Figure 2.33 The hierarchical CAB framework in cloud storage system [63] 
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DOs, the GM is collectively designated by a certain group of DOs. However, it is assumed to 

possess more resources than common DOs. The GM is responsible for maintaining the blockchain 

ledger for managed DOs and returning results to them when ledger is updated. The CSP provides 

DOs with significant storage space and computation capability. It is also responsible for storing the 

chain of blocks, while responding proofs to auditing challenges. 

P. Huang et al. [64] provides a feasible solution for security and privacy concerns, data 

inconsistency, timely access to the right records across multiple healthcare facilities challenges by 

utilizing the unique features of blockchain, a distributed ledger technology which is considered 

‘unhackable’. Utilizing the smart-contract feature, which is a programmable self-executing protocol 

running on a blockchain, a blockchain model to protect data security and patients’ privacy, ensure 

data provenance and provide patients full control of their health records. By personalizing data 

segmentation and an ‘allowed list’ for clinicians to access their data, this design achieves patient-

centric HIE. After that conducted a large-scale simulation of this patient-centric HIE process and 

quantitatively evaluated the model’s feasibility, stability, security and robustness. 

 

Y. Zhuang et al. [65] explains the Internet of things (IoT) changed our lives with a huge amounts 

of data production. Due to source-limited IoT devices, one of the best ways to process the data is 

the cloud storage. However, a series of security and privacy issues arise, such as illegal data access, 

data tampering and privacy leak. Though symmetric encryption can guarantee the data 

confidentiality, it cannot realize fine-grained data sharing and searching. The keyword-based 

searchable attribute-based encryption (KSABE) can achieve the data confidentiality and fine-

grained access control. More importantly, it realizes keyword-based search for data users. However, 

the heavy decryption computation burden and the management of massive user keys appear when 

implement ABE schemes to IoT. Author proposes a blockchain-aided searchable attribute-based 

encryption (BC-SABE) with efficient revocation and decryption. Where the traditional centralized 

server is replaced with a decentralized blockchain system being in charge of the threshold parameter 

generation, key management and user revocation.  
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Figure 2.34 Blockchain based System Procedure [65] 

 

Data management system contains four participants presented as follows. It shows the basic 

procedures of scheme in shown in figure 2.34. 

1) Data Owner (DO): Any IoT devices can generate data. DOs are responsible for encrypting the 

data and generating indexes. All ciphertexts will be send to the cloud for storage. 

2) Data User (DU): DUs use their private identity keys to generate the half-baked token and send 

to the blockchain. After receiving the half decrypted ciphertext from the cloud, DU scan uses their 

private identity keys to fully decrypt the data. 

3) Blockchain (BC): The coalition blockchain used in our system is a peer-to-peer network 

composed by a set of preselected trusted consensus nodes, a data pool and a distributed ledge. BC 

is used to initialize the system public key, store user public identity keys, initialize user public 

decryption keys, generate key update messages and generate pre-decryption keys. Moreover, all 

consensus nodes work together to update the user revocation list. 

4) Cloud Server (CS): The cloud server is the storage center where we store the massive encrypted IoT 

data. Besides, the cloud is responsible for searching and pre-decrypting for users. 

      All revocation tasks are done by the blockchain and it is on longer necessary for ciphertext re-

encryption and key update. Moreover, users utilize the coalition blockchain to generate partial 

tokens. Besides, the cloud server contained in the scheme not only stores the massive encrypted 

data, but also performs search and pre decryption for users who only require one exponentiation in 

the group G to decrypt fully. Security analyses prove that this scheme realizes the security under 

the chosen plaintext attack and the chosen keyword attack. The simulated results show that the 
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decryption and token generation cost of our scheme are preferable. The ultimate goal is to design a 

secure and efficient system of data sharing in this research, while author addresses the security issue 

with the assistance of the blockchain, a practical problem remains to be solved: how to pay data 

users who shared their personal data with commercial organizations. 

 

S. Liu et al. [66] propose an optimization scheme based on the cloud to ease the storage pressure of 

peers in blockchain. This problem is model and converted into a multi-objective optimization 

problem by considering storing parts of blocks in the cloud. Authors use the algorithm NSGA-C 

(nondominated sorting genetic algorithm with clustering) to solve the problem and compare it with 

NSGA-II (genetic algorithm for nondominant sequencing with elite strategy) and NSGA-III 

(genetic algorithm using reference-point-based nondominated sorting approach) which both add 

integer constraints to decision variables. The results show that the method is better than them in 

terms of local space occupancy. a scheme which aimed to address the challenges of blockchain 

storage, that is, storing parts of blocks in the cloud. The issues as a multi objective optimization 

problem aiming to solve the number of blocks Mi stored in the cloud for each peer. 

 

M. Xu et al. [67] describes Smart-Health (SHealth) is a private blockchain hosted and maintained 

by different entities that comprise the health management system. This private blockchain is a 

concatenated database, distributed ledger, that contains the records of all users and is securely 

accessible and available to all entities in the system as well as nodes. Each user in the system has a 

unique and private cryptographic key that is maintained by an application, a wallet installed on the 

user's smart phone or tablet. With this cryptographic feature, the wallet enables the user to access 

his records in a read mode without the need to obtain any consent from other nodes. In SHealth 

there are two types of nodes, a health provider and a health partner. A health provider is a licensed 

node in the system that offers medical services. On the other hand, a partner is a node such as a 

health insurance provider that provides the means of record keeping. The user in SHealth grants 

access using his wallet to provider nodes that request his records. In case a new medical entry has 

to be appended to the user's records in the system by a provider node, both of the user and his 

partner, i.e., a health insurance node, must jointly approve the new entry. Each node in SHealth, a 

provider or a partner must obtain a complete updated copy of the blockchain. Moreover, each node 

has its own address that represents its identity in the system which is consequently derived from its 

own private cryptographic key. 

 

M. Zghaibeh et al. [68] constructing globally distributed file systems (DFS) has received great 

attention. Traditional Peer-to-Peer (P2P) distributed file systems have inevitable drawbacks such as 
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instability, lacking auditing and incentive mechanisms. Thus, Inter-Planetary File System (IPFS) 

and Swarm, as the representative DFSs which integrate with blockchain technologies becoming a 

new generation of distributed file systems. Although the blockchain-based DFSs successfully 

provide adequate incentives and security guarantees by exploiting the advantages of blockchain, a 

series of challenges, such as scalability and privacy issues are also constraining the development of 

the new generation of DFSs. Mainly focusing on IPFS and Swarm, this paper conducts an overview 

of the rationale, layered structure and cutting-edge studies of the blockchain-based DFSs. 

Furthermore, identify their challenges open issues and future directions. Anticipate that this survey 

can shed new light on the subsequent studies related to blockchain-based distributed file systems 

on one hand, regarding big data storage, IPFS and Swarm can store data with their decentralized 

and secure characteristics. 

 

H. Huang et al. [69] have developed Traffic Chain, a secure and privacy-preserving decentralized 

traffic information collection system. In particular, designed a two-layer blockchain architecture for 

efficient communication and block updating in Traffic Chain. Besides, a privacy-preserving scheme 

has been devised to protect users' identities and driving routes. Moreover, considered two critical 

kinds of attacks, i.e., Byzantine and Sybil attacks in Traffic Chain and developed novel deep 

learning-based schemes to defend against them. Simulation results show that Traffic Chain is both 

resilient to those attacks and efficient in generating new blocks. 

 

Figure 2.35 Local and global chain-based System Procedure [69] 

 

Authors proposed a two-layer blockchain architecture for Traffic Chain, which includes local chains 

and a global chain as shown in figure 2.35, there is a local chain for each road segment. All the 

vehicles passing down a road segment will report their individual passing time cost to the 

corresponding local chain. The local miners compete through Proof-of-Work (PoW) to determine 

who gets to write the next block containing all the reports from the vehicles. The winning local 

miner will broadcast the new block to all the miners on the local chain and those on the global chain. 

After receiving the blocks from the local chains, the global miners employ PoW as the consensus 
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protocol to determine who ‘mines’ the next block containing the traffic status of the city and all the 

reports from the local miners. The traffic status is obtained based on the local reports. 

 

Q. Wang et al. [70] in, a fair and privacy-preserving DDoS information exchange platform, namely 

SOChain using a consortium blockchain. Trust issues can be overcome on this platform by smart 

contracts and the incentive problem can be tackled using a virtual DDoS-coin. The more DDoS 

information an SOC contributes, the more DDoS−coin the collaborator earns. Moreover, SOChain 

addressed the validity of the input data by urging ISP companies serving as data verifiers to confirm 

abnormal network traffic. Since the smart contracts content was transparent, developed a novel 

dual-level Bloom filter to protect the privacy of the uploaded and purchased DDoS information. 

Ensured the confidentiality using a Diffie Hellman key-exchange protocol and symmetric 

encryption, the integrity using a signature method and the availability using a P2P file-sharing 

protocol. Extensive performance and security analyses showed that SOChain is a good candidate 

for a decentralized DDoS information-exchange platform. In addition, the decentralized oracle 

service can be further improved to prevent potential malicious behaviors in advance. 

 

Figure 2.36 System Architecture [70] 

 

The system architecture is shown in figure 2.36 and composed of four components. 

1) Smart contract: These are the primary programs deployed and executed on the Ethereum 

blockchain network, which are responsible for controlling the entirety of the flow on this platform. 

2) Swarm: This is a distributed P2P storage system embedded in Ethereum system adopts swarm to 

store the files of the encrypted DDoS IP lists. 

3) SOC: This center monitors and analyzes the security issues at organizational and technical levels. 

On platform, each SOC acts as a node in the consortium blockchain. An SOC can play three roles: 

1) uploader U that uploads DDoS information to earn reputation points and DDoS-coin;  

2) buyer B that wants to query whether a suspicious IP exist in previous DDoS-attack IP lists 
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stored in SOChain; and  

3) data verifier V that checks the validity of the uploaded DDoS information by confirming the 

abnormal network traffic of an uploaded IP address. 

4) Decentralized Oracle Service: These are special roles in a blockchain that are responsible for 

listening to events issued from smart contracts and performing encryption/decryption operations on 

behalf of the smart contracts to realize improved privacy protection. To avoid single point failure 

or malicious oracle problems the decentralized oracle service was introduced. 

 

L. Y. Yeh et al. [71] gives as the extension of cloud computing and a foundation of IoT, fog 

computing is experiencing fast prosperity because of its potential to mitigate some troublesome 

issues such as network congestion, latency and the local autonomy. However, privacy issues and 

the subsequent inefficiency are dragging down the performances of fog computing. The majority of 

existing works hardly consider a reasonable balance between them while suffering from poisoning 

attacks. To address the aforementioned issues, a novel blockchain-enabled federated learning (FL-

Block) scheme to close the gap. FL-Block allows local learning updates of end devices exchanges 

with blockchain-based global learning model, which is verified by miners. Built upon this, the FL-

Block enables autonomous machine learning without any centralized authority to maintain the 

global model and coordinate by using a PoW consensus mechanism of blockchain. Furthermore, 

analyze the latency performance of FL-Block and further derive the optimal block generation rate 

by taking communication, consensus delays and computation cost into consideration. Extensive 

evaluation results show the superior performances of FL-Block from the aspects of privacy 

protection, efficiency and resistance to poisoning attack. 

 

 

Figure 2.37 Blockchain-Enabled Federated Learning Diagram [71] 

 

As shown in figure 2.37, the FL-Block operation of the end device Vi at the l-th epoch. The contributions 

of this work are summarized like; 

Decentralized Privacy: By integrating blockchain with federated learning, FL-Block enables 
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decentralized privacy protection and prevent single point failure in fog computing scenario. In 

addition, blockchain could provide incentives to federated learning participants. 

Poisoning Attack Proof: Poisoning attacks can be eliminated because central authority is replaced 

by a novel blockchain system which provides nontempering feature. The protection mechanism is 

further enhanced due to the elimination of poisoning attacks. 

High Efficiency: Two important characteristics jointly contribute to high efficiency. The first one 

is federated learning only requires the exchange of training updates. The other one is only the 

pointer is saved on blockchain while the associated data is saved in an off-chain distributed hash 

table. 

      In this model, only the services have full control over the sensitive data. An adversary can hardly 

pretend to be an end device or corrupt the whole network since the blockchain is fully decentralized. 

In addition, digital signatures are required for model updates. Therefore, adversaries are not able to 

fabricate digital signatures or take control of the majority of the network (over 50%). Furthermore, 

an adversary cannot poison the data because it is stored off-chain rather on the public ledger. There 

are only pointers information encrypted with a hash function inside a public ledger. 

 

Y. Qu et al. [72] explain the General Data Protection Regulation (GDPR) gives control of personal 

data back to the owners by appointing higher requirements and obligations on service providers 

who manage and process personal data. As the verification of GDPR compliance, handled by a 

supervisory authority is irregularly conducted; it is challenging to be certified that a service provider 

has been continuously adhering to the GDPR. Furthermore, it is beyond the data owner’s capability 

to perceive whether a service provider complies with the GDPR and effectively protects her 

personal data. This motivates to envision a design concept for developing a GDPR-compliant 

personal data management platform leveraging the emerging blockchain and smart contract 

technologies.  

      The goals of the platform are to provide decentralised mechanisms to both service providers and 

data owners for processing personal data; meanwhile, empower data provenance and transparency 

by leveraging advanced features of the blockchain technology. The platform enables data owners 

to impose data usage consent, ensures only designated parties can process personal data and logs 

all data activities in an immutable distributed ledger using smart contract and cryptography 

techniques. By honestly participating in the platform a service provider can be endorsed by the 

blockchain network that it is fully GDPR-compliant; otherwise, any violation is immutably recorded 

and is easily figured out by associated parties. Demonstrate the feasibility and efficiency of the 

proposed design concept by developing a profile management platform implemented on top of the 

Hyperledger Fabric permissioned blockchain framework following by valuable analysis and 
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discussion. A design concept for a GDPR-compliant BC-based personal data management platform 

is proposed. Following the guidelines from the design concept including system architecture, ledger 

data models and SC functionalities, a BC-based platform is implemented on top of the HLF 

framework. The platform interplays among an honest RS, a social networking SP, DPs and DSs 

ensuring that all processing activities over profile data stored in the RS are compliant with the 

GDPR. The feasibility and effectiveness of the design concept are therefore, successfully 

demonstrated.  

 

 

Figure 2.38 Federated Learning Diagram [72] 

 

A conceptual model of the proposed platform is illustrated in figure 2.38. The inclusive idea is that 

mechanisms which are related to GDPR compliance are ported to a BC network from a traditional 

centralized server. In particular, the Authorisation and Authentication, IdMand Access Control; and 

Logging and Provenance components are implemented in the form of SCs deployed in a BC 

network. 

If a BC framework offers Turing-completeness (e.g., Ethereum and Hyperledger Fabric), GDPR-

related mechanisms can be conveyed by SCs. As depicted in figure 2.40, all activities on personal 

data are authenticated and authorized by the proposed BC platform (step 1 and 2). The BC, playing 

as a role of a delegated authentication and authorisation server, issues an access token as “proof of 

permission” showing that a party has been granted to access a particular dataset. An authorized SP 

receives the access token (step 2) and use it to request desired data from the RS (step 3). The RS 

interacts with the BC platform to validate the granted access (step 4 and5) before returns the 

requested data (step 6). The validation ensures the granted access is still valid and honestly used by 

the corresponding authorised party. 

      Authors will deploy the design concept in a public BC (e.g., Ethereum) with an RS using distributed 

storage (e.g., IPFS, BigchainDB or Storj). In this regard, the RS is not trustworthy as some storage 

nodes might be malicious. Thus, more mechanisms need to be implemented to resolve the lack of a 
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trusted centralized RS. As a reward, the system is truly decentralized another work is to develop a 

fine-grain expressive data usage policy using a policy language instead of a simple ACL as in the 

demonstration. A policy generator deployed in SCs that autonomously acquires data usage policy 

depending on specific contexts is also a promising research direction. Additionally, pricing and 

incentive models for the cost of data storage and BC operations should be carried out to finalize a 

complete system. 

 

N. B. Truong et al. [73] shows the fast development of IoT technologies, IoT big data and its 

applications are getting more and more useful, however, traditional IoT data management is fragile 

and vulnerable, once the gathered data is untrusted or the stored data is tampered deliberately from 

the internal users or attacked by external hacker then the tampered data has serious problem to be 

utilized. To solve the problems of trust and security of IoT big data management, in this paper, 

describes a permissioned-blockchain-based decentralized trust management and secure usage 

control scheme of IoT big data (called BlockBDM), upon which all the data operations and 

management such as data gathering, invoking, transfer, storage and usage are processed over the 

blockchain smart contract. To encourage IoT client supplies high quality content, they designed 

public-blockchain-based tokens reward mechanism for high quality data supply contribution. The 

data processing and usage procedure can be recorded in a cryptography-signed and merkle-tree-

based transaction(s) and block(s) with high-level security in a global and distributed ledger with 

tamper-resistance. And for data utilization and consumption, secure usage control for digital rights 

management and token-based data consumption approach of high value data from being violated or 

spread without any limitation. They implemented the BlockBDM scheme based on public and 

permissioned blockchain for IoT big data management. Finally, large amount of evaluation 

manifested that the proposed BlockBDM scheme is feasible, secure and scalable for decentralized 

trust management of IoT big data as mentioned, to build up a flexible and scalable architecture of 

the big data management, the mixed blockchain-based big data management architecture: 

     (1) The permissioned-blockchain provides trust management and security proof of the big 

data gathering source, data integrity and usage history. 

     (2) The public blockchain provide a token-economics mechanism for big data content 

providing and consumption. 

     (3) The content encryption and usage control for big data conditional access. The 

hierarchical architecture of blockchain-based big data management is also described. 

 

M. Zhaofeng et al. [74] design of blockchain based system, namely MedChain, for managing 

medical records is proposed. MedChain is designed to improve the current systems as it provides 
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interoperable, secure and effective access for medical records by patients, health care providers and 

other third parties, while keeping the patients’ privacy. MedChain employs timed-based smart 

contracts for governing transactions and controlling accesses to electronic medical records. It adopts 

advanced encryption techniques for providing further security. This work shows a new incentive 

mechanism that leverages the degree of health providers regarding their efforts on maintaining 

medical records and creating new blocks. Extensive experiments are conducted to evaluate the 

MedChain performance, and results indicate the efficiency of our proposal in handling a large 

dataset at low latency. 

The primary contributions of this work are fourfold: 

• Provide a complete analysis regarding how the proposed MedChain system and the timed-

based smart contracts can interact with the various demands of health providers, patients and 

third parties. 

• Demonstrate how the address longstanding issues of privacy and security in the healthcare 

industry. 

• An incentive mechanism that aims at evaluating the degree of health providers regarding 

their work in maintaining EMRs which in turn will enhance data quality for EMRs. 

• Conduct extensive experiments to evaluate the performance of proposed frameworks on 

various aspects, including throughput, response time, and communication overhead. 

This framework employs the hashing methods, i.e. SHA-256, to ensure data integrity. MedChain 

keeps a hash value of the link that will be created during the record’s issue to access the EMR in 

the blockchain instead of keeping the link itself. To access a record, the encrypted query link will 

be sent over HTTPS to the associated participant who has access rights. Therefore, its hash value 

stored in the blockchain ensures that no alterations have been made outside the BC during the 

transfer as the value of the hash is unique to the original document. For further security, MedChain 

will store the query link, the key and the EMRs in different locations. Privacy is maintained in the 

MedChain by employing timed-based smart contracts for governing transactions. Security and 

access control are maintained by the adoption of advanced encryption and authentication techniques 

throughout the blockchain. Interoperability, auditability and accessibility are provided by the use of 

comprehensive logs. For crating, validation and appending new block, the system employs a new 

incentive mechanism integrated with the Proof of Authority (PoA) consensus algorithm. 

E. Daraghmi et al. [75] says Online Social Networks (OSNs) are becoming more and more prevalent 

in people’s life, but they face the problem of privacy leakage due to the centralized data management 

mechanism. The emergence of distributed OSNs (DOSNs) can solve this privacy issue, yet they 

bring inefficiencies in providing the main functionalities, such as access control and data 

availability. In this article, view of the above-mentioned challenges encountered in OSNs and 
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DOSNs, exploit the emerging blockchain technique to design a new DOSN framework that 

integrates the advantages of both traditional centralized OSNs and DOSNs. By combining smart 

contracts, use the blockchain as a trusted server to provide central control services. Meanwhile, 

separate the storage services so that users have complete control over their data. In this experiment, 

they use real-world data sets to verify the effectiveness of the framework. 

 

Figure 2.39 Overview of the BCOSN ’s architecture [75] 

 

In the BCOSN, these two services are separated. Specifically, the BCOSN consists of three 

layers:the blockchain layer is responsible for control service, the storage layer provides the storage 

service, and the application layer serves as an entrance for the user to interact with the blockchain 

layer and the storage layer. figure 2.39 shows the architecture of their work. 

 

2.12 Summary and Discussion 

 

The main contributions of this article are as follows. 1) We develop a DOSN framework called the 

Blockchain based decentralized OSN (BCOSN). In addition to being able to ensure data privacy 

and data integrity of users, it can also achieve verifiable user identity, news feed notification, and 

convenient friend recommendation. 2) We develop two smart contracts to implement some 

functionalities provided by the central server in the traditional OSN, which are more difficult to 

achieve in the existing DOSNs. 3) We verify the feasibility of the proposed framework by 

implementing a software prototype based on Ethereum with the real-world data sets. The 

experimental results show the effectiveness of the proposed BCOSN and verify that the friend 

recommendation can be implemented. Mainly explain just summery of how to implement smart 

contracts on the blockchain to provide a trusted and secure decentralized server for the BCOSN. 

Specifically, two smart contracts to accomplish this objective: user register contract (URC) and user 

management contract (UMC).  

 

A user’s information is stored in the blockchain and divided into two parts: basic information and 

detailed information. The basic information, which consists of a user name, an identity, a master 

public key, a token, and a UMC address, is stored in the global URC. The detailed information, 

including a friend information list and a post list, is stored in the UMC and will be updated when 
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adding new friends or posting new messages. It is worth noting that when a user registers in the 

URC, an UMC will also be created simultaneously. In the next section, we discuss several 

limitations of the BCOSN. First, the encrypted user profiles are permanently stored in the 

blockchain, which may not fully comply with some current regulations. In this regard, one possible 

solution in the future is to store user data in the blockchain anonymously rather than 

pseudonymously. Second, the security of the blockchain itself also needs to be concerned. When 

the majority of the computing power is concentrated in a group, they can attack the blockchain and 

the application deployed in the blockchain, which is usually called 51% attack. However, the cost 

of such attacks is very expensive, and there are already relevant studies. Third, it is a bit expensive 

to implement the BCOSN in the existing blockchain platforms. The specific applications based on 

the proposed BCOSN may adopt different business models to decide whether users should bear the 

cost. The applications can choose to let users bear the cost of motivating miners so that the users 

can enjoy a more secure and more private service. The applications can also let users bear lower 

cost and even no cost so that the applications can attract more users and then make profits through 

advertising or other means. 

Finally, the BCOSN is also affected by the inherent efficiency of existing blockchains. There are 

two ways to accommodate this issue. First, we may resort to a faster blockchain, such as  

enterprise operation system (EOS), which aims to support industrial-scale decentralized 

applications more efficiently and economically. Second, for the BCOSN, it is more suitable to build 

an independent blockchain network that is entirely made up by the users of the applications. This 

blockchain network can be deployed with some customized distributed consensus algorithms and 

incentive mechanisms for OSNs. 
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CHAPTER - 3 

System Description of Blockchain in Big Data 

 

3.1  Overview  

In this section we will Introduce block chain technology, its computational techniques in detail 

and compares several block chain types and platforms including, Ganache, Hyperledger Fabric 

and IPFS. It also mentioned Hyperledger Fabric, Block chain for the efficient storage of and 

access to records. Hyperledger Fabric technologies are at the for front of the future block chain 

industry where data privacy, data security, scalability and data integrity are the dominant factors 

in the privacy preservation environment. To demonstrate their comparative performance and 

efficiency several studies need to be employed. This chapter concludes with the solution that, 

since the block chain field carries confidential and sensitive information, Hyperledger Fabric 

permissioned block chain is a better solution and IPFS as the distributed storage as it can be the 

future Internet. 

Blockchain is a shared, immutable ledger that facilitates the process of recording transactions 

and tracking assets in a business network. An asset can be tangible (a house, car, cash, land) or 

intangible (intellectual property, patents, copyrights, branding). Virtually anything of value can 

be tracked and traded on a blockchain network, reducing risk and cutting costs for all involved. 

Business runs on information. The faster it’s received and the more accurate it is, the better. 

Blockchain is ideal for delivering that information because it provides immediate, shared and 

completely transparent information stored on an immutable ledger that can be accessed only by 

permissioned network members. A blockchain network can track orders, payments, accounts, 

production and much more. And because members share a single view of the truth, you can see 

all details of a transaction end to end, giving you greater confidence, as well as new efficiencies 

and opportunities. 

 

3.2 Types of Blockchains 

There are several ways to build a blockchain network [101]. They can be public, private, 

permissioned or built by a consortium. 

 

3.2.1 Public blockchains 

A public blockchain is one that anyone can join and participate in, such as Bitcoin. Drawbacks 

might include substantial computational power required, little or no privacy for transactions, and 
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weak security. These are important considerations for enterprise use cases of blockchain.  

 

3.2.2 Private blockchains 

A private blockchain network, similar to a public blockchain network, is a decentralized peer-

to-peer network. However, one organization governs the network, controlling who is allowed to 

participate, execute a consensus protocol and maintain the shared ledger. Depending on the use 

case, this can significantly boost trust and confidence between participants. A private blockchain 

can be run behind a corporate firewall and even be hosted on premises. 

 

3.2.3        Hybrid blockchains 

Also sometimes known as hybrid blockchains, permissioned blockchain networks are private 

blockchains that allow special access for authorized individuals. Organizations typically set up 

these types of blockchains to get the best of both worlds, and it enables better structure when 

assigning who can participate in the network and in what transactions. 

 

3.3 Blockchain Platforms 

Blockchain platforms are emerging platforms and, at this point, nearly indistinguishable in some 

cases from core blockchain technology [101]. They are being used for generalized distributed 

value exchange, consisting of an expanding list of cryptographically signed, irrevocable 

transactional records shared by all participants in a network. Each record contains a time stamp 

and reference links to previous transactions. It is a decentralized state transition machine that 

manages the life cycle of digitalized assets and immutably records operations in a distributed 

ledger [99],[100]. A digitalized asset can be any object with explicit or implicit value (such as 

digital currencies, securities, precious metals, commodities, materials, identity, credentials, 

patient health records). Blockchain platforms allow the development of blockchain-based 

applications. They can either be permissioned or permissionless. Ethereum, Hyperledger, R3, 

Ripple, and EOS are a few names that have built blockchain frameworks, allowing people to 

develop and host applications on the blockchain. 

 

3.4   Blockchain Storage Systems 

Blockchain storage is a way of saving data in a decentralized network, which utilizes the unused 

hard disk space of users across the world to store files 

 

3.4.1 Off-Chain 

off-chain transactions deal with "values that are outside the Blockchain and can be completed 
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using a number of methods." Both parties must agree about the transfer, then, another party 

comes in to validate the transaction. Even coupon-based transactions can be implemented by 

leveraging the off-chain method. The parties or the individuals who are involved in the 

transaction must buy the coupons as an exchange for the cryptocurrency and share the details to 

the third party who claims them. Any sort of transaction which is conducted by off-chain is quite 

fast and instantaneous without the higher fees of on-chain transactions. 

 

3.4.2 On-Chain 

These transactions are valid when transacted on the public ledger. They involve many 

participants verifying transactions and the validations signatures from all participants need to be 

an exact match in order for that transaction to be considered valid. While the specifics of each 

transaction are published on the public blockchain for inspection so that they cannot be changed 

or reversed back, it may take more time compared to that of off-chain transactions. Also, in 

addition to this, there is very likely potential that the transaction costs could be expensive, 

because of which members may prefer the off-chain system. 

 

3.5 Hyper ledger Fabric: A Permissioned Blockchain 

Permissioned blockchains have evolved as an alternative to open blockchains to address the need 

for running blockchain technology among a set of known and identifiable participants that are 

required to be explicitly admitted to the blockchain network. The concept behind permissioned 

blockchains is particularly interesting in business applications of blockchain technology and 

distributed ledgers, in which the participants require some means of identifying each other while 

not necessarily fully trusting each other. 

In the world of business, permissioned blockchain systems often come across critical 

requirements (from a practical and regulatory perspective) for transactional security and privacy 

of business logic that is put on a shared ledger. In addition, commonly enterprise-purposed 

permissioned ledgers need to meet certain performance and scalability standards and/or comply 

with different cryptographic standards and practices, ultimately calling for modularity of crypto 

components. Fabric is an open-source project under the umbrella of Hyperledger, a consortium 

hosted by Linux Foundation aiming to offer an enterprise-level permissioned block-chain 

platform. Fabric deals with all the aforementioned challenges, while offering support for 

execution of distributed applications (i.e., smart contracts or chain codes in Fabric parlance) in 

general-purpose programming languages. 

Technically, Fabric is a framework for executing (potentially non-deterministic) distributed 

applications in an untrusted environment. Fabric introduces execute-order-validate distributed 
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execution paradigm, which effectively splits the traditional execution into pre-consensus (i.e., 

pre-ordering) execution and post-consensus validation. This separation facilitates a flexible trust 

model for execution of its smart contracts, also known as chain-codes, that is not impacted by 

the trust model considered by the underlying consensus mechanism. Beyond its novel replication 

approach, Fabric is best defined by the following features, which are novel in the blockchain 

context: 

A pluggable ordering service with multi-channel enablement. That is, Fabric supports state 

partitions, with each partition implementing total order semantics. Ordering service nodes 

(called orderers) impose total order on state updates (produced in the execution phase) using 

distributed consensus. The operation of orderers is logically decoupled from peers who execute 

chain-code and maintain the distributed ledger state. The consensus modularity goes beyond the 

possibility of plugging different ordering protocols in the byzantine fault-tolerant model [1], as, 

depending on the use case, different failure models can be assumed for orderers, such as simple 

crash fault-tolerant model or, in future, the recently proposed XFT fault model [2]. A flexible 

trust model for chain-code execution. A chain-code’s deployers can specify the entities (or 

combination of entities) that should be trusted to execute the deployed chain code on a given 

channel. Chain code deplorers specify these entities by means of a policy, also referred to as 

endorsement policy, and can be completely independent from trust assumptions governing the 

ordering of transactions or the execution of other chain-codes. Parallelisation of chain-code 

execution, as not all chain-codes need to execute on all nodes. 

A modular and easily extensible membership framework. This constitutes the foundation of the 

permissioned nature of Fabric. Namely, as permissioned blockchains need to manage node (i.e., 

client, peer, orderer) identities, and access rights, membership services are a critical component 

of permissioned block-chains. Fabric allows for the definition and use of one or more 

membership abstractions, called membership service providers, each aiming to reflect an 

architecturally different membership management service, which is independent and securely 

reconfigurable. The default type of membership module supported by Fabric is compatible with 

X.509 certificates which are widely used by existing business membership systems. An access 

control enforcement mechanism to govern channel creation, channel participation, and 

administration, chain-code deployment, and chain-code execution. 

A highly efficient block dissemination mechanism from the ordering service to peers to ensure 

the system is able to sustain high volumes of peers, and transactions. A novel, two-phase smart-

contract (or chain code) deployment mechanism, to ensure that a maximum of one instance of a 

certain chain code runs on each peer even if it is used to serve multiple channels [98]. 
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3.6   Hyperledger Fabric Network 

A Fabric permissioned blockchain network is a technical infrastructure that provides ledger 

services to application consumers and administrators. In most cases, multiple organizations 

come together as a consortium to form the network and their permissions are determined by a 

set of policies that are agreed to by the consortium when the network is originally configured. 

Moreover, network policies can change over time subject to the agreement of the organizations 

in the consortium. 

This document will take the decisions that organizations will need to make to configure and 

deploy a Hyperledger Fabric network, form channels to transact within the network, and how to 

update those decisions within the life of the network, also learn how those decisions are 

embedded in the architecture and components of Hyperledger Fabric. 

A network consists of following components:  

• Ledgers (one per channel – comprised of the blockchain and the state database) 

• Smart contract(s) (aka chain code) 

• Peer nodes 

• Ordering service(s) 

• Channel(s) 

• Fabric Certificate Authorities 

• Consumers of Network Services 

• Client applications owned by organizations 

• Clients of Blockchain network administrators 

The Fabric Certificate Authority (CA) issues the certificates for organizations to authenticate to 

the network. There can be one or more CAs on the network and organizations can choose to use 

their own CA. Additionally, client applications owned by organizations in the consortium use 

certificates to authenticate transaction proposals, and peers use them to endorse proposals and 

commit transactions to the ledger if they are valid. 

The explanation of the diagram is as follows: There is a Fabric Network N with network policy 

NP1 and ordering service O. Channel C1 is governed by channel policy CP1. Channel C1 has 

been established by consortium RARB. Channel C1 is managed by ordering service O and peers 

P1 and P2 and client applications A1 and A2 have been granted permission to transact on C1. 

Client application A1 is owned by organization RA. Certificate authority CA1 serves 

organization RA. Peer P2 maintains ledger L1 associated with channel C1 and L2 associated 

with C2. Peer P2 makes use of chain code S4 and S5. The ordered nodes of ordering service O 

are owned by organization RD. 
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Figure 3.1 Fabric Certificate Authority 

 

The network is created from the definition of the consortium including its clients, peers, 

channels, and ordering service(s). The ordering service is the administration point for the 

network because it contains the configuration for the channel(s) within the network. The 

configurations for each channel include the policies for the channel and the membership 

information (in this an example X509 root certificates) for each member of the channel 

 

Figure 3.2 Architecture of the consortium 

 

A consortium is comprised of two or more organizations on the network. Consortiums are 

defined by organizations that have a need for transacting business with one another and they 

must agree to the policies that govern the network. 
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Figure 3.3 Connects the components of the network 

 

A channel is a communication means used to connect the components of the network and/or the 

member client applications. Channels are created by generating the configuration block on the 

ordering service, which evaluates the validity of the channel configuration. Channels are useful 

because they allow for data isolation and confidentiality. Transacting organizations must be 

authenticated to a channel in order to interact with it. Channels are governed by the policies they 

are configured with. 

 

Figure 3.4 Multiple peer nodes on channels within the network 

 

Peers are joined to channels by the organizations that own them, and there can be multiple peer 

nodes on channels within the network. Peers can take on multiple roles: 

Endorsing peer – defined by policy as specific nodes that execute smart contract transactions in 

simulation and return a proposal response (endorsement) to the client application. 

Committing peer – validates blocks of ordered transactions and commits (writes/appends) the 

blocks to a copy of the ledger it maintains. 

Because all peers maintain a copy of the ledger for every channel to which they are joined, all 

peers are committing peers. However, only peers specified by the endorsement policy of the 

smart contract can be endorsing peers. A peer may be further defined by the roles below: 
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Anchor peer – defined in the channel configuration and is the first peer that will be discovered 

on the network by other organizations within a channel they are joined to. Leading peer – exists 

on the network to communicate with the ordering service on behalf of an organization that has 

multiple peers. 

 

Figure 3.5 Multiple peer nodes on channels within the network with leading peer 

 

3.7   Interplanetary File System (IPFS) 

IPFS provides a peer-to-peer (P2P) distributed storage structure wherein large volumes of medical 

records can be stored easily IPFS also creates a hash of €les with high request frequency locally to 

ensure quick access next time. Furthermore, IPFS is a content-addressed block storage system with 

features such as high throughput, security with hash mapping of transactions and concurrent access 

of transactions by peers in the network. 

IPFS (Inter Planetary File System) is a proposed protocol that enhances HTTP [2]. We are entering 

the era of data distribution with new challenges like:  

•  Hosting petabytes of datasets  

• Computing large data across organizations 

•  High volume, high definition, on-demand, real-time streaming of data 

• Versioning and linking of massive datasets 

• Preventing accidental disappearances of important files 

• To tackle all these problems, HTTP does not provide a scalable solution. 

The origin of the IPFS protocol dates back to the time when the DHT (Distributed Hash Table) was 

created. The backbone of IPFS relies on the DHT protocol. It is a key value store that uses 

distributed technology to store data. Key distribution takes place among nodes using a deterministic 

algorithm. Each node is assigned a portion of the hash table and it stores only the assigned data in 

the hash table. It uses advanced routing algorithms for data retrieval. The main disadvantage of 

DHT is data integrity and privacy. Since every node does not have a copy of all the data stored on 

the network, downtime of specific nodes may lead to data loss or non-availability of data. Also, the 
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security of the data is compromised since data in the DHT nodes is not protected. 

Hence, Blockchain technology serves as an additional layer above DHT. In the Blockchain, copies 

of all the metadata of the files stored on the IPFS will be with every node. IPFS is a proposed 

replacement for the existing HTTP protocol. The exponential growth rate of the World Wide Web 

has caused HTTP to start showing its limitations. There is a need to reinvent the protocol.  

Following are some of the limitations of HTTP: 

1) HTTP is highly inefficient and costly: HTTP downloads a file from a single computer at a 

time, instead of getting segments from multiple computers simultaneously. With video 

delivery, a P2P approach has the ability to save 60% in bandwidth costs. IPFS allows 

distribution of high volumes of data, effectively. 

2) The web’s centralization limits opportunities: The Internet has been accelerating innovation 

and has levelled the playing field. However, the increasing unification of control is a threat to 

this model. 

3) Humanity’s history is deleted daily: IPFS stores a versioned history of files and makes it 

simple to set up robust networks for mirroring of data. 

4) Preservation of data integrity with Blockchain: Data tampering chances are incredibly high in 

the case of sensitive data. With the Blockchain middleware, data becomes immutable. Any 

attempt to change the metadata results in an invalid block, detecting the problem immediately 

5) IPFS helps solve a lot of problems on the modern web. It also solves a lot of problems for the 

new decentralized web! It turns out that by combining a blockchain with IPFS, we can 

timestamp much larger amounts of data than we’re able to using just the blockchain. 

When data is added to IPFS, the protocol returns a hash of the data that was just added. This hash 

is cryptographically guaranteed to be unique to the content. If the same content is added to IPFS 

again, the same unique hash will be returned. 

Content retrieval using IPFS works in the reverse. To retrieve content that has been stored on IPFS, 

the same cryptographic hash returned from the storage process is provided back to the IPFS 

network. Through this retrieval process, the requester of the content is cryptographically guaranteed 

to receive the same content that was initially uploaded to the IPFS network. 

In other words, IPFS allows us to store data and then later retrieve it, with the knowledge that our 

data wasn’t tampered with. That’s pretty powerful. 
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Figure 3.6 Inter Planetary File System 

 

3.8   Analysis of Blockchain 

Blockchain analysis is a process of investigating, classifying, and monitoring blockchain addresses 

and transactions to understand the activities of various actors on the blockchain [101]. Crypto 

businesses must deploy blockchain analysis solutions to be regulatory compliant and prevent the 

exposure of illicit funds to their businesses. 

Blockchain analysis solutions provide a full suite of transaction monitoring, risk assessment, and 

investigations tools. The core idea is to associate blockchain addresses with real-world identities 

and provide tools to analyze the transaction activities. The following are the primary functions of a 

blockchain analysis tool. 

Address Classification — One of the main applications of blockchain analysis software is to 

associate blockchain addresses with real-world identities. Without it, nothing will make sense; 

therefore, these tools apply multiple techniques to identify real-world entities on the blockchain. 

Transaction monitoring and Risk analysis — Monitor every transaction related to your businesses 

and assess risk based on the fund’s origin, money flow, and the history of sender or recipient wallets. 

Investigation tools — provide visualization tools to investigate transactions and blockchain 

addresses manually. 

Blockchain analysis Technology: Under the hood, the primary functions of blockchain analysis 

products, let’s also look at how these products achieve this functionality with technology. 

Classification and identification — Blockchain analysis tools use methods like clustering 

algorithms, web scraping, scam database monitoring, and dust attacks to understand the real-world 

identity of blockchain addresses. Clustering is the most common way using which analysis software 

identifies entities like exchanges, payment processors, wallets, etc. Risk analysis is performed by 

creating risk models and train them using machine learning to provide a risk score to every 

blockchain transactions. Risk models are based on multiple parameters such as transaction amount, 

the origin of funds, and money flow history. 
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The most important use case of blockchain analysis is in the regulatory space (RegTech). Crypto 

businesses and other financial institutions use blockchain analysis software to mitigate risk and 

become compliant. Blockchain analysis software helps in enforcing compliance by deploying risk 

mitigation and monitoring tools for virtual asset service providers. For example, a crypto exchange 

probably does not want a criminal to use its services to launder money or perform other illicit 

activities. 

Therefore, blockchain analysis tools monitor every transaction related to your business and analyze 

risk associate with those transactions. You can also set various rules and standards to accomplish 

your regulatory obligations based on your jurisdiction. 

 

3.9 Summary 

Different types of block chain found. Different block chain types are Private and public and 

hybrid blockchain. Hyperledger Fabric permissioned block chain is a good solution and IPFS as 

the fragment storage as it can be the future Internet. We discussed about block chain storage 

with its types like off chain and on chain. Fabric Certificate Authority issued the certificate to 

all clients which were connected to networks. Mentioned the different types of components of 

Fabric permissioned blockchain network.in blockchain analysis is a process to identify the 

different activities of various actors on the blockchain. 
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CHAPTER - 4 

Blockchain Technology & IPFS: ChainPPDM 

 

4.1 ChainPPDM Hyperledger Fabric 

A blockchain is a decentralised database of records or public ledger of all transactions or digital 

events that have been completed and shared among participants. A blockchain is a distributed ledger 

with an immutable cryptography calculation algorithm and consensus (like POW). Hyperledger is 

an open-source enterprise-grade permissioned distributed ledger technologies (DLT) platform that 

outperforms other prominent distributed ledger or blockchain platforms in terms of functionality 

[84]. Hyperledger textiles have a number of distinguishing characteristics. 

1. Modular configurable architecture  

2. Smart Contract 

3. Permission blockchain 

4. Pluggable consensus protocols. 

5. Privacy and confidentialities. 

Hyperledger computing model includes 6 tuples 

 𝑀 =  (Ǫ, 𝛴, 𝑇, 𝐶, 𝑞, 𝐹, 𝑃)                                                                                                    (1) 

Were, 

(1) Ǫ = {𝑞1, 𝑞2, 𝑞3−⋯𝑞} is finite set with finite status. 

(2) 𝛴 = {𝑝0, 𝑝1, 𝑝3 … ⋅ 𝑝𝑛} are members (organization or peers) of blockchain in finite time. 

(3) T = {𝑡1, 𝑡2, 𝑡3…𝑡𝑛} is status of transaction with members inputs. Transaction status will transfer 

one status to another status especially in blockchain system 

(4) C = {𝑐|𝑐 = 𝑓(𝑛1, 𝑛2, 𝑛3…𝑛𝑚 ;𝑠)}  is consensus set which provide trust amount all members. 

(5) 𝑞0 ∈ Ǫ  is genesis block of blockchain. It is first block of blockchain system 

(6) 𝑝 ∈ Ǫ is set of private data which accessible only by some members 

(7) 𝐹 ∈ Ǫ    is final set of output where input is given from various members of blockchain 

Hyperledger fabric general operation includes: 

 

∑hyperledger  =    𝑑𝑎𝑡𝑎𝑃𝑜𝑙𝑖𝑐𝑦, 𝑑𝑎𝑡𝑎𝐴𝑠𝑠𝑒𝑡𝑠, 𝑚𝑒𝑚𝑏𝑒𝑟𝐶𝑒𝑟𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑒, 

                         𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛𝐶ℎ𝑎𝑛𝑛𝑒𝑙, 𝑝𝑟𝑖𝑣𝑎𝑡𝑒𝐷𝑎𝑡𝑎, 𝑝𝑟𝑖𝑣𝑎𝑡𝑒𝐷𝑎𝑡𝑎𝐻𝑠𝑎ℎ, 

                           𝑚𝑒𝑠𝑠𝑎𝑔𝑖𝑛𝑔𝑆𝑒𝑟𝑣𝑖𝑐𝑒, 𝑈𝑝𝑑𝑎𝑡𝑒𝑃𝑒𝑒𝑟𝑠                                                                    (2)   

 



Blockchain Technology & IPFS: ChainPPDM 
 

96  

 

4.2 RAFT protocols 

Hyperledger fabrics is used RAFT protocols for message transfer and pBFT consensus algorithms. 

𝐶 = 𝐶 ∈ 𝑝𝐵𝐹𝑇 = {𝑓|3𝑓 + 1 ≤ 𝑛}                                                                                                (3) 

Where 𝑓 is the number of failure that the network is expected to cope with malicious failures such 

a node(s) replying conflicting information to different parts of the systems will need a consensus 

algorithm that is byzantine fault tolerant with 3𝑓 + 1 replicas. Figure 4.1 shows flowchart of PBFT 

algorithm. 

 

 

Figure 4.1 Flowgraph of PBFT algorithm. 

In order to replicate messages to the follower nodes, a leader must be dynamically elected from 

among the ordering nodes in a channel (also referred to as the "consenter set"). The Fabric 

implementation of the well-known Raft protocol uses this "leader and follower" model and is the 

preferred ordering service for production networks. Raft is said to as "crash fault tolerant" due to 

the fact that it can withstand the loss of nodes, including leader nodes, as long as there is still a 

majority of ordering nodes (also known as a "quorum") in the system (CFT). To put it another way, 

a channel that has three nodes may survive the loss of one node (leaving two remaining). This Raft 

ordering service feature is a consideration while developing a high availability plan for ordering 

service. Putting one node in three distinct data centres, as an illustration. In this manner, the nodes 

in the other data centres can continue to function even if a data centre or location as a whole goes 

down. 

 

4.3 Concept of Data Mining 

The concept ‘data mining’ or ‘Knowledge Discovery from Data (KDD)’ is method and process for 

satisfy the objection of the big data mining procedure for decision making process. Figure 4.2 show 
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centralization data mining process and figure 4.3 show member of data mining process. There are 

four unique user of data mining process: 

 

• Data Provider(𝑐𝑙𝑖𝑒𝑛𝑡): The user who client or customer of any companies and give his 

information his general purpose like order some product, give detail for insurance etc. 

𝑐𝑙𝑖𝑒𝑛𝑡 = {𝑝𝑒𝑟𝑠𝑜𝑛𝑎𝑙_𝑑𝑎𝑡𝑎}                                                                                                    (4) 

• Data Collector(𝑐𝑜𝑚𝑝𝑎𝑛𝑦): The companies or organization which collect data from client 

or customer who is data provider and data collector give all data to the data miner. 

𝑐𝑜𝑚𝑝𝑎𝑛𝑦 = {𝑐𝑙𝑖𝑒𝑛𝑡𝑖}, 𝑤ℎ𝑒𝑟𝑒 0 < 𝑖 < 𝑛                                                                        (5)    

𝑑𝑎𝑡𝑎 = {𝑝𝑒𝑟𝑠𝑜𝑛𝑎𝑙_𝑑𝑎𝑡𝑎𝑖}, 𝑤ℎ𝑒𝑟𝑒 0 < 𝑖 < 𝑛                                                                (6)    

      

Figure 4.2 Centralize Data Mining Process 

 

• Data Miner(𝑚𝑖𝑛𝑒𝑟): The user who apply various data mining algorithms for finding some 

useful information. 

𝑚𝑖𝑛𝑒𝑟 = {𝑑𝑎𝑡𝑎𝑖}𝑤ℎ𝑒𝑟𝑒 0 < 𝑖 < 𝑚}                                                                                    (7) 

 

• Decision Maker: The user gives final decision for pattern publishing which satisfy certain 

objective. 

𝑑𝑒𝑐𝑒𝑠𝑖𝑜𝑛_𝑚𝑎𝑘𝑒𝑟 = {𝑚𝑖𝑛𝑒𝑟𝑖}𝑤ℎ𝑒𝑟𝑒 0 < 𝑖 < 𝑘}                                                                 (8) 
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Figure 4.3 Member in Data Mining Process 

 

4.4.Blockchain Based Privacy-Preservation of Big Data 

When it comes to extracting important knowledge from massive data during the data mining 

process, several anonymization and encryption approaches have been developed to preserve the 

privacy of the data [91],[97]. Currently, every PPDM strategy is based on a data-driven system that 

is both centralized and distributed. A third party or a centralized system authorized person should 

be trusted by the data collector. We suggested a decentralized strategy for huge data privacy 

preservation based on blockchain technology, in which data is safely transported from data collector 

to data miner. Figure 4.4 shows blockchain utilization in healthcare system for privacy preservation 

of hospital data. 

We utilize HDFS for data mining since blockchain has limited data storage capacity. Non-sensitive 

information or data necessary for data mining is stored off-chain, whereas private data is stored on-

chain. ChainPPDM is a decentralized permission-based framework that makes data mining more 

viable and safer. Figures 4.5 and 4.6 depict an existing approach for privacy preservation and a 

blockchain solution for privacy preservation, respectively. 
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Figure 4.4 Blockchain utilization in healthcare system 

 

 

 

 

 

Figure 4.5 Existing method of privacy-preservation of big data 
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Figure 4.6 Blockchain Solution for Privacy-Preservation 

 

4.5 Scenario for ChainPPDM 

ChainPPDM, privacy preservation of big data or privacy preservation of data mining. We take one 

scenario for our analysis purpose. We had taken dataset from www.kaggle.com [101]. A well-

known that enables users to access training accelerators, browse and share data sets, and compete 

in predictive modelling competitions. Will refer that data for interacting, networking, and working 

together with other data scientists to create incredible machine learning models. It may discover 

and share data sets, study and develop models in a web-based data science environment, collaborate 

with other data scientists and machine learning experts considered about standard dataset for test 

and verification purposes.  

4.5.1 Medical Health Data Privacy for Data Mining 

The healthcare business creates a significant quantity of medical big data, which must be stored, 

managed, and accessed. Medical data is gathered from patients, medical reports, pharmacies, and 

doctor prescriptions, among other sources [101]. Data provider is the source of medical data 

creation. All data providers must transmit their information to the hospital. Here is a hospital that 

stores medical data on the cloud, on a server, and so on. In the data mining process, the hospital is 

known as a data collector. A data miner is an autonomous organization that uses data mining to 

safeguard people from various diseases. Figure 4.7 show centralization data mining process 

healthcare data mining. 

4.5.2 Online Food delivery company 

An online food delivery firm (OFD) receives a meal order from a restaurant and delivers it to the 

consumer's specified address. Now, an online delivery service is looking for innovative ways to 

pique customer interest in food [101]. OFD is entrusting all of its customer data to another data 

mining firm (PatternFinder) in order to discover new patterns of consumer interest. In our scenario, 

http://www.kaggle.com/
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the data supplier is the consumer, the data collector is the OFD firm, and the data miner is 

PatternFinder.  

The centralised data mining method is depicted in figure 4.8. Although data collectors have no 

control over consumer privacy data and use anonymization techniques on data, there is still a risk 

of data breach. 

Table 4.1 Technology used for implementation 

 

 Module Technology 

Permissioned Blockchain Hyperledger Fabric 2.0 

Data Type text 

Database before system MySql 

Nodes Number 4 

On-Chain Storage Blockchain 

Off-chain Storage IPFS, HDFS 

 

Table 4.3 Evaluation Tools 

 

Tools Used For 

Hyperledger Caliper (HC)  performance of a blockchain implementation 

JMeter perform load test, performance-oriented business 

(functional) test, regression test, etc. 

 

 

 

Figure 4.7 Centralization of PPDM for Healthcare provider 
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Figure 4.8 Centralization Data Mining Process. 

 

 

4.6 ChainPPDM's architecture 

We proposed ChainPPDM, a permission-based decentralized architecture for data sharing between 

data collectors and data miners, to preserve the privacy of huge data. We choose the IPFS network 

for data transfer since big data has a large data capacity. Meanwhile, before delivering massive data, 

we encrypted it and stored it on the IPFS network. Figure 4.9 depicts ChainPPDM's architecture. 
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Figure 4.9 Architecture of ChainPPDM 

 

4.7 Proposed ChainPPDM Method 

ChainPPDM is a new on-chain and off-chain solution for massive data privacy protection. In the 

blockchain sector, increasing the storage capacity is a challenge. Blockchain is not a standard 

database system in any way; it differs from it in every way. We believe, however, that big data 

analysis is faster than alternative database systems. We don't forget about bid data when it comes 

to data mining and pattern detection. The main issue is data privacy. For security and privacy, 

centralised database systems such as conventional and big data require the confidence of an 

authorised individual. For data analysis, ChainPPDM uses the HDFS big data system, and the 

blockchain system for user privacy. OFD has information on customers who placed orders online. 

OFD's customer database contains both sensitive and non-sensitive data, such as the consumer's 

address, neighborhood and city.  

ChainPPDM is kept private in a Hyperledger Fabric private collection and non-sensitive data in 

HDFS. To transport data from the data collector database to the data miner warehouse, ChainPPDM 

use IPFS. Before giving data to the data miner, the data collector hashes confidential data. Private 

data hash has become a key for both private data stored on blockchain and non-sensitive data stored 

in HDFS huge data on data miner. For the usage of private data, a smart contract is built between 
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the data collector and the data miner. The data mining procedure for ChainPPDM is depicted in 

figure 4.10.          

 

 

 

Figure 4.10 ChainPPDM – Proposed Method 

 

4.8 Implementation of ChainPPDM 

ChainPPDM is one of the four fundamental technologies utilized in the implementation. 

Hyperledger Fabric - Permission Blockchain HDFS is the second option. IPFS (Internet File 

System) and the SHA256 algorithm is a cryptographic hashing method will use it. Smaller outputs 

are generated by SHA-256 than SHA-512. This implies that transmitting and storing data often 

takes less bandwidth. In general, using SHA-256 uses less memory and, in certain situations, less 

computing power. This test demonstrates that when hashing shorter inputs, SHA-256 is 31% 

quicker than SHA-512. When hashing lengthier inputs, SHA-512 is just 2.9% quicker. Many 

smaller inputs are hashed by the Bitcoin network (such as 33-byte public keys and 80-byte block 

headers), which probably explains why Satoshi Nakamoto choose SHA-256 rather than SHA-512. 

Additionally, SHA-512 performs better on 64-bit computers than SHA-256 does on 32-bit 

processors. 32-bit processors were far more prevalent than 64-bit processors at the time of the 2009 

debut of the Bitcoin network. Additionally, the demand for more blockchain consensus rounds and 

greater SHA-512 block sizes increases computational cost, which slows down the process of 

transaction validation. The system ChainPPDM is made up of five tuples. 
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 𝑐ℎ𝑎𝑖𝑛𝑃𝑃𝐷𝑀 = (𝐷, 𝑂, 𝐷𝑀, 𝐼𝑁, 𝑚𝑛)                                                                                   (9) 

were  

(1)  𝐷 = {𝑑1, 𝑑2, 𝑑3 … 𝑑𝑛}  are data sets for data mining operation. 

(2)  𝑂 = {𝑜1, 𝑜2, 𝑜3 … 𝑜𝑚} is set of organization which provide data set for data mining 

operation 

(3) 𝐷𝑀 = {𝑑𝑚1, 𝑑𝑚2, 𝑑𝑚3 … 𝑑𝑚𝑗} is set of data mining organization which give output of 

pattern or for decision making system. 

(4)  𝐼𝑁 = {𝑖𝑛1, 𝑖𝑛2, 𝑖𝑛3 … 𝑖𝑛𝑎} is set of IPFS node which used by data collector and data miner 

for transfer data from collector to miner off-chain server 

(5) 𝑚𝑛 ⊆ 𝑀 is node of blockchain. Every organization is had at least one node which used for 

private data transfer and received output from datamining. 

 

𝑜𝑚 = {𝑚𝑛𝑖} 𝑤ℎ𝑒𝑟𝑒 0 < 𝑖 ≤ 𝑘 ;  𝑜𝑚 𝑖𝑠 set of organization                                                 (10) 

 

 Where, k is total number of node(s) of organization. 

Hyperledger Fabric is store private data in collection which allow organization to endorse and query 

on private data. Hyperledger fabric have 3000 transaction throughput capacity. 

 

4.9  Components of ChainPPDM and its technologies 

 

4.9.1 User registration 

User registration is a straightforward web-based process that every user must complete. Data 

collector and data miner are the two users of ChainPPDM.  

(a) Registration of Data collector 

For data collector registration, the ChainPPDM system has the following function. 

𝑑𝑎𝑡𝑎𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝑜𝑟. 𝑟𝑒𝑔(𝑢𝑠𝑒𝑟𝑁𝑎𝑚𝑒, 𝑝𝑎𝑠𝑠𝑤𝑜𝑟𝑑, 𝑘𝑌𝐶𝐼𝑛𝑓𝑜)                                                (11) 

𝑘𝑌𝐶𝐼𝑛𝑓𝑜 is basic information about organization. 𝑘𝑌𝐶𝐼𝑛𝑓𝑜 is required for tracing and 

contacting organization.   

(b) Registration of Data Miner 

𝑑𝑎𝑡𝑎𝑀𝑖𝑛𝑜𝑟. 𝑟𝑒𝑔(𝑢𝑠𝑒𝑟𝑛𝑎𝑚𝑒, 𝑝𝑎𝑠𝑠𝑤𝑜𝑟𝑑, 𝐾𝑌𝐶𝐼𝑛𝑓𝑜, 𝑟𝑎𝑡𝑒)                                              (12) 

After discovering a beneficial pattern for decision-making, the data collector assigns a rate.  
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Algorithm 1: Data Collector Registration  

Input: 𝒖𝒔𝒆𝒓𝑵𝒂𝒎𝒆, 𝒑𝒂𝒔𝒔𝒘𝒐𝒓𝒅, 𝒌𝒀𝑪𝑰𝒏𝒇𝒐 

Output: enrollId 

1. If checkReg(KYCInfo) == false 

2.        dataCollector.reg(userName,password,kYCInfo)    

3.         message(“user register”) 

4. Else  

5.         message(“User already register”) 

6. End If 

` 

Algorithm 2: Data Miner Registration  

Input: 𝒖𝒔𝒆𝒓𝒏𝒂𝒎𝒆, 𝒑𝒂𝒔𝒔𝒘𝒐𝒓𝒅, 𝑲𝒀𝑪𝑰𝒏𝒇𝒐, 𝒓𝒂𝒕𝒆 

Output: enrollId 

1. If checkReg(KYCInfo) == false 

2.        dataMiner.reg(username,password,KYCInfo,rate)     

3.         message(“user register”) 

4. Else  

5.         message(“User already register”) 

6. End If 

 

 

Figure 4.11 Process of User Registration 
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Figure 4.12 Screenshot of Host setup process 

 

4.9.2 Blockchain Account Registration 

User of blockchain have wallet which contain access information and key for interaction of 

blockchain. Wallet is frontend of blockchain system also known as dApps. User registration for 

blockchain in ChainPPDM is required following function. 

prKey

= User. createWallet(enrollId, orgnization, cryptoSuite, cryptStore, caName, KeyStorePath)     

                                                                                                                                                        (13) 

prKey is generated by system which required for further interaction with blockchain 

 

Algorithm 3: Blockchain Account Registration 

Input: 𝐞𝐧𝐫𝐨𝐥𝐥𝐈𝐝, 𝐨𝐫𝐠𝐧𝐢𝐳𝐚𝐭𝐢𝐨𝐧, 𝐜𝐫𝐲𝐩𝐭𝐨𝐒𝐮𝐢𝐭𝐞, 𝐜𝐫𝐲𝐩𝐭𝐒𝐭𝐨𝐫𝐞, 𝐜𝐚𝐍𝐚𝐦𝐞, 𝐊𝐞𝐲𝐒𝐭𝐨𝐫𝐞𝐏𝐚𝐭𝐡 

Output: prKey 

1. If checkReg(KYCInfo) == false 

2.        prKey= 

User.createWallet(enrollId,orgnization,cryptoSuite,cryptStore,caName,KeyStorePath)     

3.         return prKey 

4. Else  

5.         message(“User already register”) 

6. End If 
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Figure 4.13 Screenshot of Channel Creation process 

 

 

 

Figure 4.14 Screenshot of Blockchain Account Registration - Anchor Peers 

 

4.9.3 Data set preparation 

Because big data comprises both sensitive and non-sensitive information, privacy preservation is 

necessary. All personal and data from which a person's identity is compromised is considered 

sensitive data. For the protection of sensitive data, several anonymization techniques are utilized. 

ChainPPDM uses a block-chain-based approach to secure a user's personal information. 

ChainPPDM is used to store data with both sensitive and non-sensitive attributes.   
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Figure 4.15 Different Data set for different network. 

 

 𝑑𝑖 = {𝑎1, 𝑎2, 𝑎3 … 𝑎𝑛}                                                                                                                      (14) 

where 𝑎 is attribute of data.  Data Collector has two data sets prepared, one for sensitive data and the 

other for non-sensitive data. The sensitive and non-sensitive properties are determined by the 

data collector. 

𝑑𝑠𝑖 ⊆ 𝑑𝑖and  𝑑𝑛𝑖 ⊆ 𝑑𝑖                                                                                                                  (15) 

 

where 𝑑𝑠𝑖 is set of sensitive attributes and 𝑑𝑛𝑖 is set of non-sensitive attributes. The data collector 

creates a collection of data. For data mining operations, sensitive data sets are sent on-chain, 

while non-sensitive data sets are transferred off-chain. 

 

   𝑠𝑒𝑛𝐷𝑎𝑡𝑎𝑓𝑖𝑙𝑒 = 𝜎ⅆ𝑠𝑖
(𝐷)                                                                                                    (16) 

      𝑛𝑜𝑛𝑠𝑒𝑛𝐷𝑎𝑡𝑎𝑓𝑖𝑙𝑒 = 𝜎ⅆ𝑛𝑖
(𝐷)                                                                                                    (17) 
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Figure 4.16 Process of Data set Preparation 

 

Algorithm 4: Select Sensitive Data 

Input: 𝒅𝒔𝒊, 𝒅𝒊, 𝑫 

Output: 𝒔𝒆𝒏𝑫𝒂𝒕𝒂𝒇𝒊𝒍𝒆 

1. If  𝐷 ! = 𝑛𝑢𝑙𝑙  

2.            𝑟𝑗 =  𝜎ⅆ𝑠𝑖
(𝐷) 

3.           𝑠𝑒𝑛𝐷𝑎𝑡𝑎𝑓𝑖𝑙𝑒 = 𝑟𝑗 

4.  Else 

5.      message(“database not found”) 

6. End If 
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Algorithm 5: Select nonSensitive Data 

Input: 𝒅𝒏𝒊, 𝒅𝒊, 𝑫 

Output: 𝒔𝒆𝒏𝑫𝒂𝒕𝒂𝒇𝒊𝒍𝒆 

1. If  𝐷 ! = 𝑛𝑢𝑙𝑙  

2.            𝑘𝑗 =  𝜎ⅆ𝑛𝑖
(𝐷) 

3.           𝑠𝑒𝑛𝐷𝑎𝑡𝑎𝑓𝑖𝑙𝑒 = 𝑘𝑗 

4.  Else 

5.      message(“database not found”) 

6. End If 

 

 

(i) Upload Sensitive to Blockchain 

Data collector have two data set one for sensitive data and another for non-sensitive data.  

 

𝑠𝑒𝑛𝐷𝑎𝑡𝑎𝑓𝑖𝑙𝑒 = {𝑟1, 𝑟2, 𝑟3 ⋯ 𝑟𝑗}                                                                                                       (18) 

𝑛𝑜𝑛𝑠𝑒𝑛𝐷𝑎𝑡𝑎𝑓𝑖𝑙𝑒 = {𝑘1, 𝑘2, 𝑘3 ⋯ 𝑘𝑗}                                                                                             (19) 

where 𝑟𝑗 and 𝑘𝑗 is record of data 0 < 𝑗 ≤ 𝑛 where n is total number of records of data. 

 

Hyperledger Fabric must be able to hold sensitive information. If a set of organisations on a channel 

needs to keep data secret from other organisations on the channel, they can build a second channel 

that only contains the organisations that require access to the data. Creating distinct channels in 

each of these scenarios, on the other hand, adds extra administrative complexity (maintaining chain 

code versions, rules, MSPs, and so on) and prevents use cases where we want all channel 

participants to view a transaction while keeping a portion of the data private. 

Fabric allows a limited subset of organizations on a channel to approve, commit, or query private 

data without having to construct a new channel, which is why it gives the option to create private 

data collections. The term "private data" refers to a combination of two terms. Only the 

organizations permitted to see it receive the real confidential data, which is transferred peer-to-peer 

through gossip protocol. This information is kept in a private state database on the peers of approved 

companies, which may be accessed via chain code. The ordering service isn't participating in this 

and isn't privy to the personal information. To bootstrap cross-organization communication, it's 

necessary to set up anchor peers on the channel and specify CORE PEER GOSSIP 

EXTERNALENDPOINT on each peer, since gossip distributes private data peer-to-peer across 

approved organizations. Every peer on the channel endorses, orders, and writes a hash of the data 
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to their ledgers. The hash is utilized for state validation and audit reasons, and it acts as proof of the 

transaction. 

 

Figure 4.17 Hyperledger-fabric with private state [77] 

The description of a private data collection has one or more collections, each with a policy definition 

that lists the organizations in the collection, as well as characteristics that determine how private 

data is disseminated at each time and, optionally, whether the data will be discarded. 

 

𝑐𝑟𝑒𝑎𝑡𝑒𝑃𝑟𝑖𝑣𝑎𝑡𝑒𝐷𝑎𝑡𝑎𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝑖𝑜𝑛(𝑐𝑜𝑙𝑙𝑒𝑐𝑡𝑖𝑜𝑛𝑁𝑎𝑚𝑒, 𝑃𝑜𝑙𝑖𝑐𝑦𝑜𝑝𝑒𝑟𝑎𝑡𝑖𝑛𝑔𝑂𝑟𝑔, 

 𝑜𝑟𝑔𝑇𝑜𝑊𝑟𝑖𝑡𝑒, 𝑜𝑟𝑔𝑇𝑜𝑅𝑒𝑎𝑑, 𝑐𝑜𝑙𝑙𝑒𝑐𝑡𝑖𝑜𝑛𝑇𝑜𝐿𝑖𝑣𝑒)                                                                                  (20)                         

 

We must first define collection before putting private data on blockchain. Collection is a data 

storage structure that defines the conditions under which members of the blockchain can access the 

data. ChainPPDM generates a private key by hashing non-sensitive data.  

     𝑠𝑒𝑐𝐾𝑒𝑦𝑆𝑒𝑛 =  𝑠ℎ𝑎256(𝑟𝑗)                                                                                                           (21) 

     𝑠𝑒𝑐𝐾𝑒𝑦𝑁𝑠𝑒𝑛 =  𝑠ℎ𝑎256(𝑘𝑗)                                                                                                        (22) 

 

Algorithm 6: Create Data Collection 

Input: 𝒄𝒐𝒍𝑵𝒂𝒎𝒆, 𝒓𝒆𝒒𝑷𝒆𝒆𝒓𝑪𝒐𝒖𝒏𝒕, 𝒎𝒂𝒙𝑷𝒆𝒆𝒓𝑪𝒐𝒖𝒏𝒕, 𝒃𝒍𝒐𝒄𝒌𝑻𝒐𝑳𝒊𝒗𝒆, 𝒔𝒊𝒈𝒏𝑷𝒐𝒍𝒊𝒄𝒚 

Output: 𝑪𝒐𝒍𝒍𝒆𝒄𝒕𝒊𝒐𝒏𝑪𝒐𝒏𝒇𝒊𝒈 

1. collcfg = newCollectionConfig("collectionMiner1Col1", "OR ('MinerMSP.member', 

'Col1MSP.member')", peerCount, maxPeerCount, blockToLive) 

2. err = checkPolicy(collcfg) 
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3. If err != nil 

4.         message(“Policy not created”) 

5.         Return 

6. End If 

7.  cpcS =  collcfg.singature(signPolicy); 

8. Collconfig = createPrivateDataCollection(colName, collcfg, reqPeerCount, 

maxPeerCount, blockToLive, cpcS) 

9. Return collconfig 

 

 

 

Figure 4.18 Process configuration of Private data state 

 

𝑠ℎ𝑎256(𝑘𝑗) is take non-sensitive data as parameter and 𝑠ℎ𝑎256(𝑟𝑗) is take sensitive data as parameter. 

secKeySen and secKeyNsen are used for private collection and off-chain data storage. ChainPPDM 

generates a secret key from non-sensitive data in order to safeguard data from non-sensitive data 

changes during data mining. If non-sensitive data is modified, the hash value of that data will be 

different from the original data. With the use of a private data key, ChainPPDM confirms that this 

has value. If no private data can be located using the specified hash value, ChainPPDM deduces 

that the data was modified in a non-sensitive manner.  
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Algorithm 7: create new file with hashvalue 

Input: 𝒔𝒆𝒏𝑫𝒂𝒕𝒂𝒇𝒊𝒍𝒆, 𝒏𝒐𝒏𝒔𝒆𝒏𝑫𝒂𝒕𝒂𝒇𝒊𝒍𝒆 

Output: 𝒇𝒊𝒍𝒆 

1. sfile = new file(); 

2. nsfile =new file(); 

3. Foreach record of senDatafile 

4.           r =  record_of_senDataFile 

5.           rmerge = merge of record r 

6.           k = record_of_nonsenDataFile 

7.           Kmerge = merger of record k 

8.           secKeySen = sha256(r); 

9.           secKyeNsen = sha256(k) 

10. File.append(sfile,(secKeySen,secKeyNsen,r)) 

11.           File.append(nsfile,(secKeyNsen,k)) 

12. End Each         

 

 

The following briefly describes the SHA256 algorithm process: 

(1) Initialization parameters. 

Take the first 32 bits of the square root of the first 8 prime numbers (2, 3, 5, 7, 11, 13, 17, 19) in the 

natural number to get 8 parameters. 

𝐻0 =  0𝑥6𝑎09𝑒667;  𝐻1 =  0𝑥𝑏𝑏67𝑎𝑒85;                                                                               (23) 

𝐻2 =  0𝑥3𝑐6𝑒𝑓 372;  𝐻3 =  0𝑥𝑎54𝑓𝑓 53𝑎;                                                                             (24) 

𝐻4 =  0𝑥510𝑒527𝑓 ;  𝐻5 =  0𝑥9𝑏05688𝑐;                                                                              (25) 

       𝐻6 =  0𝑥1𝑓 83𝑑9𝑎𝑏;  𝐻7 =  0𝑥5𝑏𝑒0𝑐𝑑19;                                                                  (26)   
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Figure 4.19 Data File Preparation 

                             

(2) Prepare the message list 𝑊𝑡. 

𝑤𝑡 = 𝑀𝑡
(𝑖)(0 ≤ 𝑧 ≤ 15)                                                                                              (27) 

(3) Initialize 8 variables with the intermediate result of each round of hash values. 

𝑤𝑡 = 𝜎1
(256)(𝑤𝑡−2) + 𝑤𝑡−7 + 𝜎0

(256)(𝑤𝑡−15) + 𝑤𝑡−16(16 ≤ 𝑧 ≤ 63)                      (28) 

(4) For 0 ≤ t ≤ 63, execute the compression function. 

𝑇2 = ℎ + ∑ (𝑒)256
1 + 𝑐ℎ(𝑒, 𝑓, 𝑔) + 𝐾1

256 + 𝑤𝑡                                                           (29) 

𝑇2 = ℎ + ∑ (𝑎)256
1 + 𝑀𝑎𝑗(𝑎, 𝑏, 𝑐)0 ≤ 𝑡 ≤ 63                                                            (30) 

ℎ = 𝑔; 𝑔 = 𝑓; 𝑓 = 𝑒; 𝑒 = 𝑑 + 𝑇1; 𝑑 = 𝐶; 𝐶 = 𝑏; 𝑏 = 𝑎; 𝑎 = 𝑇1 + 𝑇2                       (31) 

(5) Add a compressed block to the current hash value 

𝐻0
(𝑖)

= 𝑎 + 𝐻0
(𝑖−1)

, 𝐻1
(𝑖)

= 𝑏 + 𝐻1
(𝑖−1)

, 𝐻2
(𝑖)

= 𝑐 + 𝐻2
(𝑖−1)

, 𝐻3
(𝑖)

= 𝑑 + 𝐻3
(𝑖−1)

,  

𝐻4
(𝑖)

= 𝑒 + 𝐻4
(𝑖−1)

, 𝐻5
(𝑖)

= 𝑓 + 𝐻5
(𝑖−1)

, 𝐻6
(𝑖)

= 𝑔 + 𝐻6
(𝑖−1)

, 𝐻7
(𝑖)

= ℎ + 𝐻7
(𝑖−1)

           (32) 
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Figure 4.20 One Block Processing steps 

 

𝑖𝑛𝑠𝑒𝑟𝑡𝑃𝑟𝑖𝑣𝑎𝑡𝑒𝐷𝑎𝑡𝑎(𝑐𝑜𝑙𝑁𝑎𝑚𝑒, 𝑠𝑒𝑐𝐾𝑒𝑦𝑆𝑒𝑛, 𝑠𝑒𝑐𝐾𝑒𝑦𝑁𝑠𝑒𝑛, 𝑟𝑗)                                                    (33) 

Above function insert private data into blockchain. Above function also store hash value of sensitive 

data as well as non-sensitive data 

 

 

Algorithm 8: Insert Data Private Collection 

Input: 𝒔𝒇𝒊𝒍𝒆, 𝒄𝒐𝒍𝑵𝒂𝒎𝒆 

Output: 𝒎𝒆𝒔𝒔𝒂𝒈𝒆 

1. If checkCollection(𝑐𝑜𝑙𝑁𝑎𝑚𝑒 ) !=null) 

2. For Each r To sfile 

3.  

4.            𝑖𝑛𝑠𝑒𝑟𝑡𝑃𝑟𝑖𝑣𝑎𝑡𝑒𝐷𝑎𝑡𝑎(𝑐𝑜𝑙𝑁𝑎𝑚𝑒, 𝑟. 𝑠𝑒𝑐𝐾𝑒𝑦𝑆𝑒𝑛, 𝑟. 𝑠𝑒𝑐𝐾𝑒𝑦𝑁𝑠𝑒𝑛, 𝑟)      

5. End Each 

6.  Else 

7.      message(“collection not found”) 

8. End If 
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(ii) Upload non-sensitive to Off-chain 

 

 

Figure 4.21 Preparation for upload of Non sensitive Data 

 

Non-sensitive data is sent from the data collector's big data server to the data miner. ChainPPDM 

is an IPFS node that transfers data between members. IPFS (Inter Planetary File System) is a 

blockchain-based content storage system that is decentralized. For file sharing, IPFS employs a 

decentralized P2P (Peer-to-Peer) network paradigm that spans numerous computers or nodes. Files 

are divided into sections and stored over a network of nodes that keep track of the file using hashes. 

The original file is recreated when the components are put together based on their hash value. IPFS 

differs from other cloud storage systems in that it is content-based (content addressed) rather than 

location-based (location addressed). 

The content to receive data from the network is referred to as content-based addressing storage. 

This necessitates the use of a content identifier to establish a file's physical location. In this situation, 

rather than a logical address, the data is retrieved using its cryptographic hash, which functions 

similarly to a file's digital fingerprint. Regardless of who uploaded the file, where it was uploaded, 

or when it was uploaded, the network will always provide the same content based on that hash. 

Because IPFS storage is more public, data confidentiality is essential. For some forms of data 

storage that exposes private data, this might be a violation (e.g. GDPR Rules). On the AWS and 

Azure cloud, scalable data storage options that fulfil privacy, security, and compliance are also 

available. IPFS can give a confirmation of authenticity to the content owner for content that is made 

publicly available. This can protect a creator's work, such as art, by establishing ownership, 

allowing them to earn royalties and preventing others from claiming credit for something they did 
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not produce. With any encryption, IPFS is not safe for exchanging confidential data. Before data 

transfer between two members on the IPFS network, ChainPPDM employs Elliptic Curve 

Cryptography. Elliptic Curve Cryptography offers the same level of security as RSA but with a 

smaller key size. In 1985, Neal Koblitz and Victor Miller first proposed the definition of ECC. The 

curves in ECC are defined by an equation:  

𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏, 𝑤ℎ𝑒𝑟𝑒  4𝑎3 + 27𝑏2 ≠ 0                                                                    (34)                   

 

Figure 4.22 ECC curve  

 

When a straight line intersects an elliptic curve, it can intersect almost three spots. The elliptic curve 

is symmetric about the x-axis, as can be seen, and this fact is important in the technique. The main 

advantage of ECC is that it promises a smaller key size, which reduces storage and transmission 

requirements, implying that an elliptic curve group could provide the same level of security as an 

RSA-based system with a large modulus and correspondingly larger key – for example, a 256-bit 

ECC public key should provide comparable security to a 3072-bit RSA public key. Six tuples are 

utilized in ECC. 

𝐸 =  (𝑃, 𝑎, 𝑏, 𝐺, 𝑛, ℎ)                                                                                                             (35) 

Where 𝑃 is public key, 𝑎 and 𝑏 is private key, 𝐺 is generator point, ℎ is co-factor and 𝑛 is prime 

number of 𝐺 

(a) Key Generation 

Data collector and Data miner have both have same ellipt curve with generator point 𝐺 

 𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏(𝑚𝑜𝑑 𝑝)                                                                                                 (36) 

Data owner select an integer 

 𝑛𝑎 ∈ 𝑧𝑝                                                                                                                                           (37) 

as the private key and derive compute a point 

 𝑃𝑎 = 𝑛𝑎𝐺                                                                                                                                           (38) 

as the public key and Data miner select an integer 

 𝑛𝑏 ∈ 𝑧𝑝                                                                                                                                              (39) 

as the private key and drive compute a point 

 𝑃𝑏 = 𝑛𝑏𝐺                                                                                                                                        (40) 
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as public key 

(b) Encryption of Data 

𝑛𝑜𝑛𝑠𝑒𝑛𝐷𝑎𝑡𝑎 is very large big data file. 

𝑓𝑙 = 𝑛𝑜𝑛𝑠𝑒𝑛𝐷𝑎𝑡𝑎  𝑤ℎ𝑒𝑟𝑒 𝑓𝑙 𝑖𝑠 𝑎 𝑓𝑖𝑙𝑒                                                                                   (41) 

Divide 𝑓𝑙  into different block.  

𝑓𝑙 = {𝑓1, 𝑓2, 𝑓3 … 𝑓𝑛} 𝑤ℎ𝑒𝑟𝑒 𝑓𝑛 𝑖𝑠 𝑏𝑙𝑜𝑐𝑘 𝑜𝑓 𝑓𝑖𝑙𝑒 𝑎𝑛𝑑 0 < 1 ≤ 𝑛                                          (42) 

ChainPPDM will encrypted each block using ellipt curve cryptography.  

Data Collector select an integer as compute the two parts of the ciphertext.  

𝑘 ∈ 𝑧𝑝                                                                                                                           (43) 

𝐶1 = 𝑘𝐺                                                                                                                        (44) 

𝐶2 = 𝑓𝑛 + 𝑘𝑃𝑏                                                                                                              (45) 

𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶1 = 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶1 +  𝐶1 + 𝑑𝑖𝑣𝑖𝑑𝑃𝑜𝑖𝑛𝑡𝑒𝑟                                                         (46) 

𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶2 = 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶2 +  𝐶2 + 𝑑𝑖𝑣𝑖𝑑𝑃𝑜𝑖𝑛𝑡𝑒𝑟                                                         (47) 

Where k is selected integer. Data collector in send both data 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶1 𝑎𝑛𝑑 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶2 data to 

miner using IPFS nodes.  

                            

ℎ𝑎𝑠ℎ𝐾𝑒𝑦  = 𝑢𝑝𝑙𝑜𝑎𝑑𝐼𝑃𝐹𝑆𝑁𝑒𝑡(𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶1 , 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶2)                                                         (48) 

DataCollector is send  ℎ𝑎𝑠ℎ𝐾𝑒𝑦 to data miner for downloading data. 

𝑢𝑝𝑙𝑜𝑎𝑑𝐻𝑎𝑠ℎ𝐾𝑒𝑦(ℎ𝑎𝑠ℎ𝐾𝑒𝑦  𝑑𝑎𝑡𝑎𝑃𝑟𝑜𝑣𝑖𝑑𝑒𝑟, 𝑑𝑖𝑣𝑖𝑑𝑃𝑜𝑖𝑛𝑡𝑒𝑟 )                                                 (49) 

is function of web application which used for transferring data address which data collector upload 

encrypted data and IPFS give address of this data in form of hash.  

(c) Decryption of Data   

Data miner is downloading a file from IPFS network by Data collector.  

𝑒𝑛𝑦𝐷𝑎𝑡𝑎 =  𝑑𝑜𝑤𝑛𝑙𝑜𝑎𝑑𝐷𝑎𝑡𝑎(ℎ𝑎𝑠ℎ𝐾𝑒𝑦𝑛 )                                                                                         (50) 

{𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶1, 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶2}⊂ 𝑒𝑛𝑦𝐷𝑎𝑡𝑎                                                                                            (51) 

 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶1 𝑎𝑛𝑑 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶2 is divided into different block using 𝑑𝑖𝑣𝑖𝑑𝑃𝑜𝑖𝑛𝑡𝑒𝑟. 

𝑓𝑖𝑙𝑒𝐶1 = {𝐶11, 𝐶12, 𝐶13 … 𝐶1𝑛}                                                                                                  (52) 

𝑓𝑖𝑙𝑒𝐶2 = {𝐶21, 𝐶22, 𝐶23 … 𝐶2𝑛}                                                                                                  (53)         

Data miner decrypt data using ellipt curve cryptography algorithm with define point G 

𝐶2𝑛 − 𝑛𝑏𝐶1𝑛 = (𝑓𝑛 + 𝑘𝑃𝑏) − 𝑛𝑏(𝑘𝐺) 

                 = (𝑓𝑛 + 𝑘𝑛𝑏
𝐺)  − 𝑛𝑏𝑘𝐺 

                                                                                    = 𝑓𝑛                                                                     (54) 

Data Miner combine all block into one file which used for data mining operation. 

                          𝑓𝑖𝑛𝑎𝑙𝐹𝑖𝑙𝑒    = {𝑓1,𝑓2, 𝑓3 … 𝑓𝑛}                                                                            (55)        
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4.9.4 Data Mining process 

Data Miner have data for mining process which received from off-chain method from IPFS network 

and also have access of private data based on smart contract. Data miner can be access smart 

contract which is written before data transfer process for accessing rules for private data.  

𝑢𝑝𝑙𝑜𝑎𝑑𝐷𝑎𝑡𝑎𝑀𝑖𝑛𝑖𝑛𝑔𝐻𝐷𝐹𝑆(𝑓𝑖𝑛𝑎𝑙𝐹𝑖𝑙𝑒)                                                                              (56) 

 

4.10 Summary 

In this chapter ChainPPDM Hyperledger Fabric methods are analyzed using various techniques 

with Different operating parameters. Mentioned different components and protocols of the 

ChainPPDM of the core along with its details. Proposed Methodological Framework and Proposed 

Algorithms drawing as Applicable are fully implemented. Based on the literature and results, finally 

Proposed Framework architecture along with different algorithm. Other components including 

Upload Data Set is also described which is further used for the comparison with the published 

literature. The results and comparisons details of the proposed system are discussed in the next 

chapter. 
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CHAPTER - 5 

Experimental results and analysis 

 

We developed a prototype system based on Virtual Machine for ChainPPDM using Hyperledger 

fabric to verify that our system of separating and storing data is truly effectively appropriate to such 

Privacy Preservation of Big Data using block chain systems as data mining. The system runs on an 

Ubuntu 20.04 (64-bit) virtual machine, Intel(R) Core (TM) i7-4790 CPU @ 3.60 GHz processor 

and 8 GB RAM, and uses the HDFS simulation central database. 

5.1 Technology Comparison for Evaluation 

 

Table 5.1 Comparative analysis  

 

 Parameters/data BlockBDM [76] PBMS [74] ChainPPDM (proposed) 

Public Blockchain Ethereum NA NA 

Permissioned 

Blockchain 
Hyperledger Fabric 1.4 Hyperledger Fabric 1.4 Hyperledger Fabric 2.0 

Data Type multimedia Text text 

Database before 

system 
MySql MySql MySql 

Nodes Number 4 4 4 

On-Chain Storage Blockchain Blockchain Blockchain 

Off-chain Storage IPFS MySql IPFS,HDFS 

 

5.2 Evaluation Tools: 

• Hyperledger Caliper(HC) 

• JMeter 

5.2.1 Hyperledger Caliper 

Hyperledger Caliper is a blockchain benchmark tool, it allows users to measure the performance of 

a blockchain implementation with a set of predefined use cases. Hyperledger Caliper will produce 

reports containing a number of performance indicators to serve as a reference when using the 

following blockchain solutions: Hyperledger Besu, Ethereum, Hyperledger Fabric, FISCO BCOS. 
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5.2.2 JMeter 

JMeter is a software that can perform load test, performance-oriented business (functional) test, 

regression test, etc., on different protocols or technologies. Stefano Mazzocchi of the Apache 

Software Foundation was the original developer of JMeter. He wrote it primarily to test the 

performance of Apache JServ (now called as Apache Tomcat project). Apache later redesigned 

JMeter to enhance the GUI and to add functional testing capabilities. JMeter is a Java desktop 

application with a graphical interface that uses the Swing graphical API. It can therefore run on any 

environment / workstation that accepts a Java virtual machine, for example − Windows, Linux, 

Mac, etc. 

 

5.3 Result and analysis of ChainPPDM 

5.3.1 Storage Analysis 

We observe the changes in the storage capacity after separately sensitive and non-sensitive data 

with hash value of non-sensitive data. The size of the space occupied by a single records of data 

provider is average 182 bytes in single files. and data provider divide this data into two parts and 

size of private data occupied 142 byte and non-sensitive data size is 40 kb.  Hash data of non-

sensitive increased burden of storage with byte kb of each record on block chain as well as on 

centralized storage of data minor.  

 

Figure 5.1 Storage capacity used by different system. 
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PPDM's existing system is not secure, but it uses less storage space than ChainPPDM, which 

increases security and party trust by utilizing more storage. Figure 5.1 shows storage capacity used 

by off-chain system as well as on-chain system. ChainPPDM increase file size on hard disk with 

privacy of data.   

 

 

 

Figure 5.2 On-Chain Storage of chainPPDM with other method (BlockBDM and PBMS) 

 

Figure 5.2 depicts the utilisation of storage resources by ChainPPDM and other methods 

(BlockBDM and PBMS). ChainPPDM is used more frequently for storing private data in on-chain 

than other methods since it increases privacy for private data and stores both private and public data 

hash keys. Users may occasionally require verification and auditing of public data stored on the 

data miner's HDFS server. Auditing is carried out with the use of a hash key generated from public 

data and saved in on-chain storage. As a result, ChainPPDM has a higher storage capacity than 

other methods. ChainPPDM additionally stores the hash key of private data for auditing purposes 

when there is a disagreement between block chain members over a user's private data. 
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5.3.2 Latency and Throughput Analysis Using HC 

 

 
 

Figure 5.3 Read Latency(second) plot using HC tool 

 

 

 

Figure 5.4 Read Throughput (second) plot using HC tool 
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The read latency of ChainPPDM and other methods such as BlockBDM and PBMS are shown in 

figure 5.3. Because ChainPPDM uses the private state of the blockchain and stores both private and 

public data hash keys, read latency is higher than other methods. Other methods just save public 

data hash keys. However, as shown in figure. 5.4, ChainPPDM has a poor read throughput when 

compared to other methods. When compared to other methods, ChainPPDM read throughput is very 

high for little amounts of data and good for large amounts of data. 

 

 

Figure 5.5 Write Latency(second) plot using HC tool 

 

Figure 5.5 shows that ChainPPDM has a high write delay since it writes more data than other 

methods. ChainPPDM additionally writes private data to the blockchain's private state, but other 

methods do not use the private state for storing private data. In addition, ChainPPDM writes the 

private data hash key and the public data hash key, as well as additional information., figure 5.6 

indicates ChainPPDM and other methods are written through. When compared to other methods, 

write throughput is modest and rapid. 
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Figure 5.6 Write Throughput (second) plot using HC tool 

 

5.3.3 Read-Write Operation Analysis using JMeter 

 

Figure 5.7 Read operation Throughput (ms) plot using JMeter tool 
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Figure 5.8 Write operation Throughput (ms) plot using JMeter tool 

 

Figures 5.7 and 5.8 compare read and write operations in the cloud, blockchain, and IPFS. In 

comparison to centralised systems such as the cloud, blockchain and IPFS provide higher 

performance. When data is minimal, uploading takes longer than cloud upload and download, but 

as data grows, cloud performance suffers. The combination of IPFS and blockchain reduces 

response time. ChainPPDM has a larger storage capacity, but it takes less time to mine data while 

maintaining anonymity. 

The centralised system and ChainPPDM are compared in figure 5.9. ChainPPDM has a higher read 

speed than a centralization system because it reads data from the network's nearest node, but it has 

a lower write performance than a centralization system since it must satisfy several algorithms and 

other system constraints. In comparison to a centralised system, ChainPPDM is highly good for 

scalability, space consumption, privacy and security. 
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Figure 5.9 ChainPPDM Vs Centralization System 

[ 0 = Low and 1 = High; ChainPPDM is decentralization system] 

 

5.4 Summary 

Based on observation of our proposed method is secured and does efficient management of data 

privacy. According to the experimental results, we concluded that storage capacity in our proposed 

systems is high compare to other methods [figure.5.1], ChainPPDM supports Hyperledger Fabric 

2.0 with text data type and off-chain storage using IPFS and HDFC, data storage size higher in 

chainPPDM based On-chain method [figure 5.2], read latency is higher, and read throughput is 

lower than BlockDBM and PBMS respectively [figure  5.3 and figure 5.4], write latency is higher 

and read throughput is lower than BlockDBM and PBMS respectively [figure 5.5 and figure 5.6]. 
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CHAPTER - 6 

Conclusion and future work 

 

6.1 Conclusion 

 

For the topic of massive data privacy preservation, a set of algorithms, methods, and methodologies 

will be proposed. All of the methods and techniques are implemented using Hyperledger Fabric, 

IPFS, and Java, among other technologies. The results and analyses reveal that these algorithms 

handle the problem of privacy preservation. The following are the significant contributions of this 

thesis work: 

1. We developed a new taxonomy of PPDM approaches in Chapter 2. We also introduced 

ChainPPDM, a massive data privacy preservation strategy based on the PPDM scenario. Finally, 

we presented a review of the literature on blockchain and IPFS for big data privacy preservation. 

We also made some recommendations for ensuring the privacy and security of software systems. 

2.  In Chapter 3, we discussed how Blockchain and IPFS are good privacy-preserving solutions. 

The tamperproof capabilities of blockchain are utilised to solve the problem of sensitive data that 

needs to be protected from unauthorised access. For accessing private data from the network, 

smart contracts on the blockchain are used. In addition, the IPFS network is utilised to solve the 

problem of data transfer between users who are using data for data mining operations. HDFS is 

the most popular system for storing and analysing large amounts of data. 

3. ChainPPDM, a privacy-preserving protocol based on blockchain and IPFS, was designed in 

Chapter 4. The protocol enables parties to share data in a confidential, non-restrictive, and 

accurate manner. 

4. In Chapter 5, ChainPPDM blockchain-based strategies for masking sensitive data were presented, 

and studies demonstrated their usefulness. 

 

We outline an inventive combination of blockchain and IPFS to achieve decentralised data mining 

while protecting privacy. This method has the benefit of avoiding issues like single points of failure 

and dependence on distant infrastructures while yet producing findings that are qualitatively 

comparable to those produced by conventional data mining approaches. In order to handle 

additional issues brought on by the decentralised nature of the solution, our solution essentially 

depends on smart contracts and IPFS. Smart contracts offer a method to trust the computation being 

implemented over the many data providers that make up the network, and ChainPPDM shields the 
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decentralised data mining process from outside observation. We rely on a public key infrastructure 

to ensure the confidentiality and integrity of the data. 

 

We categorised the known techniques and methods for preserving big data privacy, in this 

categorised existing privacy-preservation methods for big data bases in the third phase of the big 

data life cycle. As a consequence of the examination of important disadvantages, the current 

approaches were analysed for analysing information loss during data mining. Existing approaches 

do not allow for the evaluation of data structure and thus the establishment of equivalence between 

the original and anonymised data. Data generation, data storage, and data processing are the phases 

of the big data life cycle. Existing methods for preserving large data privacy have issues such as 

data loss, reliance on third parties, and data breaches, among others. This thesis focuses on all phases 

of the big data life cycle. Using blockchain and IPFS, the methodologies and algorithms suggested 

and implemented in this thesis are tested on both sensitive and non-sensitive big data. To 

demonstrate our ChainPPDM Method for massive data privacy preservation, we used a PPDM 

scenario. In this situation, the data provider (consumer) sends all of their personal information to a 

data collector that works for a company or organisation that provides services to customers. The 

data collector has sensitive and non-sensitive client data that must be protected against unauthorised 

access. The data collector sends all of the information to the data minor, who then uses the 

information to make business decisions. On sensitive data that needs to be hidden, the data collector 

uses several privacy protection techniques. To demonstrate our algorithms and method, we use two 

case studies. The health-care management system is the first case study. This healthcare 

management system is linked to several hospitals within a network. Patient data registered by 

different hospitals in the network can be used by all hospitals in the network. Patients registered 

with a city hospital in one area, for example, may require further diagnostics in a specialty hospital. 

The city hospital provides all patient data to a specialty hospital, and the city hospital is responsible 

for protecting patient data from data breaches and unknow sources. The online food delivery (OFD) 

system is the second case study. In this case study, customers who purchase meals online provide 

the internet food delivery firm all of their personal information, such as their name, address, phone 

number, and test results. Customers' preferences and tests change from one place to the next and 

from one season to the next. For business expansion, an OFD organisation must prepare for tests 

and client selection, which necessitates data analysis and pattern discovery. 

We developed a powerful large data privacy-preserving technique that allows the data collector to 

choose the depth at which each sensitive pattern can be concealed based on its sensitivity (identified 

by the experts). We also looked into the current sanitising algorithms and listed their flaws. We 

demonstrated that earlier techniques either remove more knowledge than is necessary for 
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unjustifiable reasons or heuristically eliminate the least common non-sensitive knowledge while 

leaving open inference channels that lead to the identification of concealed sensitive knowledge. 

We conducted a theoretical investigation of the suggested algorithm's efficiency before putting it to 

the test on certain real-world datasets. Our findings suggest that our approach may be able to conceal 

more sensitive item sets. Any algorithm or protocol's success criteria must be prioritised here. The 

protection of sensitive data should be prioritised, and smart contracts should be utilised anytime 

access to private data is necessary. It is insufficient for an algorithm to have a very minimal side 

effect on non-sensitive data while making sensitive data privacy simple. The next stage is to reduce 

the non-sensitive patterns' side effects. Our procedure is superior based on the above priorities. 

Furthermore, to our knowledge, there is no current technique that examines the best ways to protect 

sensitive data's privacy. 

We suggested ChainPPDM, a pair of novel strategies that deal with cases where massive data 

privacy is preserved utilising blockchain and IPFS. Our proposed solution is secure and efficient 

data privacy management, based on our observations. According to the experimental results, we 

conclude that our proposed systems have a higher storage capacity than other methods. ChainPPDM 

supports Hyperledger Fabric 2.0 with text data type and off-chain storage using IPFS and HDFC, 

data storage size is larger in chainPPDM based On-chain method, read latency is higher and read 

throughput is lower than BlockDBM and PBMS respectively, write latency is higher and read 

throughput is lower than BlockDBM and PBMS respectively. Finally, we conclude that, when 

compared to current techniques, the proposed system allows for the creation of a private 

permissioned peer-to-peer blockchain network of multiple identifiable and registered stakeholders 

to achieve maximum interoperability, security, scalability, and permissioning. We had solved the 

problem of third-party participation for big data transfers to the data miner server using IPFS. The 

suggested strategy addresses the majority of privacy risks while taking into account the resource 

constraints of blockchain. Finally, based on provided methodologies, a data mining access control 

for total privacy records has been capable of guaranteeing security and privacy by combining the 

benefits of the hash key, IPFS, blockchain, and lightweight cryptographic EEC primitives. 

 

6.2 Future work 

 

This thesis is the first to address the challenge of providing comprehensive protection against both 

privacy and security risks in large data, and it opens up numerous new research directions: 

• Examine the link between blockchain and large data privacy preservation using data 

anonymization approaches other than those examined in this thesis. 

• Propose novel privacy-preserving procedures and strategies for massive data. This will 
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necessitate a deeper dive into the legal literature on blockchain smart contracts. 

• Improve the usefulness and performance of the present algorithms.  

• Extend existing data mining methodologies and algorithms to different jobs.  

• Make the algorithms and analyses applicable to a variety of input data.  

• Present real case studies in the context of big data privacy and prevention in data mining.  

• Extend concepts and methods to the analysis of big data using blockchain in social network 

data. 

Future studies will examine cutting-edge techniques for data processing and storage to provide 

qualities like fault tolerance or network resilience. By pushing the limits of data mining at the 

network's edge, smart, autonomous, embedded systems can support human activities while having 

less of an influence on the environment. 
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CHAPTER - 4 

Blockchain Technology & IPFS: ChainPPDM 

 

4.1 ChainPPDM Hyperledger Fabric 

A blockchain is a decentralised database of records or public ledger of all transactions or digital 

events that have been completed and shared among participants. A blockchain is a distributed ledger 

with an immutable cryptography calculation algorithm and consensus (like POW). Hyperledger is 

an open-source enterprise-grade permissioned distributed ledger technologies (DLT) platform that 

outperforms other prominent distributed ledger or blockchain platforms in terms of functionality 

[84]. Hyperledger textiles have a number of distinguishing characteristics. 

1. Modular configurable architecture  

2. Smart Contract 

3. Permission blockchain 

4. Pluggable consensus protocols. 

5. Privacy and confidentialities. 

Hyperledger computing model includes 6 tuples 

 𝑀 =  (Ǫ, 𝛴, 𝑇, 𝐶, 𝑞, 𝐹, 𝑃)                                                                                                    (1) 

Were, 

(1) Ǫ = {𝑞1, 𝑞2, 𝑞3−⋯𝑞} is finite set with finite status. 

(2) 𝛴 = {𝑝0, 𝑝1, 𝑝3 … ⋅ 𝑝𝑛} are members (organization or peers) of blockchain in finite time. 

(3) T = {𝑡1, 𝑡2, 𝑡3…𝑡𝑛} is status of transaction with members inputs. Transaction status will transfer 

one status to another status especially in blockchain system 

(4) C = {𝑐|𝑐 = 𝑓(𝑛1, 𝑛2, 𝑛3…𝑛𝑚 ;𝑠)}  is consensus set which provide trust amount all members. 

(5) 𝑞0 ∈ Ǫ  is genesis block of blockchain. It is first block of blockchain system 

(6) 𝑝 ∈ Ǫ is set of private data which accessible only by some members 

(7) 𝐹 ∈ Ǫ    is final set of output where input is given from various members of blockchain 

Hyperledger fabric general operation includes: 

 

∑hyperledger  =    𝑑𝑎𝑡𝑎𝑃𝑜𝑙𝑖𝑐𝑦, 𝑑𝑎𝑡𝑎𝐴𝑠𝑠𝑒𝑡𝑠, 𝑚𝑒𝑚𝑏𝑒𝑟𝐶𝑒𝑟𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑒, 

                         𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛𝐶ℎ𝑎𝑛𝑛𝑒𝑙, 𝑝𝑟𝑖𝑣𝑎𝑡𝑒𝐷𝑎𝑡𝑎, 𝑝𝑟𝑖𝑣𝑎𝑡𝑒𝐷𝑎𝑡𝑎𝐻𝑠𝑎ℎ, 

                           𝑚𝑒𝑠𝑠𝑎𝑔𝑖𝑛𝑔𝑆𝑒𝑟𝑣𝑖𝑐𝑒, 𝑈𝑝𝑑𝑎𝑡𝑒𝑃𝑒𝑒𝑟𝑠                                                                    (2)   
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4.2 RAFT protocols 

Hyperledger fabrics is used RAFT protocols for message transfer and pBFT consensus algorithms. 

𝐶 = 𝐶 ∈ 𝑝𝐵𝐹𝑇 = {𝑓|3𝑓 + 1 ≤ 𝑛}                                                                                                (3) 

Where 𝑓 is the number of failure that the network is expected to cope with malicious failures such 

a node(s) replying conflicting information to different parts of the systems will need a consensus 

algorithm that is byzantine fault tolerant with 3𝑓 + 1 replicas. Figure 4.1 shows flowchart of PBFT 

algorithm. 

 

 

Figure 4.1 Flowgraph of PBFT algorithm. 

In order to replicate messages to the follower nodes, a leader must be dynamically elected from 

among the ordering nodes in a channel (also referred to as the "consenter set"). The Fabric 

implementation of the well-known Raft protocol uses this "leader and follower" model and is the 

preferred ordering service for production networks. Raft is said to as "crash fault tolerant" due to 

the fact that it can withstand the loss of nodes, including leader nodes, as long as there is still a 

majority of ordering nodes (also known as a "quorum") in the system (CFT). To put it another way, 

a channel that has three nodes may survive the loss of one node (leaving two remaining). This Raft 

ordering service feature is a consideration while developing a high availability plan for ordering 

service. Putting one node in three distinct data centres, as an illustration. In this manner, the nodes 

in the other data centres can continue to function even if a data centre or location as a whole goes 

down. 

 

4.3 Concept of Data Mining 

The concept ‘data mining’ or ‘Knowledge Discovery from Data (KDD)’ is method and process for 

satisfy the objection of the big data mining procedure for decision making process. Figure 4.2 show 



Blockchain Technology & IPFS: ChainPPDM 
 

97  

centralization data mining process and figure 4.3 show member of data mining process. There are 

four unique user of data mining process: 

 

• Data Provider(𝑐𝑙𝑖𝑒𝑛𝑡): The user who client or customer of any companies and give his 

information his general purpose like order some product, give detail for insurance etc. 

𝑐𝑙𝑖𝑒𝑛𝑡 = {𝑝𝑒𝑟𝑠𝑜𝑛𝑎𝑙_𝑑𝑎𝑡𝑎}                                                                                                    (4) 

• Data Collector(𝑐𝑜𝑚𝑝𝑎𝑛𝑦): The companies or organization which collect data from client 

or customer who is data provider and data collector give all data to the data miner. 

𝑐𝑜𝑚𝑝𝑎𝑛𝑦 = {𝑐𝑙𝑖𝑒𝑛𝑡𝑖}, 𝑤ℎ𝑒𝑟𝑒 0 < 𝑖 < 𝑛                                                                        (5)    

𝑑𝑎𝑡𝑎 = {𝑝𝑒𝑟𝑠𝑜𝑛𝑎𝑙_𝑑𝑎𝑡𝑎𝑖}, 𝑤ℎ𝑒𝑟𝑒 0 < 𝑖 < 𝑛                                                                (6)    

      

Figure 4.2 Centralize Data Mining Process 

 

• Data Miner(𝑚𝑖𝑛𝑒𝑟): The user who apply various data mining algorithms for finding some 

useful information. 

𝑚𝑖𝑛𝑒𝑟 = {𝑑𝑎𝑡𝑎𝑖}𝑤ℎ𝑒𝑟𝑒 0 < 𝑖 < 𝑚}                                                                                    (7) 

 

• Decision Maker: The user gives final decision for pattern publishing which satisfy certain 

objective. 

𝑑𝑒𝑐𝑒𝑠𝑖𝑜𝑛_𝑚𝑎𝑘𝑒𝑟 = {𝑚𝑖𝑛𝑒𝑟𝑖}𝑤ℎ𝑒𝑟𝑒 0 < 𝑖 < 𝑘}                                                                 (8) 
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Figure 4.3 Member in Data Mining Process 

 

4.4.Blockchain Based Privacy-Preservation of Big Data 

When it comes to extracting important knowledge from massive data during the data mining 

process, several anonymization and encryption approaches have been developed to preserve the 

privacy of the data [91],[97]. Currently, every PPDM strategy is based on a data-driven system that 

is both centralized and distributed. A third party or a centralized system authorized person should 

be trusted by the data collector. We suggested a decentralized strategy for huge data privacy 

preservation based on blockchain technology, in which data is safely transported from data collector 

to data miner. Figure 4.4 shows blockchain utilization in healthcare system for privacy preservation 

of hospital data. 

We utilize HDFS for data mining since blockchain has limited data storage capacity. Non-sensitive 

information or data necessary for data mining is stored off-chain, whereas private data is stored on-

chain. ChainPPDM is a decentralized permission-based framework that makes data mining more 

viable and safer. Figures 4.5 and 4.6 depict an existing approach for privacy preservation and a 

blockchain solution for privacy preservation, respectively. 
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Figure 4.4 Blockchain utilization in healthcare system 

 

 

 

 

 

Figure 4.5 Existing method of privacy-preservation of big data 
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Figure 4.6 Blockchain Solution for Privacy-Preservation 

 

4.5 Scenario for ChainPPDM 

ChainPPDM, privacy preservation of big data or privacy preservation of data mining. We take one 

scenario for our analysis purpose. We had taken dataset from www.kaggle.com [101]. A well-

known that enables users to access training accelerators, browse and share data sets, and compete 

in predictive modelling competitions. Will refer that data for interacting, networking, and working 

together with other data scientists to create incredible machine learning models. It may discover 

and share data sets, study and develop models in a web-based data science environment, collaborate 

with other data scientists and machine learning experts considered about standard dataset for test 

and verification purposes.  

4.5.1 Medical Health Data Privacy for Data Mining 

The healthcare business creates a significant quantity of medical big data, which must be stored, 

managed, and accessed. Medical data is gathered from patients, medical reports, pharmacies, and 

doctor prescriptions, among other sources [101]. Data provider is the source of medical data 

creation. All data providers must transmit their information to the hospital. Here is a hospital that 

stores medical data on the cloud, on a server, and so on. In the data mining process, the hospital is 

known as a data collector. A data miner is an autonomous organization that uses data mining to 

safeguard people from various diseases. Figure 4.7 show centralization data mining process 

healthcare data mining. 

4.5.2 Online Food delivery company 

An online food delivery firm (OFD) receives a meal order from a restaurant and delivers it to the 

consumer's specified address. Now, an online delivery service is looking for innovative ways to 

pique customer interest in food [101]. OFD is entrusting all of its customer data to another data 

mining firm (PatternFinder) in order to discover new patterns of consumer interest. In our scenario, 

http://www.kaggle.com/
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the data supplier is the consumer, the data collector is the OFD firm, and the data miner is 

PatternFinder.  

The centralised data mining method is depicted in figure 4.8. Although data collectors have no 

control over consumer privacy data and use anonymization techniques on data, there is still a risk 

of data breach. 

Table 4.1 Technology used for implementation 

 

 Module Technology 

Permissioned Blockchain Hyperledger Fabric 2.0 

Data Type text 

Database before system MySql 

Nodes Number 4 

On-Chain Storage Blockchain 

Off-chain Storage IPFS, HDFS 

 

Table 4.3 Evaluation Tools 

 

Tools Used For 

Hyperledger Caliper (HC)  performance of a blockchain implementation 

JMeter perform load test, performance-oriented business 

(functional) test, regression test, etc. 

 

 

 

Figure 4.7 Centralization of PPDM for Healthcare provider 
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Figure 4.8 Centralization Data Mining Process. 

 

 

4.6 ChainPPDM's architecture 

We proposed ChainPPDM, a permission-based decentralized architecture for data sharing between 

data collectors and data miners, to preserve the privacy of huge data. We choose the IPFS network 

for data transfer since big data has a large data capacity. Meanwhile, before delivering massive data, 

we encrypted it and stored it on the IPFS network. Figure 4.9 depicts ChainPPDM's architecture. 
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Figure 4.9 Architecture of ChainPPDM 

 

4.7 Proposed ChainPPDM Method 

ChainPPDM is a new on-chain and off-chain solution for massive data privacy protection. In the 

blockchain sector, increasing the storage capacity is a challenge. Blockchain is not a standard 

database system in any way; it differs from it in every way. We believe, however, that big data 

analysis is faster than alternative database systems. We don't forget about bid data when it comes 

to data mining and pattern detection. The main issue is data privacy. For security and privacy, 

centralised database systems such as conventional and big data require the confidence of an 

authorised individual. For data analysis, ChainPPDM uses the HDFS big data system, and the 

blockchain system for user privacy. OFD has information on customers who placed orders online. 

OFD's customer database contains both sensitive and non-sensitive data, such as the consumer's 

address, neighborhood and city.  

ChainPPDM is kept private in a Hyperledger Fabric private collection and non-sensitive data in 

HDFS. To transport data from the data collector database to the data miner warehouse, ChainPPDM 

use IPFS. Before giving data to the data miner, the data collector hashes confidential data. Private 

data hash has become a key for both private data stored on blockchain and non-sensitive data stored 

in HDFS huge data on data miner. For the usage of private data, a smart contract is built between 
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the data collector and the data miner. The data mining procedure for ChainPPDM is depicted in 

figure 4.10.          

 

 

 

Figure 4.10 ChainPPDM – Proposed Method 

 

4.8 Implementation of ChainPPDM 

ChainPPDM is one of the four fundamental technologies utilized in the implementation. 

Hyperledger Fabric - Permission Blockchain HDFS is the second option. IPFS (Internet File 

System) and the SHA256 algorithm is a cryptographic hashing method will use it. Smaller outputs 

are generated by SHA-256 than SHA-512. This implies that transmitting and storing data often 

takes less bandwidth. In general, using SHA-256 uses less memory and, in certain situations, less 

computing power. This test demonstrates that when hashing shorter inputs, SHA-256 is 31% 

quicker than SHA-512. When hashing lengthier inputs, SHA-512 is just 2.9% quicker. Many 

smaller inputs are hashed by the Bitcoin network (such as 33-byte public keys and 80-byte block 

headers), which probably explains why Satoshi Nakamoto choose SHA-256 rather than SHA-512. 

Additionally, SHA-512 performs better on 64-bit computers than SHA-256 does on 32-bit 

processors. 32-bit processors were far more prevalent than 64-bit processors at the time of the 2009 

debut of the Bitcoin network. Additionally, the demand for more blockchain consensus rounds and 

greater SHA-512 block sizes increases computational cost, which slows down the process of 

transaction validation. The system ChainPPDM is made up of five tuples. 
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 𝑐ℎ𝑎𝑖𝑛𝑃𝑃𝐷𝑀 = (𝐷, 𝑂, 𝐷𝑀, 𝐼𝑁, 𝑚𝑛)                                                                                   (9) 

were  

(1)  𝐷 = {𝑑1, 𝑑2, 𝑑3 … 𝑑𝑛}  are data sets for data mining operation. 

(2)  𝑂 = {𝑜1, 𝑜2, 𝑜3 … 𝑜𝑚} is set of organization which provide data set for data mining 

operation 

(3) 𝐷𝑀 = {𝑑𝑚1, 𝑑𝑚2, 𝑑𝑚3 … 𝑑𝑚𝑗} is set of data mining organization which give output of 

pattern or for decision making system. 

(4)  𝐼𝑁 = {𝑖𝑛1, 𝑖𝑛2, 𝑖𝑛3 … 𝑖𝑛𝑎} is set of IPFS node which used by data collector and data miner 

for transfer data from collector to miner off-chain server 

(5) 𝑚𝑛 ⊆ 𝑀 is node of blockchain. Every organization is had at least one node which used for 

private data transfer and received output from datamining. 

 

𝑜𝑚 = {𝑚𝑛𝑖} 𝑤ℎ𝑒𝑟𝑒 0 < 𝑖 ≤ 𝑘 ;  𝑜𝑚 𝑖𝑠 set of organization                                                 (10) 

 

 Where, k is total number of node(s) of organization. 

Hyperledger Fabric is store private data in collection which allow organization to endorse and query 

on private data. Hyperledger fabric have 3000 transaction throughput capacity. 

 

4.9  Components of ChainPPDM and its technologies 

 

4.9.1 User registration 

User registration is a straightforward web-based process that every user must complete. Data 

collector and data miner are the two users of ChainPPDM.  

(a) Registration of Data collector 

For data collector registration, the ChainPPDM system has the following function. 

𝑑𝑎𝑡𝑎𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝑜𝑟. 𝑟𝑒𝑔(𝑢𝑠𝑒𝑟𝑁𝑎𝑚𝑒, 𝑝𝑎𝑠𝑠𝑤𝑜𝑟𝑑, 𝑘𝑌𝐶𝐼𝑛𝑓𝑜)                                                (11) 

𝑘𝑌𝐶𝐼𝑛𝑓𝑜 is basic information about organization. 𝑘𝑌𝐶𝐼𝑛𝑓𝑜 is required for tracing and 

contacting organization.   

(b) Registration of Data Miner 

𝑑𝑎𝑡𝑎𝑀𝑖𝑛𝑜𝑟. 𝑟𝑒𝑔(𝑢𝑠𝑒𝑟𝑛𝑎𝑚𝑒, 𝑝𝑎𝑠𝑠𝑤𝑜𝑟𝑑, 𝐾𝑌𝐶𝐼𝑛𝑓𝑜, 𝑟𝑎𝑡𝑒)                                              (12) 

After discovering a beneficial pattern for decision-making, the data collector assigns a rate.  
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Algorithm 1: Data Collector Registration  

Input: 𝒖𝒔𝒆𝒓𝑵𝒂𝒎𝒆, 𝒑𝒂𝒔𝒔𝒘𝒐𝒓𝒅, 𝒌𝒀𝑪𝑰𝒏𝒇𝒐 

Output: enrollId 

1. If checkReg(KYCInfo) == false 

2.        dataCollector.reg(userName,password,kYCInfo)    

3.         message(“user register”) 

4. Else  

5.         message(“User already register”) 

6. End If 

` 

Algorithm 2: Data Miner Registration  

Input: 𝒖𝒔𝒆𝒓𝒏𝒂𝒎𝒆, 𝒑𝒂𝒔𝒔𝒘𝒐𝒓𝒅, 𝑲𝒀𝑪𝑰𝒏𝒇𝒐, 𝒓𝒂𝒕𝒆 

Output: enrollId 

1. If checkReg(KYCInfo) == false 

2.        dataMiner.reg(username,password,KYCInfo,rate)     

3.         message(“user register”) 

4. Else  

5.         message(“User already register”) 

6. End If 

 

 

Figure 4.11 Process of User Registration 
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Figure 4.12 Screenshot of Host setup process 

 

4.9.2 Blockchain Account Registration 

User of blockchain have wallet which contain access information and key for interaction of 

blockchain. Wallet is frontend of blockchain system also known as dApps. User registration for 

blockchain in ChainPPDM is required following function. 

prKey

= User. createWallet(enrollId, orgnization, cryptoSuite, cryptStore, caName, KeyStorePath)     

                                                                                                                                                        (13) 

prKey is generated by system which required for further interaction with blockchain 

 

Algorithm 3: Blockchain Account Registration 

Input: 𝐞𝐧𝐫𝐨𝐥𝐥𝐈𝐝, 𝐨𝐫𝐠𝐧𝐢𝐳𝐚𝐭𝐢𝐨𝐧, 𝐜𝐫𝐲𝐩𝐭𝐨𝐒𝐮𝐢𝐭𝐞, 𝐜𝐫𝐲𝐩𝐭𝐒𝐭𝐨𝐫𝐞, 𝐜𝐚𝐍𝐚𝐦𝐞, 𝐊𝐞𝐲𝐒𝐭𝐨𝐫𝐞𝐏𝐚𝐭𝐡 

Output: prKey 

1. If checkReg(KYCInfo) == false 

2.        prKey= 

User.createWallet(enrollId,orgnization,cryptoSuite,cryptStore,caName,KeyStorePath)     

3.         return prKey 

4. Else  

5.         message(“User already register”) 

6. End If 
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Figure 4.13 Screenshot of Channel Creation process 

 

 

 

Figure 4.14 Screenshot of Blockchain Account Registration - Anchor Peers 

 

4.9.3 Data set preparation 

Because big data comprises both sensitive and non-sensitive information, privacy preservation is 

necessary. All personal and data from which a person's identity is compromised is considered 

sensitive data. For the protection of sensitive data, several anonymization techniques are utilized. 

ChainPPDM uses a block-chain-based approach to secure a user's personal information. 

ChainPPDM is used to store data with both sensitive and non-sensitive attributes.   
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Figure 4.15 Different Data set for different network. 

 

 𝑑𝑖 = {𝑎1, 𝑎2, 𝑎3 … 𝑎𝑛}                                                                                                                      (14) 

where 𝑎 is attribute of data.  Data Collector has two data sets prepared, one for sensitive data and the 

other for non-sensitive data. The sensitive and non-sensitive properties are determined by the 

data collector. 

𝑑𝑠𝑖 ⊆ 𝑑𝑖and  𝑑𝑛𝑖 ⊆ 𝑑𝑖                                                                                                                  (15) 

 

where 𝑑𝑠𝑖 is set of sensitive attributes and 𝑑𝑛𝑖 is set of non-sensitive attributes. The data collector 

creates a collection of data. For data mining operations, sensitive data sets are sent on-chain, 

while non-sensitive data sets are transferred off-chain. 

 

   𝑠𝑒𝑛𝐷𝑎𝑡𝑎𝑓𝑖𝑙𝑒 = 𝜎ⅆ𝑠𝑖
(𝐷)                                                                                                    (16) 

      𝑛𝑜𝑛𝑠𝑒𝑛𝐷𝑎𝑡𝑎𝑓𝑖𝑙𝑒 = 𝜎ⅆ𝑛𝑖
(𝐷)                                                                                                    (17) 
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Figure 4.16 Process of Data set Preparation 

 

Algorithm 4: Select Sensitive Data 

Input: 𝒅𝒔𝒊, 𝒅𝒊, 𝑫 

Output: 𝒔𝒆𝒏𝑫𝒂𝒕𝒂𝒇𝒊𝒍𝒆 

1. If  𝐷 ! = 𝑛𝑢𝑙𝑙  

2.            𝑟𝑗 =  𝜎ⅆ𝑠𝑖
(𝐷) 

3.           𝑠𝑒𝑛𝐷𝑎𝑡𝑎𝑓𝑖𝑙𝑒 = 𝑟𝑗 

4.  Else 

5.      message(“database not found”) 

6. End If 
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Algorithm 5: Select nonSensitive Data 

Input: 𝒅𝒏𝒊, 𝒅𝒊, 𝑫 

Output: 𝒔𝒆𝒏𝑫𝒂𝒕𝒂𝒇𝒊𝒍𝒆 

1. If  𝐷 ! = 𝑛𝑢𝑙𝑙  

2.            𝑘𝑗 =  𝜎ⅆ𝑛𝑖
(𝐷) 

3.           𝑠𝑒𝑛𝐷𝑎𝑡𝑎𝑓𝑖𝑙𝑒 = 𝑘𝑗 

4.  Else 

5.      message(“database not found”) 

6. End If 

 

 

(i) Upload Sensitive to Blockchain 

Data collector have two data set one for sensitive data and another for non-sensitive data.  

 

𝑠𝑒𝑛𝐷𝑎𝑡𝑎𝑓𝑖𝑙𝑒 = {𝑟1, 𝑟2, 𝑟3 ⋯ 𝑟𝑗}                                                                                                       (18) 

𝑛𝑜𝑛𝑠𝑒𝑛𝐷𝑎𝑡𝑎𝑓𝑖𝑙𝑒 = {𝑘1, 𝑘2, 𝑘3 ⋯ 𝑘𝑗}                                                                                             (19) 

where 𝑟𝑗 and 𝑘𝑗 is record of data 0 < 𝑗 ≤ 𝑛 where n is total number of records of data. 

 

Hyperledger Fabric must be able to hold sensitive information. If a set of organisations on a channel 

needs to keep data secret from other organisations on the channel, they can build a second channel 

that only contains the organisations that require access to the data. Creating distinct channels in 

each of these scenarios, on the other hand, adds extra administrative complexity (maintaining chain 

code versions, rules, MSPs, and so on) and prevents use cases where we want all channel 

participants to view a transaction while keeping a portion of the data private. 

Fabric allows a limited subset of organizations on a channel to approve, commit, or query private 

data without having to construct a new channel, which is why it gives the option to create private 

data collections. The term "private data" refers to a combination of two terms. Only the 

organizations permitted to see it receive the real confidential data, which is transferred peer-to-peer 

through gossip protocol. This information is kept in a private state database on the peers of approved 

companies, which may be accessed via chain code. The ordering service isn't participating in this 

and isn't privy to the personal information. To bootstrap cross-organization communication, it's 

necessary to set up anchor peers on the channel and specify CORE PEER GOSSIP 

EXTERNALENDPOINT on each peer, since gossip distributes private data peer-to-peer across 

approved organizations. Every peer on the channel endorses, orders, and writes a hash of the data 
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to their ledgers. The hash is utilized for state validation and audit reasons, and it acts as proof of the 

transaction. 

 

Figure 4.17 Hyperledger-fabric with private state [77] 

The description of a private data collection has one or more collections, each with a policy definition 

that lists the organizations in the collection, as well as characteristics that determine how private 

data is disseminated at each time and, optionally, whether the data will be discarded. 

 

𝑐𝑟𝑒𝑎𝑡𝑒𝑃𝑟𝑖𝑣𝑎𝑡𝑒𝐷𝑎𝑡𝑎𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝑖𝑜𝑛(𝑐𝑜𝑙𝑙𝑒𝑐𝑡𝑖𝑜𝑛𝑁𝑎𝑚𝑒, 𝑃𝑜𝑙𝑖𝑐𝑦𝑜𝑝𝑒𝑟𝑎𝑡𝑖𝑛𝑔𝑂𝑟𝑔, 

 𝑜𝑟𝑔𝑇𝑜𝑊𝑟𝑖𝑡𝑒, 𝑜𝑟𝑔𝑇𝑜𝑅𝑒𝑎𝑑, 𝑐𝑜𝑙𝑙𝑒𝑐𝑡𝑖𝑜𝑛𝑇𝑜𝐿𝑖𝑣𝑒)                                                                                  (20)                         

 

We must first define collection before putting private data on blockchain. Collection is a data 

storage structure that defines the conditions under which members of the blockchain can access the 

data. ChainPPDM generates a private key by hashing non-sensitive data.  

     𝑠𝑒𝑐𝐾𝑒𝑦𝑆𝑒𝑛 =  𝑠ℎ𝑎256(𝑟𝑗)                                                                                                           (21) 

     𝑠𝑒𝑐𝐾𝑒𝑦𝑁𝑠𝑒𝑛 =  𝑠ℎ𝑎256(𝑘𝑗)                                                                                                        (22) 

 

Algorithm 6: Create Data Collection 

Input: 𝒄𝒐𝒍𝑵𝒂𝒎𝒆, 𝒓𝒆𝒒𝑷𝒆𝒆𝒓𝑪𝒐𝒖𝒏𝒕, 𝒎𝒂𝒙𝑷𝒆𝒆𝒓𝑪𝒐𝒖𝒏𝒕, 𝒃𝒍𝒐𝒄𝒌𝑻𝒐𝑳𝒊𝒗𝒆, 𝒔𝒊𝒈𝒏𝑷𝒐𝒍𝒊𝒄𝒚 

Output: 𝑪𝒐𝒍𝒍𝒆𝒄𝒕𝒊𝒐𝒏𝑪𝒐𝒏𝒇𝒊𝒈 

1. collcfg = newCollectionConfig("collectionMiner1Col1", "OR ('MinerMSP.member', 

'Col1MSP.member')", peerCount, maxPeerCount, blockToLive) 

2. err = checkPolicy(collcfg) 
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3. If err != nil 

4.         message(“Policy not created”) 

5.         Return 

6. End If 

7.  cpcS =  collcfg.singature(signPolicy); 

8. Collconfig = createPrivateDataCollection(colName, collcfg, reqPeerCount, 

maxPeerCount, blockToLive, cpcS) 

9. Return collconfig 

 

 

 

Figure 4.18 Process configuration of Private data state 

 

𝑠ℎ𝑎256(𝑘𝑗) is take non-sensitive data as parameter and 𝑠ℎ𝑎256(𝑟𝑗) is take sensitive data as parameter. 

secKeySen and secKeyNsen are used for private collection and off-chain data storage. ChainPPDM 

generates a secret key from non-sensitive data in order to safeguard data from non-sensitive data 

changes during data mining. If non-sensitive data is modified, the hash value of that data will be 

different from the original data. With the use of a private data key, ChainPPDM confirms that this 

has value. If no private data can be located using the specified hash value, ChainPPDM deduces 

that the data was modified in a non-sensitive manner.  
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Algorithm 7: create new file with hashvalue 

Input: 𝒔𝒆𝒏𝑫𝒂𝒕𝒂𝒇𝒊𝒍𝒆, 𝒏𝒐𝒏𝒔𝒆𝒏𝑫𝒂𝒕𝒂𝒇𝒊𝒍𝒆 

Output: 𝒇𝒊𝒍𝒆 

1. sfile = new file(); 

2. nsfile =new file(); 

3. Foreach record of senDatafile 

4.           r =  record_of_senDataFile 

5.           rmerge = merge of record r 

6.           k = record_of_nonsenDataFile 

7.           Kmerge = merger of record k 

8.           secKeySen = sha256(r); 

9.           secKyeNsen = sha256(k) 

10. File.append(sfile,(secKeySen,secKeyNsen,r)) 

11.           File.append(nsfile,(secKeyNsen,k)) 

12. End Each         

 

 

The following briefly describes the SHA256 algorithm process: 

(1) Initialization parameters. 

Take the first 32 bits of the square root of the first 8 prime numbers (2, 3, 5, 7, 11, 13, 17, 19) in the 

natural number to get 8 parameters. 

𝐻0 =  0𝑥6𝑎09𝑒667;  𝐻1 =  0𝑥𝑏𝑏67𝑎𝑒85;                                                                               (23) 

𝐻2 =  0𝑥3𝑐6𝑒𝑓 372;  𝐻3 =  0𝑥𝑎54𝑓𝑓 53𝑎;                                                                             (24) 

𝐻4 =  0𝑥510𝑒527𝑓 ;  𝐻5 =  0𝑥9𝑏05688𝑐;                                                                              (25) 

       𝐻6 =  0𝑥1𝑓 83𝑑9𝑎𝑏;  𝐻7 =  0𝑥5𝑏𝑒0𝑐𝑑19;                                                                  (26)   
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Figure 4.19 Data File Preparation 

                             

(2) Prepare the message list 𝑊𝑡. 

𝑤𝑡 = 𝑀𝑡
(𝑖)(0 ≤ 𝑧 ≤ 15)                                                                                              (27) 

(3) Initialize 8 variables with the intermediate result of each round of hash values. 

𝑤𝑡 = 𝜎1
(256)(𝑤𝑡−2) + 𝑤𝑡−7 + 𝜎0

(256)(𝑤𝑡−15) + 𝑤𝑡−16(16 ≤ 𝑧 ≤ 63)                      (28) 

(4) For 0 ≤ t ≤ 63, execute the compression function. 

𝑇2 = ℎ + ∑ (𝑒)256
1 + 𝑐ℎ(𝑒, 𝑓, 𝑔) + 𝐾1

256 + 𝑤𝑡                                                           (29) 

𝑇2 = ℎ + ∑ (𝑎)256
1 + 𝑀𝑎𝑗(𝑎, 𝑏, 𝑐)0 ≤ 𝑡 ≤ 63                                                            (30) 

ℎ = 𝑔; 𝑔 = 𝑓; 𝑓 = 𝑒; 𝑒 = 𝑑 + 𝑇1; 𝑑 = 𝐶; 𝐶 = 𝑏; 𝑏 = 𝑎; 𝑎 = 𝑇1 + 𝑇2                       (31) 

(5) Add a compressed block to the current hash value 

𝐻0
(𝑖)

= 𝑎 + 𝐻0
(𝑖−1)

, 𝐻1
(𝑖)

= 𝑏 + 𝐻1
(𝑖−1)

, 𝐻2
(𝑖)

= 𝑐 + 𝐻2
(𝑖−1)

, 𝐻3
(𝑖)

= 𝑑 + 𝐻3
(𝑖−1)

,  

𝐻4
(𝑖)

= 𝑒 + 𝐻4
(𝑖−1)

, 𝐻5
(𝑖)

= 𝑓 + 𝐻5
(𝑖−1)

, 𝐻6
(𝑖)

= 𝑔 + 𝐻6
(𝑖−1)

, 𝐻7
(𝑖)

= ℎ + 𝐻7
(𝑖−1)

           (32) 
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Figure 4.20 One Block Processing steps 

 

𝑖𝑛𝑠𝑒𝑟𝑡𝑃𝑟𝑖𝑣𝑎𝑡𝑒𝐷𝑎𝑡𝑎(𝑐𝑜𝑙𝑁𝑎𝑚𝑒, 𝑠𝑒𝑐𝐾𝑒𝑦𝑆𝑒𝑛, 𝑠𝑒𝑐𝐾𝑒𝑦𝑁𝑠𝑒𝑛, 𝑟𝑗)                                                    (33) 

Above function insert private data into blockchain. Above function also store hash value of sensitive 

data as well as non-sensitive data 

 

 

Algorithm 8: Insert Data Private Collection 

Input: 𝒔𝒇𝒊𝒍𝒆, 𝒄𝒐𝒍𝑵𝒂𝒎𝒆 

Output: 𝒎𝒆𝒔𝒔𝒂𝒈𝒆 

1. If checkCollection(𝑐𝑜𝑙𝑁𝑎𝑚𝑒 ) !=null) 

2. For Each r To sfile 

3.  

4.            𝑖𝑛𝑠𝑒𝑟𝑡𝑃𝑟𝑖𝑣𝑎𝑡𝑒𝐷𝑎𝑡𝑎(𝑐𝑜𝑙𝑁𝑎𝑚𝑒, 𝑟. 𝑠𝑒𝑐𝐾𝑒𝑦𝑆𝑒𝑛, 𝑟. 𝑠𝑒𝑐𝐾𝑒𝑦𝑁𝑠𝑒𝑛, 𝑟)      

5. End Each 

6.  Else 

7.      message(“collection not found”) 

8. End If 

 

 

 

 

 

 

 

 

 

 



Blockchain Technology & IPFS: ChainPPDM 
 

117  

(ii) Upload non-sensitive to Off-chain 

 

 

Figure 4.21 Preparation for upload of Non sensitive Data 

 

Non-sensitive data is sent from the data collector's big data server to the data miner. ChainPPDM 

is an IPFS node that transfers data between members. IPFS (Inter Planetary File System) is a 

blockchain-based content storage system that is decentralized. For file sharing, IPFS employs a 

decentralized P2P (Peer-to-Peer) network paradigm that spans numerous computers or nodes. Files 

are divided into sections and stored over a network of nodes that keep track of the file using hashes. 

The original file is recreated when the components are put together based on their hash value. IPFS 

differs from other cloud storage systems in that it is content-based (content addressed) rather than 

location-based (location addressed). 

The content to receive data from the network is referred to as content-based addressing storage. 

This necessitates the use of a content identifier to establish a file's physical location. In this situation, 

rather than a logical address, the data is retrieved using its cryptographic hash, which functions 

similarly to a file's digital fingerprint. Regardless of who uploaded the file, where it was uploaded, 

or when it was uploaded, the network will always provide the same content based on that hash. 

Because IPFS storage is more public, data confidentiality is essential. For some forms of data 

storage that exposes private data, this might be a violation (e.g. GDPR Rules). On the AWS and 

Azure cloud, scalable data storage options that fulfil privacy, security, and compliance are also 

available. IPFS can give a confirmation of authenticity to the content owner for content that is made 

publicly available. This can protect a creator's work, such as art, by establishing ownership, 

allowing them to earn royalties and preventing others from claiming credit for something they did 
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not produce. With any encryption, IPFS is not safe for exchanging confidential data. Before data 

transfer between two members on the IPFS network, ChainPPDM employs Elliptic Curve 

Cryptography. Elliptic Curve Cryptography offers the same level of security as RSA but with a 

smaller key size. In 1985, Neal Koblitz and Victor Miller first proposed the definition of ECC. The 

curves in ECC are defined by an equation:  

𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏, 𝑤ℎ𝑒𝑟𝑒  4𝑎3 + 27𝑏2 ≠ 0                                                                    (34)                   

 

Figure 4.22 ECC curve  

 

When a straight line intersects an elliptic curve, it can intersect almost three spots. The elliptic curve 

is symmetric about the x-axis, as can be seen, and this fact is important in the technique. The main 

advantage of ECC is that it promises a smaller key size, which reduces storage and transmission 

requirements, implying that an elliptic curve group could provide the same level of security as an 

RSA-based system with a large modulus and correspondingly larger key – for example, a 256-bit 

ECC public key should provide comparable security to a 3072-bit RSA public key. Six tuples are 

utilized in ECC. 

𝐸 =  (𝑃, 𝑎, 𝑏, 𝐺, 𝑛, ℎ)                                                                                                             (35) 

Where 𝑃 is public key, 𝑎 and 𝑏 is private key, 𝐺 is generator point, ℎ is co-factor and 𝑛 is prime 

number of 𝐺 

(a) Key Generation 

Data collector and Data miner have both have same ellipt curve with generator point 𝐺 

 𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏(𝑚𝑜𝑑 𝑝)                                                                                                 (36) 

Data owner select an integer 

 𝑛𝑎 ∈ 𝑧𝑝                                                                                                                                           (37) 

as the private key and derive compute a point 

 𝑃𝑎 = 𝑛𝑎𝐺                                                                                                                                           (38) 

as the public key and Data miner select an integer 

 𝑛𝑏 ∈ 𝑧𝑝                                                                                                                                              (39) 

as the private key and drive compute a point 

 𝑃𝑏 = 𝑛𝑏𝐺                                                                                                                                        (40) 
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as public key 

(b) Encryption of Data 

Divide 𝑓𝑙  into different block.  

𝑓𝑙 = {𝑓1, 𝑓2, 𝑓3 … 𝑓𝑛} 𝑤ℎ𝑒𝑟𝑒 𝑓𝑛

𝑘 ∈ 𝑧𝑝

1

2 = 𝑓𝑛 + 𝑘𝑃𝑏

1

2

miner using IPFS nodes.  

                            

ℎ𝑎𝑠ℎ𝐾𝑒𝑦  = 𝑢𝑝𝑙𝑜𝑎𝑑𝐼𝑃𝐹𝑆𝑁𝑒𝑡(𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶1 , 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶2)                                                         (48) 

DataCollector is send  ℎ𝑎𝑠ℎ𝐾𝑒𝑦 to data miner for downloading data. 

𝑢𝑝𝑙𝑜𝑎𝑑𝐻𝑎𝑠ℎ𝐾𝑒𝑦(ℎ𝑎𝑠ℎ𝐾𝑒𝑦  𝑑𝑎𝑡𝑎𝑃𝑟𝑜𝑣𝑖𝑑𝑒𝑟, 𝑑𝑖𝑣𝑖𝑑𝑃𝑜𝑖𝑛𝑡𝑒𝑟 )                                                 (49) 

is function of web application which used for transferring data address which data collector upload 

encrypted data and IPFS give address of this data in form of hash.  

(c) Decryption of Data   

Data miner is downloading a file from IPFS network by Data collector.  

𝑒𝑛𝑦𝐷𝑎𝑡𝑎 =  𝑑𝑜𝑤𝑛𝑙𝑜𝑎𝑑𝐷𝑎𝑡𝑎(ℎ𝑎𝑠ℎ𝐾𝑒𝑦𝑛 )                                                                                         (50) 

{𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶1, 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶2}⊂ 𝑒𝑛𝑦𝐷𝑎𝑡𝑎                                                                                            (51) 

 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶1 𝑎𝑛𝑑 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶2 is divided into different block using 𝑑𝑖𝑣𝑖𝑑𝑃𝑜𝑖𝑛𝑡𝑒𝑟. 

𝑓𝑖𝑙𝑒𝐶1 = {𝐶11, 𝐶12, 𝐶13 … 𝐶1𝑛}                                                                                                  (52) 

𝑓𝑖𝑙𝑒𝐶2 = {𝐶21, 𝐶22, 𝐶23 … 𝐶2𝑛}                                                                                                  (53)         

Data miner decrypt data using ellipt curve cryptography algorithm with define point G 

𝐶2𝑛 − 𝑛𝑏𝐶1𝑛 = (𝑓𝑛 + 𝑘𝑃𝑏) − 𝑛𝑏(𝑘𝐺) 

                 = (𝑓𝑛 + 𝑘𝑛𝑏
𝐺)  − 𝑛𝑏𝑘𝐺 

                                                                                    = 𝑓𝑛                                                                     (54) 

Data Miner combine all block into one file which used for data mining operation. 

                          𝑓𝑖𝑛𝑎𝑙𝐹𝑖𝑙𝑒    = {𝑓1,𝑓2, 𝑓3 … 𝑓𝑛

𝑛𝑜𝑛𝑠𝑒𝑛𝐷𝑎𝑡𝑎 is very large big data file. 

𝑓𝑙 = 𝑛𝑜𝑛𝑠𝑒𝑛𝐷𝑎𝑡𝑎  𝑤ℎ𝑒𝑟𝑒 𝑓𝑙 𝑖𝑠 𝑎 𝑓𝑖𝑙𝑒                                                                                     (41) 

+ 𝑑𝑖𝑣𝑖𝑑𝑃𝑜𝑖𝑛𝑡𝑒𝑟                                                         (47) 

Where k is selected integer. Data collector in send both data 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶1 𝑎𝑛𝑑 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶2 data to 

+ 𝑑𝑖𝑣𝑖𝑑𝑃𝑜𝑖𝑛𝑡𝑒𝑟                                                         (46) 

𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶2 = 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶2 +  𝐶

                                                                                                                  (45) 

𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶1 = 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶1 +  𝐶

 𝑖𝑠 𝑏𝑙𝑜𝑐𝑘 𝑜𝑓 𝑓𝑖𝑙𝑒 𝑎𝑛𝑑 0 < 1 ≤ 𝑛                                             (42) 

ChainPPDM will encrypted each block using ellipt curve cryptography.  

Data Collector select an integer as compute the two parts of the ciphertext.  

                                                                                                                               (43)

 𝐶 = 𝑘𝐺                                                                                                                           (44) 

𝐶

}                                                                             (55)       
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4.9.4 Data Mining process 

Data Miner have data for mining process which received from off-chain method from IPFS network 

and also have access of private data based on smart contract. Data miner can be access smart 

contract which is written before data transfer process for accessing rules for private data.  

𝑢𝑝𝑙𝑜𝑎𝑑𝐷𝑎𝑡𝑎𝑀𝑖𝑛𝑖𝑛𝑔𝐻𝐷𝐹𝑆(𝑓𝑖𝑛𝑎𝑙𝐹𝑖𝑙𝑒)                                                                              (56) 

 

4.10 Summary 

In this chapter ChainPPDM Hyperledger Fabric methods are analyzed using various techniques 

with Different operating parameters. Mentioned different components and protocols of the 

ChainPPDM of the core along with its details. Proposed Methodological Framework and Proposed 

Algorithms drawing as Applicable are fully implemented. Based on the literature and results, finally 

Proposed Framework architecture along with different algorithm. Other components including 

Upload Data Set is also described which is further used for the comparison with the published 

literature. The results and comparisons details of the proposed system are discussed in the next 

chapter. 
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CHAPTER - 5 

Experimental results and analysis 

 

We developed a prototype system based on Virtual Machine for ChainPPDM using Hyperledger 

fabric to verify that our system of separating and storing data is truly effectively appropriate to such 

Privacy Preservation of Big Data using block chain systems as data mining. The system runs on an 

Ubuntu 20.04 (64-bit) virtual machine, Intel(R) Core (TM) i7-4790 CPU @ 3.60 GHz processor 

and 8 GB RAM, and uses the HDFS simulation central database. 

5.1 Technology Comparison for Evaluation 

 

Table 5.1 Comparative analysis  

 

 Parameters/data BlockBDM [76] PBMS [74] ChainPPDM (proposed) 

Public Blockchain Ethereum NA NA 

Permissioned 

Blockchain 
Hyperledger Fabric 1.4 Hyperledger Fabric 1.4 Hyperledger Fabric 2.0 

Data Type multimedia Text text 

Database before 

system 
MySql MySql MySql 

Nodes Number 4 4 4 

On-Chain Storage Blockchain Blockchain Blockchain 

Off-chain Storage IPFS MySql IPFS,HDFS 

 

5.2 Evaluation Tools: 

• Hyperledger Caliper(HC) 

• JMeter 

5.2.1 Hyperledger Caliper 

Hyperledger Caliper is a blockchain benchmark tool, it allows users to measure the performance of 

a blockchain implementation with a set of predefined use cases. Hyperledger Caliper will produce 

reports containing a number of performance indicators to serve as a reference when using the 

following blockchain solutions: Hyperledger Besu, Ethereum, Hyperledger Fabric, FISCO BCOS. 
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5.2.2 JMeter 

JMeter is a software that can perform load test, performance-oriented business (functional) test, 

regression test, etc., on different protocols or technologies. Stefano Mazzocchi of the Apache 

Software Foundation was the original developer of JMeter. He wrote it primarily to test the 

performance of Apache JServ (now called as Apache Tomcat project). Apache later redesigned 

JMeter to enhance the GUI and to add functional testing capabilities. JMeter is a Java desktop 

application with a graphical interface that uses the Swing graphical API. It can therefore run on any 

environment / workstation that accepts a Java virtual machine, for example − Windows, Linux, 

Mac, etc. 

 

5.3 Result and analysis of ChainPPDM 

5.3.1 Storage Analysis 

We observe the changes in the storage capacity after separately sensitive and non-sensitive data 

with hash value of non-sensitive data. The size of the space occupied by a single records of data 

provider is average 182 bytes in single files. and data provider divide this data into two parts and 

size of private data occupied 142 byte and non-sensitive data size is 40 kb.  Hash data of non-

sensitive increased burden of storage with byte kb of each record on block chain as well as on 

centralized storage of data minor.  

 

Figure 5.1 Storage capacity used by different system. 
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PPDM's existing system is not secure, but it uses less storage space than ChainPPDM, which 

increases security and party trust by utilizing more storage. Figure 5.1 shows storage capacity used 

by off-chain system as well as on-chain system. ChainPPDM increase file size on hard disk with 

privacy of data.   

 

 

 

Figure 5.2 On-Chain Storage of chainPPDM with other method (BlockBDM and PBMS) 

 

Figure 5.2 depicts the utilisation of storage resources by ChainPPDM and other methods 

(BlockBDM and PBMS). ChainPPDM is used more frequently for storing private data in on-chain 

than other methods since it increases privacy for private data and stores both private and public data 

hash keys. Users may occasionally require verification and auditing of public data stored on the 

data miner's HDFS server. Auditing is carried out with the use of a hash key generated from public 

data and saved in on-chain storage. As a result, ChainPPDM has a higher storage capacity than 

other methods. ChainPPDM additionally stores the hash key of private data for auditing purposes 

when there is a disagreement between block chain members over a user's private data. 
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5.3.2 Latency and Throughput Analysis Using HC 

 

 
 

Figure 5.3 Read Latency(second) plot using HC tool 

 

 

 

Figure 5.4 Read Throughput (second) plot using HC tool 

 

0

0.5

1

1.5

2

2.5
1

0
0

0

2
0

0
0

3
0

0
0

4
0

0
0

5
0

0
0

6
0

0
0

7
0

0
0

8
0

0
0

9
0

0
0

1
0

0
0

0

1
1

0
0

0

1
2

0
0

0

1
3

0
0

0

1
4

0
0

0

1
5

0
0

0

1
6

0
0

0

1
7

0
0

0

1
8

0
0

0

1
9

0
0

0

2
0

0
0

0

Read Latency(s)

BLockBDM PBMS ChainPPDM

0

100

200

300

400

500

600

700

800

900

1000

1
0

0
0

2
0

0
0

3
0

0
0

4
0

0
0

5
0

0
0

6
0

0
0

7
0

0
0

8
0

0
0

9
0

0
0

1
0

0
0

0

1
1

0
0

0

1
2

0
0

0

1
3

0
0

0

1
4

0
0

0

1
5

0
0

0

1
6

0
0

0

1
7

0
0

0

1
8

0
0

0

1
9

0
0

0

2
0

0
0

0

Read Throughput(TPS)

BLockBDM PBMS ChainPPDM



Experimental results and analysis 
 

125  

The read latency of ChainPPDM and other methods such as BlockBDM and PBMS are shown in 

figure 5.3. Because ChainPPDM uses the private state of the blockchain and stores both private and 

public data hash keys, read latency is higher than other methods. Other methods just save public 

data hash keys. However, as shown in figure. 5.4, ChainPPDM has a poor read throughput when 

compared to other methods. When compared to other methods, ChainPPDM read throughput is very 

high for little amounts of data and good for large amounts of data. 

 

 

Figure 5.5 Write Latency(second) plot using HC tool 

 

Figure 5.5 shows that ChainPPDM has a high write delay since it writes more data than other 

methods. ChainPPDM additionally writes private data to the blockchain's private state, but other 

methods do not use the private state for storing private data. In addition, ChainPPDM writes the 

private data hash key and the public data hash key, as well as additional information., figure 5.6 

indicates ChainPPDM and other methods are written through. When compared to other methods, 

write throughput is modest and rapid. 
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Figure 5.6 Write Throughput (second) plot using HC tool 

 

5.3.3 Read-Write Operation Analysis using JMeter 

 

Figure 5.7 Read operation Throughput (ms) plot using JMeter tool 
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Figure 5.8 Write operation Throughput (ms) plot using JMeter tool 

 

Figures 5.7 and 5.8 compare read and write operations in the cloud, blockchain, and IPFS. In 

comparison to centralised systems such as the cloud, blockchain and IPFS provide higher 

performance. When data is minimal, uploading takes longer than cloud upload and download, but 

as data grows, cloud performance suffers. The combination of IPFS and blockchain reduces 

response time. ChainPPDM has a larger storage capacity, but it takes less time to mine data while 

maintaining anonymity. 

The centralised system and ChainPPDM are compared in figure 5.9. ChainPPDM has a higher read 

speed than a centralization system because it reads data from the network's nearest node, but it has 

a lower write performance than a centralization system since it must satisfy several algorithms and 

other system constraints. In comparison to a centralised system, ChainPPDM is highly good for 

scalability, space consumption, privacy and security. 
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Figure 5.9 ChainPPDM Vs Centralization System 

[ 0 = Low and 1 = High; ChainPPDM is decentralization system] 

 

5.4 Summary 

Based on observation of our proposed method is secured and does efficient management of data 

privacy. According to the experimental results, we concluded that storage capacity in our proposed 

systems is high compare to other methods [figure.5.1], ChainPPDM supports Hyperledger Fabric 

2.0 with text data type and off-chain storage using IPFS and HDFC, data storage size higher in 

chainPPDM based On-chain method [figure 5.2], read latency is higher, and read throughput is 

lower than BlockDBM and PBMS respectively [figure  5.3 and figure 5.4], write latency is higher 

and read throughput is lower than BlockDBM and PBMS respectively [figure 5.5 and figure 5.6]. 
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CHAPTER - 6 

Conclusion and future work 

 

6.1 Conclusion 

 

For the topic of massive data privacy preservation, a set of algorithms, methods, and methodologies 

will be proposed. All of the methods and techniques are implemented using Hyperledger Fabric, 

IPFS, and Java, among other technologies. The results and analyses reveal that these algorithms 

handle the problem of privacy preservation. The following are the significant contributions of this 

thesis work: 

1. We developed a new taxonomy of PPDM approaches in Chapter 2. We also introduced 

ChainPPDM, a massive data privacy preservation strategy based on the PPDM scenario. Finally, 

we presented a review of the literature on blockchain and IPFS for big data privacy preservation. 

We also made some recommendations for ensuring the privacy and security of software systems. 

2.  In Chapter 3, we discussed how Blockchain and IPFS are good privacy-preserving solutions. 

The tamperproof capabilities of blockchain are utilised to solve the problem of sensitive data that 

needs to be protected from unauthorised access. For accessing private data from the network, 

smart contracts on the blockchain are used. In addition, the IPFS network is utilised to solve the 

problem of data transfer between users who are using data for data mining operations. HDFS is 

the most popular system for storing and analysing large amounts of data. 

3. ChainPPDM, a privacy-preserving protocol based on blockchain and IPFS, was designed in 

Chapter 4. The protocol enables parties to share data in a confidential, non-restrictive, and 

accurate manner. 

4. In Chapter 5, ChainPPDM blockchain-based strategies for masking sensitive data were presented, 

and studies demonstrated their usefulness. 

 

We outline an inventive combination of blockchain and IPFS to achieve decentralised data mining 

while protecting privacy. This method has the benefit of avoiding issues like single points of failure 

and dependence on distant infrastructures while yet producing findings that are qualitatively 

comparable to those produced by conventional data mining approaches. In order to handle 

additional issues brought on by the decentralised nature of the solution, our solution essentially 

depends on smart contracts and IPFS. Smart contracts offer a method to trust the computation being 

implemented over the many data providers that make up the network, and ChainPPDM shields the 
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decentralised data mining process from outside observation. We rely on a public key infrastructure 

to ensure the confidentiality and integrity of the data. 

 

We categorised the known techniques and methods for preserving big data privacy, in this 

categorised existing privacy-preservation methods for big data bases in the third phase of the big 

data life cycle. As a consequence of the examination of important disadvantages, the current 

approaches were analysed for analysing information loss during data mining. Existing approaches 

do not allow for the evaluation of data structure and thus the establishment of equivalence between 

the original and anonymised data. Data generation, data storage, and data processing are the phases 

of the big data life cycle. Existing methods for preserving large data privacy have issues such as 

data loss, reliance on third parties, and data breaches, among others. This thesis focuses on all phases 

of the big data life cycle. Using blockchain and IPFS, the methodologies and algorithms suggested 

and implemented in this thesis are tested on both sensitive and non-sensitive big data. To 

demonstrate our ChainPPDM Method for massive data privacy preservation, we used a PPDM 

scenario. In this situation, the data provider (consumer) sends all of their personal information to a 

data collector that works for a company or organisation that provides services to customers. The 

data collector has sensitive and non-sensitive client data that must be protected against unauthorised 

access. The data collector sends all of the information to the data minor, who then uses the 

information to make business decisions. On sensitive data that needs to be hidden, the data collector 

uses several privacy protection techniques. To demonstrate our algorithms and method, we use two 

case studies. The health-care management system is the first case study. This healthcare 

management system is linked to several hospitals within a network. Patient data registered by 

different hospitals in the network can be used by all hospitals in the network. Patients registered 

with a city hospital in one area, for example, may require further diagnostics in a specialty hospital. 

The city hospital provides all patient data to a specialty hospital, and the city hospital is responsible 

for protecting patient data from data breaches and unknow sources. The online food delivery (OFD) 

system is the second case study. In this case study, customers who purchase meals online provide 

the internet food delivery firm all of their personal information, such as their name, address, phone 

number, and test results. Customers' preferences and tests change from one place to the next and 

from one season to the next. For business expansion, an OFD organisation must prepare for tests 

and client selection, which necessitates data analysis and pattern discovery. 

We developed a powerful large data privacy-preserving technique that allows the data collector to 

choose the depth at which each sensitive pattern can be concealed based on its sensitivity (identified 

by the experts). We also looked into the current sanitising algorithms and listed their flaws. We 

demonstrated that earlier techniques either remove more knowledge than is necessary for 



Conclusion and future work 
 

131  

unjustifiable reasons or heuristically eliminate the least common non-sensitive knowledge while 

leaving open inference channels that lead to the identification of concealed sensitive knowledge. 

We conducted a theoretical investigation of the suggested algorithm's efficiency before putting it to 

the test on certain real-world datasets. Our findings suggest that our approach may be able to conceal 

more sensitive item sets. Any algorithm or protocol's success criteria must be prioritised here. The 

protection of sensitive data should be prioritised, and smart contracts should be utilised anytime 

access to private data is necessary. It is insufficient for an algorithm to have a very minimal side 

effect on non-sensitive data while making sensitive data privacy simple. The next stage is to reduce 

the non-sensitive patterns' side effects. Our procedure is superior based on the above priorities. 

Furthermore, to our knowledge, there is no current technique that examines the best ways to protect 

sensitive data's privacy. 

We suggested ChainPPDM, a pair of novel strategies that deal with cases where massive data 

privacy is preserved utilising blockchain and IPFS. Our proposed solution is secure and efficient 

data privacy management, based on our observations. According to the experimental results, we 

conclude that our proposed systems have a higher storage capacity than other methods. ChainPPDM 

supports Hyperledger Fabric 2.0 with text data type and off-chain storage using IPFS and HDFC, 

data storage size is larger in chainPPDM based On-chain method, read latency is higher and read 

throughput is lower than BlockDBM and PBMS respectively, write latency is higher and read 

throughput is lower than BlockDBM and PBMS respectively. Finally, we conclude that, when 

compared to current techniques, the proposed system allows for the creation of a private 

permissioned peer-to-peer blockchain network of multiple identifiable and registered stakeholders 

to achieve maximum interoperability, security, scalability, and permissioning. We had solved the 

problem of third-party participation for big data transfers to the data miner server using IPFS. The 

suggested strategy addresses the majority of privacy risks while taking into account the resource 

constraints of blockchain. Finally, based on provided methodologies, a data mining access control 

for total privacy records has been capable of guaranteeing security and privacy by combining the 

benefits of the hash key, IPFS, blockchain, and lightweight cryptographic EEC primitives. 

 

6.2 Future work 

 

This thesis is the first to address the challenge of providing comprehensive protection against both 

privacy and security risks in large data, and it opens up numerous new research directions: 

• Examine the link between blockchain and large data privacy preservation using data 

anonymization approaches other than those examined in this thesis. 

• Propose novel privacy-preserving procedures and strategies for massive data. This will 
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necessitate a deeper dive into the legal literature on blockchain smart contracts. 

• Improve the usefulness and performance of the present algorithms.  

• Extend existing data mining methodologies and algorithms to different jobs.  

• Make the algorithms and analyses applicable to a variety of input data.  

• Present real case studies in the context of big data privacy and prevention in data mining.  

• Extend concepts and methods to the analysis of big data using blockchain in social network 

data. 

Future studies will examine cutting-edge techniques for data processing and storage to provide 

qualities like fault tolerance or network resilience. By pushing the limits of data mining at the 

network's edge, smart, autonomous, embedded systems can support human activities while having 

less of an influence on the environment. 
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